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TCPWave

Scope and Purpose
This guide provides the detailed instructions on how to deploy the AWS Images.
Recommendations

= Make sure that the IPAM and Remote instances are reachable from each side without a Network Address

Translation(NAT) in between to avoid network related issues.
= Use instance sizes of greater than or equal to 8GB Memory to avoid performance degradations.

= Do not discover or scan public IP network ranges that you do not have express permission to do so.
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Launch and Configure TCPWave IPAM Instance

# Steps

Launch TCPWave IPAM Instance

TCPWave

Screenshot

Login to your Amazon Web
Services(AWS) account by visiting:

https://aws.amazon.com

amazon

webservices

Sign In or Create an AWS Account

What is your email (phone for mobi

E-mail or mobile number:

() Iam anew user.

@ Iam areturning user
and my password is:

(— &
L Sign in using our secure server Q

Forgot your password?

le accounts)?

= After logging into your AWS

account.

2 = On EC2 dashboard, click EC2
link.

AWS services

[

v Recently visited services

v All services

Virtual Servers in the Cloud

&

Developer Tools

3 Click the AMs link.

44— CodeCommit
EC2 Container Service CodeBuild
Lightsail CodeDeploy
Elastic Beanstalk CodePipeline
Lambda X-Ray
Batch
ﬁ Management Tools
(= storage CloudWatch
53 CloudFormation
ﬁ Services v  Resource Groups ~ %
EC2 Dashboard e
Events <
Tags Q, Filter by tags and attributes or search by keyword
Reports
Limits Name ~ | Instance ID + Instance Type
5 STA IPAMv31c-N 1041ecdedf282c0c59 12 large
Instances REMOTEV31. . 1-0619fecd39c940c68 12 medium
Spot Requests IPAMV31c-S 106f36adcbbedf1d57 12 large
Reserved Instances Cloud IPAM | 1-0765c8278cb24de19 12 micro
Scheduled Instances REMOTEV31. 109187de72631a6b. 12 medium
Dedicated Hosts IPAM3icPr.  -0b56981dcTdee12d 12 large
= IMAGES REMOTEV31. . 1-0bf13ef20944d0f64 12 medium
REMOTEV31. . 1-0c7665a96492a4e63 12 medium
Bundie Tasks REMOTEv31..  i0decdSbedd31e7508  2.medium

Volumes
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https://aws.amazon.com/

TCPWave

Screenshot

Click Launch to start the instance

4 launching process.

EC2 Management Cons X+

« > O |8

aws.amazon.com/ec2/v2/hom

Services ~ Resource Groups ~ %

4

EC2 Dashboard
Events

Tags Private images v () | search: ami-843ebd92 Add fiter

Reports

Limits @  Name = AMIName =~ AMIID ~ | Source -
O INSTANCES @  TCPWave IPAM import-ami-fgbvrg0z ami-843ebds2  301507717608f.. 3

Instances

Spot Requests
Reserved Instances
Scheduled Instances
Dedicated Hosts

AMis
Bundle Tasks

Select the Instance Type in the next

5 screen.

EC2 Management Cons X

- O |a amazon.com
(7] Services v  Resource Groups v %
2.c tance Type 6 up

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance type

imized to fit different use cases. Instances are virtual servers that can run application|
resources for your applications. Leam more about instance types and how they can meet your computing needs
Filterby: Al instance types v Current generation v Show/Hide Columns

Currently selected: 2 large (Variable ECUs, 2 VCPUs, 2.4 GHz, Intel Xeon Family, 8 GIB memory, EBS only)

Family - Type - vCPUs (i Memory (GiB)
General purpose 12.nano 1 05
General purpose {Zmicro 1 1
General purpose 12 small 1 2
General purpose 12 medium 2

[] General purpose 12 large 2 8
General purpose 12 xiarge 4 16
General purpose 12.2xiarge 8 2
General purpose m4 arge 2 8

TCPWave recommends at least t2.large instance type for the IPAM instance.

= Choose the desired network and
subnet in which you want to
place your instance.

= Enable Auto Assign Public IP to
access the IPAM GUI from

6 remote location.

= Inthe Network Interfaces
section, enter the Primary IP for
the network interface or leave it
blank if you want AWS to auto-

assign a private IP.

EC2 Management Cons. X | +

¢ O |a amszancom

Resource Groups ~

Cnoose AMI 2 Choes:

yoe  3.Configureinstance 4 A

Step 3: Configure Instance Details

Configure the instance 1o Sull your fequirements. You can launch mulliple inStances from the same AMI, fequest Spol instances 10 take advantage of the lower pr
Number of instances (] ] Launch into
Purchasing option  (j IRequest Spot instances
Network  (j pC-673a4780 (defau)
Subnet (] 767C45 | Defaull in s-east-1c - Create new subnet
ailale
Auto-assign PublicIP (i Use subnet sefling (Enable) ~
IAM role (7 None C Create new 1AM role

Shutdown behavior [Stop

Enable termination protection

<) Protect against accisental termination

Monitoring (] Enabie Ciot e monitoring
Addtional cha
Tenancy (i [Shared - Run a shared hardware instance

Adadtional charges will apy

~ Network interfaces i

Dewvice  Network Interface Subnet Primary IP Secondary IP addresses IPVE IPs.
o0 [Newnetwork interface | [subnet-1e767cd Auto-assign Add 1
Add Device

¥ Advanced Details
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TCPWave

Screenshot

EC2 Management Cons. X | +

(= O |a it

Choase AMI 2 Choase Instance Type 3 Configurelnstance 4. Add Storage 5 Add Tags

Click Next in the Add Storage screen Step 4: Add Storage

Your instance will be launched with the following storage device selings. You can altach additional EBS volumes and instance

& Canfigure Security Group

» volumes 1o your instance, of

volumes. Leam mare about

f the root volume. You can also atiach additional EBS volumes afier launching an instance. but not instance store
s in Amazon EC2

Volume Type (i Device (i snapshet (i Size (GIB) (i)  Volume Type (i 10PS (i :;;:;'"7“

Root Idevisdal SNap-05300120e0439855500 150013000 NA

Add New Volume

EC2 Management Cons X

&< > O A

Services v Resource Groups v

1.Choose AMI 2 Chooselnstance Type 3. Configureinstance 4. AddStorage  5.AddTags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.

8 it to name your instance. A copy of a g can be appleto volumes, nsiances or ol

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

<amazan.com/=c?

Add name tag and enter a value for

Key (127 characters maximum) Value (255 characters maximum)

Name IPAM-DEMO

mum)

Add another tag

Chooss AMI ontgurs estance, dSteeage  5.A03Tags 6. Configure Security Group e

Step 6: Configure Security Group

- —_ ot @ s e
Custom TCP Rule TCP 0.0.0.00
Create a security group with the
| Custam TCP Ruls TP ] HA Br
ru es Custom TCP Rule TCcP 0.0.0.00 Gabera
™ 00000
TCP 7443 0.0.0.00
TS

ot e s

= Review your changes Tmmm——

10 = Click Launch B

Lpe——

e
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Steps

Screenshot

TCPWave

11

= Select Proceed without a key
pair in the key pair prompt
window

= Click Launch Instances

Select an existing key pair or create a new key pair x

A key pair consists of a public key thz & Together
urely. Fo e key file is required to

nto your instance. For Linux AMIs, the ey fle allows you to

tores, and a private key file that you stor

Note: The selected key pair w

10 1he set of keys aulhorized for this instance. Leam more

about removing existing
Proceed withaut a key pair v
| acknowledge that | will not be aple to connect o this instance uniess | already know the
password built into this AMI

Gancet m

12

To view the state of newly launched
IPAM instance, go to EC2 dashboard.
It can take few minutes for the

instance to come up.

o - Avalabin ons - wsanse

5 P s 0Pl s bl

13

= After the instance state changes
to running, select the instance
to see the network details.

= You should be able to see the
public (if enabled) and private IP

addresses in the details section.

SSH to the IPAM Instance

Now SSH to the IPAM instance using
the credentials provided by
TCPWave.

P sa1ee0002

BEAMNPEM Z-a
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# Steps Screenshot

B e
= If you did not enter a Primary IP
address during the instance
launch operation, then enter

2 ifconfig eth0
= Click return key to note down
the IP address and broadcast

details.

Configure the IPAM Instance

‘EP 54.192.90.96:22

AArLERS-o [E—T1 T

-

To configure the IPAM instance, type

the command configure-aws and hit

1 return
Bz : -
= Accept the license agreement T —— -
and proceed.
= After accepting the license
2 agreement, change the default

root password

= Click Submit s
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# Steps Screenshot

101 temp ip

AR~ 2-a LK

NETWORK CONFIGURATION
1aq393

nosTvave  TEENENE
TPADDR |

= Enter the network details

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x

= Click Submit

= Please wait until the

3 configuration is saved

TEP 54.198.9099:22 » \ZEP 54.198.90.99:22

=AACLEM 26 [ las:

P,

= Type monit summary to see the

status of the IPAM components.

Applying the configuration
Please wait while saving configurationm...

You will now see the IPAM log in screen. Please enter the default GUI credentials provided by
TCPWave. Please refer the Quick Start Guide for getting started with the TCPWave IPAM. The
Quick Start Guide along with other reference documents are available to all the users logged into

the IPAM GUI, in the “Documentation” tab.
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Launch and Configure TCPWave Remote Instance

# Steps

Launch TCPWave Remote Instance

Screenshot

TCPWave

Login to your Amazon Web
Services(AWS) account by visiting:

https://aws.amazon.com

amazon

webservices

Sign In or Create an AWS Account

What is your email (phone for mobi

E-mail or mobile number:

() Iam anew user.

@ Iam areturning user
and my password is:

(— &
L Sign in using our secure server Q

Forgot your password?

le accounts)?

= After logging into your AWS

account.

= On EC2 dashboard, click EC2 link

AWS services

[

v Recently visited services

v All services

Click the AMIs link

@5  Developer Tools
44— CodeCommit
EC2 Container Service CodeBuild
Lightsail CodeDeploy
Elastic Beanstalk CodePipeline
Lambda X-Ray
Batch
ﬁ Management Tools
£ storage ClougWatch
53 CloudFormation
ﬁ Services v  Resource Groups ~ %
EC2 Dashboard e
Events <
Tags Q, Filter by tags and attributes or search by keyword
Repors
Limits Name ~ | Instance ID + Instance Type
5 NsTA IPAMy31c-N 0418cdedf282c0c59 12 large
Instances REMOTEW31  0619facd39c940c68 2 medium
Spot Requests IPAMY31c-S 106f36adchbedflds7 12 large
Reserved Instances Cloud IPAM | 1-0765c8278cb24de19 12 micro
Scheduled Instances REMOTEV31. 109187de72631a6b. 12 medium
Dedicated Hosts IPAM3icPr.  -0b56981dcTdee12d 12 large
=) IMAGES REMOTEW31 i0bf13ef20944d0f64 2 medium
REMOTEW31 _  i0c7665a96492a4e63 2 medium
Bundie Tasks REMOTEv31..  i0decdSbedd31e7508  2.medium

Volumes
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https://aws.amazon.com/

Steps

= Search for TCPWave Remote
AMI, using the AMI ID supplied
by TCPWave, in the Private

Screenshot

TCPWave

|mageS Privato imagos v (), search - ami-3bife2d i Filer
& Name - AMI Name - AMID Source Ownver visibility - Ststus
@ TCPWaveRema.  impor-amiigwxpghl ami-3bIme2d  I0IG07TIT608.  IMS0TIITG08  Private avaiable
= Select the TCPWave Remote
AMI from the search results.
= Click Launch to start the
instance launching process.
EC2 Management Cons X =
< O |a amazoncom
7] Services v  Resource Groups v %

Select the Instance Type in the next

screen

Step 2: Choose an Instance Type

Filterby: Al instance types v

Family Type
General purpose 12.nano
General purpose {2:micro
General purpose t2.small
General purpose 12 mediym

] General purpose 12large
General purpose 12 xlarge
General purpose 12 2xlarge
General purpose m4large

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run appiication
resources for your applications. Leam more about instance types and how they can meet your computing needs.

Current generation v  Show/Hide Columns

Currently selected: 2 large (Variable ECUs, 2 VCPUs, 2.4 GHz, Intel Xeon Family, 8 GIB memory, EBS only)

vCPUs (i

Memory (GiB)

05

1

TCPWave recommends at least t2.large instance type for the Remote instance.

= Choose the desired network and
subnet in which you want to
place your instance.

= Enable Auto Assign Public IP to
access the remote from

location.

= Inthe Network Interfaces
section, enter the Primary IP for
the network interface or leave it
blank if you want AWS to auto-

assign a private IP.

EC2 Management Cons. % | +

amazon.com,

Resource Groups ~

Chouss AMI 2 Choase stanceType  J.Configure instance 4. ASd Storage

Step 3: Configure Instance Details

Configure the instance 1o Suil your requiremes

Mumber of instances

Purchasing option (j Request Spot instances:

Network (§ VC-£734760 (defaull)

Subnet (j

Auto-assign Public IP

1AM role (j

Shutdown behavior

Stop

Enable termination protection Brotect against accisental fermination

Monitoring

ased monitanng

Tenancy (i Shared - Run a shared hardware instance

Additional charges will apply o
v Network interfaces (i
Device  Network Interface

Supnet Primary IP

emo New network interface | | Subnet1e767cde Auto-assign

Add Device

¥ Advanced Details

5.AddTags 6. Cons

Is. You can launch mulliple instances from the same AMI_

v| C create

dedicaled tlenancy

Secondary IP addresses

Add |

of the lower pr

new 1AM role

1PV PS5
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Click Next in the Add Storage screen

TCPWave

Screenshot

EC2 Management Cons X |+

Choose AW 2 ChooseinstanceType 3 Comfgureinstnce  4.AGd Storage 5 AdG Tags
Step 4: Add Storage

Your instance will be launched with the following slorage device st
edit the setiings of the root volume. You can also atiach additional EBS

e volumes 10 your instance, o
nes. Leam mare about

. You can attach additional EBS volumes and instance
volumes after launching an instance. but not instance store volu

ons in Amazon EC2

storage o

The hput
Volume Type (i Device (i)  Snapshot (i Size (GiB) (i) Volume Type (i 10PS (i ‘M:;')“ o
Root Htevisdat Snap-05204120¢0499% rpose § 150013000 NA

Add New Volume

Add name tag and enter a value for

it to name your instance.

EC2 Management Cons X+

O |a chinstancewiza

Services v Resource Groups ~

4.AddStorage  5.AddTags 6. Configure Security Group 7. Review

1.Choose AMI 2. Choose Instance Type 3. Configure Instance

Step 5: Add Tags

Afag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.

A copy of a tag can be applied o volumes, instances or both
Tags will be applied to all instances and volumes. Leam more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum)

Name REMOTE-DEMO

Add another tag Up to 50 tags maximum)

Create a security group with the

rules

Fc2 st o % -

o sgareen ]

ezt s

g stebsi

Pratscal PartRangs: (| saures
T Qoo
T 2 o
NS uory uop o
ous e, e oopma
ons e, e o
P ~ u aonan
N P n nn »

10

= Review your changes

= Click Launch

Step 7- Revier

* Irstonze Tipe [Iys—
mwe e g s weion
- Securty Goups sy

¥ instenza sl

» Sweage

» T
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# Steps

= Toview the state of newly
launched IPAM instance, go to
EC2 dashboard. It can take few
minutes for the instance to
come up.

11 = After the instance state changes
to running, select the instance
to see the network details.

= You should be able to see the
public (if enabled) and private IP

addresses in the details section.

Screenshot

TCPWave

SSH to the TCPWave Remote Instance

Now SSH to the IPAM instance using
1 the credentials provided by
TCPWave.

?SMQEQDQBZZ
sRwmAAlvREME-0

Enter ifconfig eth0 to note down the

IP address details. These are

E 34.207.226.150:22
sREAdlvRM 20

2
required during the configuration
steps.

3 Configure the Remote Instance

TCPWave IPAM Software © 2013-2020

Page | 14




To configure the Remote instance,

Steps

type the command configure-aws

and hit return

w e

B sise0m

AW

Screenshot

TCPWave

Accept the license agreement
and proceed.

After accepting the license
agreement, change the default
root password

Click Submit

5 L]

Enter the network details

Click Submit

Aalry

Ba

NETWORK CONFIGURATION

199993
sostiave  IEETVUEEENN
eacc
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TCPWave

# Steps Screenshot

mp o
SEAAlLE™ 2-0 *

Enter IPAM IP addresses:
lg9999

= Enter the IPAM private IP D orcemave v

address in the below screen and
hit enter.

= Please wait until the
configuration is saved.

=  Type monit summary to the

view the status of the Remote

6 Co m po n e nts . T@ 34.207.226.150:22 %‘ 34.207.226.150:22 |\ - ° *
=mwsAACvERE-0 [ =&

= dhcpd is expected to fail
because of the initial
configuration mismatch. This is
fixed automatically once the
IPAM pushes dhcpd

configuration in the later stages.

Please refer the Quick Start Guide for getting started with TCPWave IPAM. The Quick Start Guide
along with other reference documents are available to all the users logged into the IPAM GUI, in

the Documentation menu link on the top right of the screen.
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