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Document Change History

 Revision Date ____ SummaryofChanges ...

Added the following CLI’s:

= addipv6dnsreversezone

= deletevrf

= deleteipvbsubnettmpl

= deleteipvbdnsserver

= deleteipvbdnsreversezone

= editvrf

= exportipvedhcpserver

= exportipvédnsserver

= editipvbdnsreversezone

= enablefadmaccess

= exportsubnettemplate

August 2022 = getipvbdnsserver

= getipvbsubnettmpl

= getperfmetricstatistics

= importipvedhcpserver

= importsubnettemplate

= importipvednsserver

= listvrf

= |istipv6subnettmpl

= |istipv6dnsserver

= |istipv6dnsreversezone

= setipvbsubnettmpl

= setipvbremotemonitor

= setipvbremotedebug

= setipvbremotecntrllog

= setipvbednsserver

= syncipvbednsserver

= syncipvedhcpserver
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Introduction

This reference guide outlines command line interfaces (CLIs) into TCPWave IP Address Management
(IPAM). Using CLIs extends the efficiency of the TCPWave IPAM Administrators, providing them the
flexibility to run TCPWave IPAM functions from a command line. Use of CLls can shorten the time
needed to bulk import or export data or can allow for scheduling of tasks outside the TCPWave IPAM

product using cron or Windows Task Scheduler.

Executing Commands

Additions

NAME:

acceptdevices

DESCRIPTION:
Updates the TCPWave IPAM with the discovered objects on a given subnet.
ARGUMENTS:
--id
Command ID of the discovered subnet. Use the following command to see all the
command IDs of discovered subnets: 'twc listdiscovertask --d=,".[mandatory]

EXAMPLE USAGE:

twc acceptdevices --id=1391

DESCRIPTION:

Creates an asset data in the TCPWave IPAM
ARGUMENTS:

--service_tag

Service tag for the asset. [mandatory]
--serial_num

Unique serial number for the asset. [mandatory]
--vendor

Name of the vendor for the asset.

--model

Model value for the asset.

--name

Name for the asset.

--acquisition_type

TCPWave IPAM Software © 2013-2022 Page 20 of 584
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Model acquisition type for the asset.
--maintenance_cost
Cost value of the asset for maintenance.
--cpu
cpu range of the asset.
--capacity
Capacity value for the asset.
--0S_version
Supported os version for the asset.
--purchase_cost
Purchase value of the asset.
--disposal_reason
Reason for the disposal of asset.
--City
City name for the asset.
--green_zone
Green zone is to be set for asset.

--warranty_end_dt

Last Warranty date of the asset, date format is yyyy/mm/dd.

--purchase_dt

Purchase date of the asset, date format is yyyy/mm/dd.
--disposal_dt

Disposal date of the asset, date format is yyyy/mm/dd.
--description

Description for the asset.

EXAMPLE:

twc addasset --service_tag="Dell Inc." --serial num=36906 --green_zone=1 --name=test

twc addasset --service_tag="Dell" --serial_num=36909 --purchase_dt=2020/04/12 -

disposal_dt=2020/04/15 --warranty_end_dt=2020/04/20

NAME:
addadminrole

DESCRIPTION
Creates an administrator role in the TCPWave IPAM.

ARGUMENTS

TCPWave IPAM Software © 2013-2022
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--name
Name of the administrator role. [mandatory]

--functions
Name of the functions that accepts the comma separated function.

--desc
Description for administrator role.
EXAMPLE:

twc addadminrole --name=CADM --functions="Quick Tasks,Appliance Groups,Bulk Data Import"

--desc="Custom Admin"

NAME
addadmin - Creates an administrator in the TCPWave IPAM.
DESCRIPTION
The user is identified uniquely by the combination of First Name, Last Name,
and Email Id. The user with administrator privileges are associated with a
login name and password using which they can access TIMS IPAM.
Each administrator user is assigned with a role that controls their access
to the system.
When an administrator user exceeds the maximum number of failed login
attempts, his account will be suspended and has to be re-instated by a User
administrator for further access to the system.
The password is subjected to the System level configuration rules which
includes password ageing, password complexity, and password-reuse among
others.
ARGUMENTS
--first_name
First name of the administrator. [mandatory]
--middle_name
Middle name of the administrator.
--last_name
Last name of the administrator. [mandatory]
--email
Email address of the administrator. [mandatory]

--phone

Phone number of the administrator.

TCPWave IPAM Software © 2013-2022
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--login_name
Login name of the administrator. [mandatory]
--groups
Administrator groups of the administrator. This is a comma separated
list of administrator group.
--org
Default organization name in which the administrator has to be created.
[mandatory]
--role
Default role of the administrator. [mandatory]
The following roles are the default roles supported by TCPWave IPAM
SADM - Super Administrator, has access to all the functionality of the
system
FADM - Functional Administrator, Special administrator with functional
privileges and valid for the special user 'twcadm' only. This
role provides the privileges to switch authentication mechanisms
and set system level parameters.
UADM - User Administrator, Has access to user administration
functionality only
NADM - Normal Administrator, Has privileges only to create Objects and
Scopes
PADM - Power Administrator, Has access to following IPAM entities
Zone, Domain, Server, Network, Subnet, Scope, Template and Object
RADM - Read-only Administrator
-—-ext_attr
Comma separated list of extension attributes with their values in the
format : extension_attribute_name/extension_attribute_value. Use the
following command to see all the extension attributes applied to administrator :

"twc listext --entity=admin --d=,".
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EXAMPLE

twc addadmin -first_name=John --last_name=Smith --email=john.smith@tcpwave.com --
phone=920-310-5555 --login_name=jsmith --org=TCPWave --groups=default --role=NADM

twc addadmin --first_name=John --middle_name=Fitzgerald --last_name=Kennedy --
email=john.kennedy@tcpwave.com --phone=920-310-5555 --login_name=jkennedy --org=TCPWave -
-groups=default --role=SADM

twc addadmin --first_name=John --last_name=Smith --email=john.smith@tcpwave.com --
phone=920-310-5555 --login_name=jsmith --org=TCPWave --groups=default --role=PADM --

ext_attr=ext_attr_1/value_1,ext_attr_2/value 2

NAME:

addadminpermission

DESCRIPTION:

Defines an administrator/administrator group permissions in the TCPWave IPAM.
ARGUMENTS:

--level

It takes the input as admin or admin group, if the level is admin the input param of admin is
mandatory otherwise admin group is mandatory. [mandatory]

-admin

Name of the admin.

--admin_group

Name of the admin group.

--org

Name of the organization. [mandatory]

--role

Name of the administrator role. [mandatory]
--function

Name of the administrator function. [mandatory]
--privilege

Name of the privilege, It takes the input as 'Read' or 'Write' or 'Deny'. [mandatory]
--select_all

It takes the input as '0' or '1".
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--list_entity
List of entity, It accepts the comma separated entity.
EXAMPLE

twc addadminpermission --level=Admin --admin=Test --org=TcpWave --role=EADM --function="IPv4
Networks" --privilege=Write --select_all=0 --list_entity=10.1.10.0

stwc addadminpermission --level="Admin Group" --admin_group=Test --org=TcpWave --role=EADM
--function="TCPWave DHCP IPv4 Appliances" --privilege=Read --select_all=1

DESCRIPTION:
Creates Microsoft DHCP appliance in the TCPWave IPAM.
ARGUMENTS:
—-ip
IP address of the appliance. [mandatory]
--org
Name of the organization. [mandatory]
--use_https
Takes '0' or '1' as input.
--user_name

User name for the Microsoft appliance. [mandatory]
--mac_exclusion_addr

Comma separated mac exclusion addresses without any spaces.
--desc

Description for the Microsoft DHCP appliance.

EXAMPLE:

twc addmicrosoftdhcpserver --ip=10.0.0.10 --org=TCPWave --user_name=Administrator --
mac_exclusion_addr=AA:BB:CC:DD:EE:F5,AA:BB:CC:DD:EE:F9

twc addmicrosoftdhcpserver --ip=10.0.0.10 --org=TCPWave --use_https=1 --
user_name=Administrator --desc="First Microsoft Appliance"

DESCRIPTION:
Creates a Microsoft DNS appliance in the TCPWave IPAM.
ARGUMENTS:
--ip
IP address of the appliance. [mandatory]
--org
Name of the organization. [mandatory]
--use_https
Takes '0' or '1' as input
--user_name
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User name for the Microsoft appliance. [mandatory]

--desc
Description for the Microsoft DNS appliance.

EXAMPLE
twc addmicrosoftdnsserver --ip=10.0.0.10 --org=TCPWave --user_name=profile
twc addmicrosoftdnsserver --ip=10.0.0.10 --org=TCPWave --use_https=1 --user_name=user --

desc="First Microsoft Appliance"

NAME
addmicrosoftadserver
DESCRIPTION
Creates Microsoft AD appliance in the TCPWave IPAM.
ARGUMENTS
--ip
IP address of the appliance. [mandatory]
--org
Name of the organization. [mandatory]
--use_https
Takes '0' or '1' as input.
--user_name
User name for the Microsoft appliance. [mandatory]
--desc
Description for the Microsoft AD appliance.
EXAMPLE
twc addmicrosoftadserver --ip=10.0.0.10 --org=TCPWave --user_name=Administrator
twc addmicrosoftadserver --ip=10.0.0.10 --org=TCPWave --use_https=1 --

user_name=Administrator --desc="First Microsoft Appliance"
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NAME
addmicrosoftadsite
DESCRIPTION

Creates Microsoft AD site in the TCPWave IPAM. You can enter site name up to 32 characters (alpha-
numeric and hyphen). The system restricts you to enter a space between the words. At least one
alphabet needs to be part of the name. The name cannot contain all the numerals.

ARGUMENTS
--name
Name of the Microsoft AD site. [mandatory]
--subnet_group
Name of the subnet group, it accepts the comma separated subnet groups.
--ip
IP address of the appliance. [mandatory]
--org
Name of the organization. [mandatory]
--desc
Description for the Microsoft AD site.
EXAMPLE
twc addmicrosoftadsite --name=UKSite --ip=10.0.0.10 --org=TCPWave

twc addmicrosoftadsite --name=NJSite --subnet_group=NJGroup --ip=10.0.0.10 --org=TCPWave -
-desc="NJ Site"

DESCRIPTION
Creates a cloud provider in the TCPWave IPAM. Different type of cloud providers support different
credentials. Follow the example section to add particular type of cloud provider.
ARGUMENTS
--org
Organization name to be associated with the cloud provider. This argument is for users in FADM role
to select appropriate organization to which the operation has to be applied. For users not in FADM
role, the operation is by default applied to the organization that the user is associated with.
--provider_type

Type of the Cloud provider. In TCPWave IPAM provider type represents the
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cloud service provider . TCPWave IPAM support following cloud providers:

'AKAMALI', 'AWS', 'AZURE', 'CLOUDFLARE', 'DYNDNS' and 'GOOGLE'

[mandatory].
--name
Name of the cloud provider [mandatory].
--user
User name of the cloud provide
--account
Valid AWS account number which manages the resource.
--iam_role
Use IAM Role mapped to the EC2 instance. It is applicable for AWS cloud
provider.
--api_key
API key for the cloud provider. It is global API key for CLOUDFLARE
provider.

--keystore_file
Key store file for the cloud provider. This key store file contains

Secret access key. It is applicable only for AZURE provider type.

--application
Application ID for the cloud provider. It is applicable for AZURE cloud

provider.

--service_account_id

Service Account ID for the GOOGLE cloud provider.

--p12file
p12file for the GOOGLE cloud provider.

--project_id
Project ID for the GOOGLE cloud provider.
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--ad_tenant

Ad tenant ID for the AZURE cloud provider.

--resource_group

Resource Group for the AZURE cloud provider.

--customer_name

Customer name for the DYNDNS cloud provider.

--email

Email Address for the CLOUDFLARE provider.

--region
Region defines area of AWS cloud provider. For AWS Cloud provider
region can be one of the following-
US East (N. Virginia)
US East (Ohio)
US West (N. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
EU (Frankfurt)
EU (Ireland)
EU (London)

South America (Sao Paulo)

--desc
Description for the cloud provider.

EXAMPLE
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twc addcloudprovider --provider_type=AWS --org=TCPWave --name="AWS-Provider50" -
-account=12 --user="AKIAINMQOEG7EBKXMTOQP" --region="EU (London)" --desc="AWS Cloud
Provider"
twc addcloudprovider --provider_type=AWS --org=TCPWave --name="AWS-Provider50"
account=10 --iam_role=1 --region="EU (London)" --desc="AWS Cloud Provider"
twc addcloudprovider --provider_type=GOOGLE --org=TCPWave --name="Google-Provider22" --
service_account_id="jhon@tcpwave-14981012.iam.gserviceaccount.com" --p12file="/tmp/tcpwave-

2d185caa49dcl.p12" --project_id="tcpwave-14912810" -desc="Google Cloud Provider"

twc addcloudprovider --provider_type=AZURE --org=TCPWave --name="Azure-Provider03" --
user="ppc0e31c0f-fdb0-438c-afff-6ea7600b0e61" --keystore_file="cloud_dns_app.pfx" --
application="ebelb568-5e63-46f0-9201-8a465cee092dqq" --ad_tenant="772a8482-16c9-4823-9f15-

bd19827d23f111" --resource_group="tcpwave" --desc="Azure Cloud Provider"

twc addcloudprovider --provider_type=DYNDNS --org=TCPWave --name="DynDNS-Provider01" -

-user="jhon-smith" --customer_name="tcpwave01" --desc="DYNDNS Cloud Provider"
twc addcloudprovider --provider_type=CLOUDFLARE --org=TCPWave --name="CLOUDFLARE-
Provider02" --email="jhon.tcpwave@tcpwave.com" --api_key="3cde9f553a9a21049e00046" --

desc="CLOUDFLARE Cloud Provider"

twc addcloudprovider --provider_type=AKAMAI --org=TCPWave --name="Akamai-Provider06" --

user="jhon.tcpwave@tcpwave.com" --api_key="client_secret =
xd3RTCMImmZhdQ82LD34yAZUqOwc2DDt1ANgDAoc6iguY=host = akab-34nyw47p22fhpvptnu-
v7ygacgwkb6cswza.luna.akamaiapis.net access_token = akab-a24w5rojdc6lckdmt-

cvscbkoo5ise5bw2 client_token = akab-sxdp7uvgkonm7jfu-w3phslypnzzv3ligv" --desc="AKAMAI

Cloud Provider"

NAME:
addadmingroup
DESCRIPTION:

Administrator Groups facilitate administrative simplicity by providing a mechanism to group
administrator users. The grouping is adhoc and can be based on organization policies.

ARGUMENTS:
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--name
Name of the administrator group. [mandatory]
--desc

Description for the administrator group.
--roles

Defines the role of the administrator group.

Accepts multiple roles with comma separated pairs of role and organization as shown:

Example: SADM,TcpWave;CADM,Internal
Note: FADM and UADM roles are not organization specific.
EXAMPLE:

twc addadmingroup --name="default-admin-group" --desc="Default Admin Group" --
roles="SADM,TcpWave;CADM,Internal"

NAME:

addappliancegroup

DESCRIPTION:

Creates an appliance group in the TCPWave IPAM.

ARGUMENTS:

--name
Name of the appliance group being created. [mandatory]
--org

Name of the organization where the operation must be performed. This argument is

mandatory if the user is FADM.
--desc

Description of the appliance group.
--parent

Name of the parent appliance group.

EXAMPLE USAGE:

twc addappliancegroup --name=IT_AG --desc="IT appliance group" --org=TCPWave

twc addappliancegroup --name=IT_AG --desc="IT appliance group" --org=TCPWave --

parent=IT_PG_1
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NAME

addasnumber

DESCRIPTION

Creates a Autonomous System Number in the TCPWave IPAM.

ARGUMENTS

--org

Organization name under which the Autonomous System Number is being

created. [mandatory]

--hame

Name of the Autonomous System Number. [mandatory]

--as_number
Autonomous System number. It accepts up to 5 digits of the number.

[mandatory]

--email

Email address for the Autonomous System Number.

--desc

Description for the Autonomous System Number..

EXAMPLE

twc addasnumber --name="ASN" --org=TCPWave --as_number=151 --desc="TCPWave

Autonomous System Number."

twc addasnumber --name="TCPWave-ASN" --org=TCPWave --as_number=151 --

email=jsmith@tcpwave.com
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NAME:

addcloudprovider

DESCRIPTION:

Creates a cloud provider in the TCPWave IPAM. Different type of cloud providers supports different
credentials. Follow the example section to add particular type of cloud provider.

ARGUMENTS:

--org

Organization name to be associated with the cloud provider. This argument is for users in FADM role
to select appropriate organization to which the operation must be applied. For users not in FADM role,

the operation is by default applied to the organization that the user is associated with.

--provider_type
Type of the Cloud provider. In TCPWave IPAM provider type represents the cloud
service provider. TCPWave IPAM support following cloud providers:
'AKAMALI, 'AWS', 'AZURE', 'CLOUDFLARE', 'DYNDNS' and 'GOOGLE'[mandatory].
--name
Name of the cloud provider [mandatory].
--user
Username of the cloud provide
--password

API key for the cloud provider. It is Secret access key for AWS, and it is global API key
for CLOUDFLARE provider.

--keystore_file

Key store file for the cloud provider. This key store file contains Secret access key. It is
applicable only for AZURE provider type.

--application
Application ID for the cloud provider. It is applicable for AZURE type cloud provider.
--password
Password for the cloud provider. It is applicable for DYNDNS type cloud provider.
--service_account_id
Service Account ID for the GOOGLE type cloud provider.
--p12file
pl2file for the GOOGLE type cloud provider.
--project_id
Project ID for the GOOGLE type cloud provider.
--ad_tenant
Ad tenant ID for the AZURE type cloud provider.
--resource_group
Resource Group for the AZURE type cloud provider.
--customer_name
Customer name for the DYNDNS type cloud provider type.
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--email
Email Address for the CLOUDFLARE provider.

--region
Region defines area of AWS type cloud provider. For AWS Cloud provider
region can be one of the following-
US East (N. Virginia)
US East (Ohio)
US West (N. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
EU (Frankfurt)
EU (Ireland)
EU (London)
South America (Sao Paulo)

--desc
Description for the cloud provider.

EXAMPLE USAGE:

twc addcloudprovider --provider_type=AWS --org=TCPWave --name="AWS-Provider50” --
user="AKIAINLQMEG7EBWXMTOQP" --
api_key="E52Bx0jR5f2hM802hG+Z18Z4boxzlZRNcnPpaiil+" --region="EU (London)" --
desc="AWS Cloud Provider"

twc addcloudprovider --provider_type=GOOGLE --org=TCPWave --name="Google-Provider22” --
service_account_id="jhon@tcpwave-14981012.iam.gserviceaccount.com" --
pl2file="/tmp/tcpwave-2d185caa49dc1.p12" --project_id="tcpwave-14912810" -desc="Google
Cloud Provider"

twc addcloudprovider --provider_type=AZURE --org=TCPWave --name="Azure-Provider03" --
user="ppc0e31c0f-fdb0-438c-afff-6ea7600b0e61" --keystore_file="cloud_dns_app.pfx" --
application="ebe1b568-5e63-46f0-9201-8a465cee092dqq" --ad_tenant="772a8482-16c9-4823-
9f15-bd19827d23f111" --resource_group="tcpwave" --password="abc123" --desc="Azure Cloud
Provider"

twc addcloudprovider --provider_type=DYNDNS --org=TCPWave --name="DynDNS-Provider01"
--user="jhon-smith" --password="123C02zbCJ6Qb" --customer_name="tcpwave01" --
desc="DYNDNS Cloud Provider"

twc addcloudprovider --provider_type=CLOUDFLARE --org=TCPWave --name="CLOUDFLARE-
Provider02" --email="jhon.tcpwave@tcpwave.com" --api_key="3cde9f553a9a21049e00046" --
desc="CLOUDFLARE Cloud Provider"

twc addcloudprovider --provider_type=AKAMALI --org=TCPWave --name="Akamai-Provider06"
--user="jhon.tcpwave@tcpwave.com" --password="GliderON123#" --api_key="client_secret =
Xd3RTCMImmZhdQ82LD34yAZUqOwc2DDt1ANgDAoc6iguY=host = akab-
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34nyw47p22thpvptnu-v7ygacgwkb6cswza.luna.akamaiapis.net access_token = akab-
a24w5rojdc6lckdmt-cvschkoo5ise5bw2 client_token = akab-sxdp7uvgkonm?7jfu-
w3phslypnzzv3llqv" --desc="AKAMAI Cloud Provider"
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NAME:

addcontact

DESCRIPTION:

Create a contact for a given organization in the TCPWave IPAM.

ARGUMENTS:

--0rg
Organization name for which the contact is being created. [mandatory]

--first_name

First name field of the contact information. [mandatory]
--middle_name

Middle name field of the contact information.

--last_name
Last name field of the contact information. [mandatory]

--email
Email id field of the contact information. [mandatory]

--phone
Phone number field of the contact information.

EXAMPLE USAGE:
twc addcontact --first_ name=John --last_name=Smith --org=TCPWave --

email=john.smith@tcpwave.com --phone=920-310-5555

twc addcontact --first_ name=James --middle_name=Francis --last_name=Stuart --org=TCPWave
--email=james.stuart@tcpwave.com --phone=920-310-5556

NAME:
addcustomfolder
DESCRIPTION:

Custom folders help to organize the user defined DHCP Options based on the
users’ preference.

ARGUMENTS:

--name
Name of the custom folder. [mandatory]

EXAMPLE USAGE:

twc addcustomfolder --name="voip-options"
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NAME:

adddhcpoption

DESCRIPTION:

Creates a user defined DHCP option in the TCPWave IPAM.
ARGUMENTS:

--name
User defined name of the option [mandatory]
--option_code
Name of the unused option code [mandatory]
--option_type
Name of the option type. Takes 'custom' or 'sub-option' as input
[mandatory]

--data_type
Data type of the option. Takes one of the following values

'IP ADDRESS','TP ADDRESS LIST','STRING', DOMAIN',"'TEXT' or 'BOOLEAN'
[mandatory]
--group_name
Name of the DHCP custom folder or DHCP option space [mandatory]

EXAMPLE USAGE:

twc adddhcpoption --name=ip-map --option_code="option 130" --option_type=custom --
data_type="IP ADDRESS” --group_name="voip-options"

NAME
adddnsforwarders
DESCRIPTION
Creates a DNS forwarder that is used to resolve a DNS zone that is not managed by the TCPWave.
Forwarders can be created on an internal 'BIND CACHE' or 'UNBOUND' or 'BIND AUTH' with recursion
enabled DNS appliance in the TCPWave IPAM.
ARGUMENTS
—-ip
IP Address of the DNS internal cache appliance [mandatory]
--appliance_type
Type of the DNS appliance. Takes 'BIND CACHE' or 'UNBOUND' or 'BIND AUTH'
with recursion enabled DNS appliance [mandatory]
--zone_name

Name of the DNS forward Zone [mandatory]
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--fwd_ipv4

Semicolon separated list of IPv4 addresses for forwarding the requests.
--fwd_ipv6

Semicolon separated list of IPv6 addresses for forwarding the requests.
--desc

Description for the DNS forward zone.

EXAMPLE

twc adddnsforwarders --ip=10.1.10.29 --appliance_type="BIND CACHE" --zon
e_name="tcpwave.com" --fwd_ipv4="10.1.10.204;10.1.10.10" --desc="Default Forward
zone"
NAME
adddnsforwarderstmpl
DESCRIPTION

Creates a DNS forwarder template with forwarder zones which are not managed by TCPWave IPAM.
ARGUMENTS
--group_name
Name of the DNS forwarders group. [mandatory]
--forwarders
Specify the forwarders in the below format. [mandatory]
'Zone Name|Semicolon Separated IPv4 Address|Semicolon Separated IPv6 Address'
if need to add second entry separate with comma.
Example: test.com|10.1.10.12;10.1.10.13,zone.com|10.1.10.15;10.1.10.16
--desc
Description for the forwarders group.
EXAMPLE

twc adddnsforwarderstmpl --group_name=Test --
forwarders="test.com|10.1.10.12;10.1.10.13,zone.com|10.1.10.15;10.1.10.16" --desc="Description
for the forwarders"

NAME:

addlogchannel
DESCRIPTION:
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Creates a DNS log channel in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS log channel [mandatory]

—-type

DNS log channel type. Takes 'FILE', 'SYSLOG', 'STDERR' or 'NULL [mandatory]
--print_time

Takes '1' or '0". '1' enables print time. '0' disables print time.
--print_sev

Takes '1' or '0". '1' enables print severity. '0' disables print

severity.

--print_cat
Takes '1' or '0". '1' enables print log category. '0' disables print
log category.

--severity
Takes 'dynamic’,'debug’,'info’, notice’,'warning','error' or 'critical'.
[mandatory]

--file_path
Full path the file to which log is written to.

--versions
Number of versions of the log file to be preserved before purging older
versions.

--size

Size of the log file before a new version of the file is created.

--facility
Syslog facility name. Should be specified, for channel type 'SYSLOG'.

--debug_level
Debug level value. Should be specified, for severity as 'debug'.

EXAMPLE USAGE:
twc addlogchannel --name=testlogchannel --type=FILE --severity=dynamic --

file_path=/tmp/log/test.log --versions=10 --size=1024 --print_time=1 --print_sev=1 --print_cat=1

twc addlogchannel --name=testlogchannel --type=SYSLOG --severity=debug --debug_level=1 --
print_time=1 --print_sev=1 --print_cat=1

twc addlogchannel --name=testlogchannel --type=STDERR --severity=dynamic --print_time=1 --
print_sev=1 --print_cat=1
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NAME:

adddhcpfailoverpeer

DESCRIPTION:

Creates a DHCP failover peer in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DHCP failover peer. [mandatory]

-org

Organization name in which the DHCP failover peer is being created. This

argument is mandatory if user is FADM.

--primary_appliance
IP address of the primary appliance. [mandatory]

--failover_appliance

IP address of the failover appliance. [mandatory]
--primary_port

Port number of the primary appliance. [mandatory]

--failover_port
Port number of the failover appliance. [mandatory]

--max_resp_delay
Maximum response delay value. [mandatory]

--mclt

Maximum client lead time value. [mandatory]
--max_unacked_updates

Maximum unacked updates value. [mandatory]

--split
SPLIT value. [mandatory]

--load_bal_max_sec
Load balance maximum second value. [mandatory]

--desc
Description for the DHCP failover peer being created.

--message_auth
Message authentication takes '0' or '1' as an input.

--shared_secret

Shared secret is mandatory when message_auth is specified as '1".
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--sso_interval

State switch over interval takes the input in seconds.

EXAMPLE USAGE:

twc adddhcpfailoverpeer --name=dhcp-failover-peer-1 --org=TCPWave --
primary_appliance=10.1.10.180 --failover_appliance=10.1.10.185 --primary_port=647 --
failover_port=647 --max_resp_delay=30 --mclt=1800 --max_unacked_updates=30 --split=50 --
load_bal _max_sec=3 --desc="DHCP Failover Peer 1"

twc adddhcpfailoverpeer --name=dhcp-failover-peer-1 --org=TCPWave --
primary_appliance=10.1.10.180 --failover_appliance=10.1.10.185 --appliance_type=msdhcp --
mclt=1800

--split=50 --message_auth=1 --shared_secret=abc@123 --sso_interval=100 --desc="DHCP
Failover Peer 1"

NAME:

adddhcpfingerprint

DESCRIPTION:

Creates DHCP finger print data in the TCPWave IPAM
ARGUMENTS:

--mac_vendor
Name of the MAC vendor. [mandatory]

--mac_bits
First six bits of the MAC address. [mandatory]

--device_profile
Name of the device profile. [mandatory]

--08
Name of the operating system or version info.

--option_sequence
DHCP option sequence. [mandatory]

--user_agent
Name of the user agent.

--certainty_index
Certainty index value.

EXAMPLE USAGE:

twc adddhcpfingerprint --mac_vendor="Dell Inc." --mac_bits=3690e6 --device_profile=profile --
os=window --option_sequence=1,2,6,5,4,7 --user_agent=agent --certainty_index=1235
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twc adddhcepfingerprint --mac_vendor="Microsoft Corp." --mac_bits=3695e6 --
device_profile=profile --option_sequence=1,2,6,5,4,7

NAME:
adddhcpoptionspace
DESCRIPTION:

Creates a DHCP option space in the TCPWave IPAM.

Option space is a collection of the DHCP options with

different data types.

To create the sub-option in the defined option space, use the adddhcpoption
CLI and mention option_type as sub-option.

ARGUMENTS:

--name

Name of the DHCP option space. [mandatory]
--vendor_class

Name of the vendor class.

--desc
Description for DHCP option space.

EXAMPLE USAGE:

twc adddhcpoptionspace --name=space

twc adddhcpoptionspace --name=space --vendor_class="vendor class" --desc=description

NAME:
adddnsreversezone
DESCRIPTION:

Creates a DNS reverse zone in the TCPWave IPAM. IP address, mask length (an integer between 8
and 32) and zone template name are mandatory fields to be given as input to create a DNS reverse
zone for a subnet.

ARGUMENTS:
--ip
IP address of the subnet. [mandatory]
--mask
Mask length of the subnet (an integer between 8 and 32) [mandatory]
--org

Organization name to be associated with the DNS reverse zone. [mandatory]
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--zone_tmpl
Zone template name to be associated with the DNS reverse zone
--dnssec
1" indicates that DNSSEC must be enabled for the zone. '0' indicates that
DNSSEC must be disabled.If the argument is not specified,

the value is defaulted to '0'.

--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.
--monit
'1' indicates that the monitoring must be enabled for this zone. '0' indicates
that the monitoring must be disabled for this zone. If the argument is not specified,
the value is defaulted to '1".
--dmz_visible
1" indicates that the zone must be visible to the cache server rooted at a
public internet root server. '0' indicates that the zone must not be visible.
If this argument is not specified the value is defaulted to '0'.
--ext_attr
Comma separated list of extension attributes with their values in the
format : extension_attribute_name/extension_attribute_value. Use the
following command to see all the extension attributes applied to zone :
"twc listext --entity=revzone --d=,'
--views
Comma separated list of DNS view names to be associated with DNS reverse zone.
--contact_fname
First name of the contact to be associated with the DNS reverse zone.
--contact_mname
Middle name of the contact to be associated with the DNS reverse zone.
--contact_Iname
Last name of the contact to be associated with the DNS reverse zone.

--contact_email
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Email Id of the contact to be associated with the DNS reverse zone.
--custom_allow_ns

Custom allow NS should be specified as FQDN. It accepts the server name and IP address by
separating them with comma. It accepts multiple values by separating them with pipe symbol.

Example: testl.com.,10.1.10.1]|test2.com.,192.168.0.0

--tsig_key_names

It accepts the multiple TSIG key values by separating with comma. Custom allow NS cannot
be null to specify TSIG key names.

Example: key1,key2

--desc

Description for the DNS reverse Zone.

EXAMPLE:

twc adddnsreversezone --ip=10.0.0.0 --org=TCPwave --mask=16 --
zone_tmpl="TestZoneTemplate" --desc="Reverse Zone"

twc adddnsreversezone --ip=10.0.0.0 --org=TCPwave --mask=16 --dnssec=1 --nsec_opt=NSEC3 -
-zone_tmpl="TestZoneTemplate" --dmz_visible=1 --desc="Reverse Zone"

twc adddnsreversezone --ip=10.0.0.0 --org=TCPwave --mask=16 --
zone_tmpl="TestZoneTemplate" --desc="Reverse Zone" --

ext_attr=ext_attr_1/value_1,ext_attr_2/value 2

twc adddnsreversezone --ip=10.0.0.0 --org=TCPwave --mask=16 --

zone_tmpl="TestZoneTemplate" --dmz_visible=1 --contact_fname=John --contact_Iname=Smith --
contact_email=john.smith@tcpwave.com --desc="TCPWave Reverse Zone"

twc adddnsreversezone --ip=10.0.0.0 --org=TCPwave --mask=16 --

zone_tmpl="TestZoneTemplate" --views=view1,view2 --desc="Reverse Zone"

twc adddnsreversezone --ip=10.0.0.0 --org=TCPwave --mask=16 --
zone_tmpl="TestZoneTemplate" --

custom_allow_ns="TCPWave.com.,10.1.10.1|NS1.com.,192.168.0.0" --tsig_key names=key1,key2 --
desc="TCPWave Reverse Zone"
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NAME

addipvédnsreversezone

DESCRIPTION

Creates an IPv6 DNS reverse zone in the TCPWave IPAM. IPv6 address, mask length (an integer
between 4 and 128) and organization name are mandatory fields to be given as input to create a DNS
reverse zone

for a subnet.

ARGUMENTS:

__ip
IPv6 address of the subnet. [mandatory]

--name
Name of IPv6 DNS reverse zone. [mandatory]

--mask
Mask length of the subnet (an integer between 4 and 128). [mandatory]

--org
Organization name to be associated with the DNS reverse zone. [mandatory]

--zone_tmpl
Zone template name to be associated with the DNS reverse zone

--dnssec

'1' indicates that DNSSEC must be enabled for the zone. '0' indicates that DNSSEC must be
disabled.If the argument is not specified, the value is defaulted to '0'.

--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--monit

1" indicates that the monitoring must be enabled for this zone. '0' indicates that the monitoring
must be disabled for this zone. If the argument is not specified, the value is defaulted to '1'.

--dmz_visible

1" indicates that the zone must be visible to the cache server rooted at a public internet root
server. '0' indicates that the zone must not be visible. If this argument is not specified the value is
defaulted to '0'.

--ms_ad_integrate
Microsoft AD integration applicable only when the selected DNS zone template has Microsoft
DNS appliance as master. It accepts '1' or '0' as input. '1' indicates zone on the Microsoft DNS
Appliance will be changed to AD integrated zone. '0' indicates zone on the Microsoft DNS appliance
will be changed to Standard Zone.
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--views
Comma separated list of DNS view names to be associated with DNS reverse zone.

--contact_fname
First name of the contact to be associated with the DNS reverse zone.

--contact_mname
Middle name of the contact to be associated with the DNS reverse zone.

--contact_Iname
Last name of the contact to be associated with the DNS reverse zone.

--contact_email
Email Id of the contact to be associated with the DNS reverse zone.

--custom_allow_ns

Custom allow NS should be specified as FQDN. It accepts the server name and IP address
by separating them with comma. It accepts multiple values by separating them with pipe symbol.

Example: testl.com.,5455::4|test2.com.,3333::3

--is_tsig
'1" indicates tsig is enabled.'0" indicates tsig is disabled.

--desc
Description for the DNS reverse Zone.

EXAMPLE:

twc addipv6dnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --org=TCPwave --mask=16
--zone_tmpl="TestZoneTemplate" --desc="Reverse Zone"

twc addipv6dnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --org=TCPwave --mask=16
--dnssec=1 --nsec_opt=NSEC3 --zone_tmpl="TestZoneTemplate" --dmz_visible=1 --desc="Reverse
Zone"

twc addipvédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --org=TCPwave --mask=16
--zone_tmpl="TestZoneTemplate" --desc="Reverse Zone" --dnssec=1

twc addipv6dnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --org=TCPwave --mask=16
--zone_tmpl="TestZoneTemplate" --dmz_visible=1 --contact_fname=John --contact_Iname=Smith --
contact_email=john.smith@tcpwave.com --desc="TCPWave Reverse Zone"

twc addipvédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --org=TCPwave --mask=16
--zone_tmpl="TestZoneTemplate" --views=viewl,view?2 --desc="Reverse Zone"

twc addipvédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --org=TCPwave --mask=16
--zone_tmpl="TestZoneTemplate" --
custom_allow_ns="TCPWave.com.,10.1.10.1|NS1.com.,192.168.0.0" --is_tsig=1 --desc="TCPWave
Reverse Zone"
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NAME:
adddnsrootzone
DESCRIPTION:

Create a DNS root zone in the TCPWave IPAM. Time formats are specified,

as integer/time_unit. Time_unit can be one of the following values: S, MIN,
H,D,W,MON,Y representing seconds, minutes, hours, days, weeks, months, years
Example: 84600/S or 30/D

ARGUMENTS:

--0rg
Organization name under which the DNS root zone is being created.
[mandatory]

--desc
Description for the DNS root zone.

--dnssec
Takes '1' or '0". '1' indicates that DNSSEC should be enabled for the
root zone. '0' indicates that DNSSEC is not enabled. [mandatory]

--nsec_opt
NSEC option for the root zone. Takes 'NSEC' or 'NSEC3' as values. This
argument should be specified, if DNSSEC is enabled.

--default_ttl
Default TTL for the root zone. Should be specified, in time format as
described in the description.

--soa_email
Email id associated with the SOA record for the DNS root zone.[mandatory]

--soa_refresh
Refresh time associated with the SOA record for the DNS root zone.
Should be specified, in time format asdescribed in the description.

--soa_retry
Retry time associated with the SOA record for the DNS root zone. Should
be specified, in time format asdescribed in the description.

--soa_expiry
Expiry time associated with the SOA record for the DNS root zone. Should
be specified, in time format asdescribed in the description.

--soa_negcache
Negative Cache time associated with the SOA record for the DNS root zone.
Should be specified, in time format asdescribed in the description.

--allow_query
ACL for query operation. Takes a comma separated list of ACL elements
in one of the following formats:
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IP Address/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)
IP Address/mask/permission (192.168.0.0/24/Allow)

--masters
Comma separated list of IP addresses of authoritative servers acting as
masters for the DNS root zone [mandatory]

--is_proxy
DNS Proxy root zone flag. It takes '0' or '1". If it is specified, as '1'
proxy root zone is created. If it is not specified, or specified, as '0’
root zone is created.

--contact_first_name
First name field of the associated contact information for the
root/proxy root zone.

--contact_middle_name
Middle name field of the associated contact information for the
root/proxy root zone.

--contact_last_name
Last name field of the associated contact information for the
root/proxy root zone.

--contact_email
Email ID field of the associated contact information for the root/proxy
root zone.

EXAMPLE USAGE:

twc adddnsrootzone --org=TCPWave --default_ttI=84600/S --dnssec=1 --nsec_opt=NSEC3

contact_last_name=Smith --contact_email=john.smith@tcpwave.com --desc="TCPWave root zone"

soa_email=john.smith@tcpwave.com --soa_refresh=21600/S --soa_retry=3600/S --
soa_expiry=604800/S  --soa_negcache=86400/S --masters=192.168.1.10,192.168.1.11  --
allow_query="192.168.0.1/Allow,192.168.1.0/24/Deny" --contact_first_name=John -

-is_proxy=0

twc adddnsrootzone --org=TCPWave --default_ttI=84600/S --soa_email=john.smith@tcpwave.com -
soa_refresh=21600/S --soa_retry=3600/S --soa_expiry=604800/S --soa_negcache=86400/S
masters=192.168.1.10,192.168.1.11 --allow_query="192.168.0.1/Allow,192.168.1.0/24/Deny"

contact_first_name=John --contact_last_name=Smith --contact_email=john.smith@tcpwave.com -

desc="TCPWave root zone" --is_proxy=1
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NAME

adddnszone

DESCRIPTION

Creates a DNS Zone in the TCPWave IPAM.
ARGUMENTS

--name

Name of the DNS Zone [mandatory]

--org

Organization name associated with the DNS zone. [mandatory]

--zone_tmpl

Zone template name associated with the DNS zone. [mandatory]

--dnssec
1 indicates that DNSSEC should be enabled for the zone. 0 indicates that DNSSEC is not

enabled. [mandatory]

--nsec_opt

NSEC option for the zone. Takes 'NSEC' or 'NSEC3' as values.

--ad_upd
1" indicates Active Directory updates are enabled for this zone. '0' indicates Active Directory

updates are disabled for this zone. If this argument is not specified the value is defaulted to '0".
--dc_ip

Comma separated values of IPs of domain controllers applicable for this zone. This argument

should be specified if ad_upd argument is specified as '1".

--ad_sec
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1" indicates Active Directory secure updates are enabled for this zone. '0' indicates Active
Directory secure updates are disabled for this zone. If this argument is not specified the value is

defaulted to '0".

--ad_forest
Indicates active directory forest. It takes either 'parent' or 'child'. 'parent' indicates active
directory zone is a standalone parent forestzone. 'child' indicates active directory zone is a child forest

zone.

--ms_ad_integrate
Microsoft AD integration applicable only when the selected DNS zone template has Microsoft
DNS appliance as master. It accepts '1' or '0' as input. '1'indicates zone on the Microsoft DNS Appliance
will be changed to AD integrated zone. '0' indicates zone on the Microsoft DNS appliance will be

changed to Standard Zone.

--parent_forest
Indicates active directory parent forest for the child forest. This argument is mandatory if

ad_forest argument is specified as 'child'.

--monit

'1" indicates monitoring is enabled for this zone. '0' indicates monitoring is disabled for this

zone. If this argument is not specified the value is defaulted to '1'.

--dmz_visible
1" indicates that the zone is visible to cache server rooted at a public internet root server. '0'

indicates that the zone is not visible. If this argument is not specified the value is defaulted to '0".

--acl
Comma separated list of ACL names. This argument should be specified if ad_upd argument

is specified as '1' and ad_sec is 0.

--is_restricted
Restricted zone flag. It takes '1' or '0'. '1' indicates that the zone is created as restricted zone.

'0' indicates zone is created as a non-restricted zone.
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--views

Comma separated list of DNS view names to be associated with this zone.

--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the
extension attributes applied to zone :

"twc listext --entity=zone --d=,’

--import_cloud_rr
Import cloud DNS resource records flag. It takes '1' or '0". If it is '1' and specified zone template
is associated with cloud provider(s), all the cloud managed resource records will be imported to IPAM

if the zone already exists in the cloud provider(s).

--contact_fname

First name field of the associated contact information for the DNS zone.

--contact_mname

Middle name field of the associated contact information for the DNS zone.

--contact_Iname

Last name field of the associated contact information for the DNS zone.

--contact_email

Email ID field of the associated contact information for the DNS zone.

--custom_allow_ns
Custom allow NS should be specified as FQDN. It accepts the server name and IP address by
separating them with comma. It accepts multiple values by separating them with pipe symbol.

Example: testl.com.,10.1.10.1]|test2.com.,192.168.0.0

--tsig_key_names
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It accepts the multiple TSIG key values by separating with comma. Custom allow NS cannot
be null to specify TSIG key names.

Example: key1,key2

--desc

Description for the DNS Zone.

EXAMPLE:

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --
dnssec=1 --nsec_opt=NSEC --ad_upd=0 --monit=0 --dmz_visible=0  --is_restricted=0 -

views=view1,view2 --desc="TCPWave Zone"

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --
dnssec=1 --nsec_opt=NSEC --ad_upd=1 --ad_forest=parent --dc_ip=10.1.10.172,10.0.10.50 --

acl=none,any --ad_sec=0 --monit=0 --is_restricted=0 --desc="TCPWave Zone"

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --
dnssec=1 --nsec_opt=NSEC --ad_upd=0 --monit=0 --dmz_visible=0  --is_restricted=0 --

views=view1,view2 --ext_attr=ext_attr_1/value_1,ext_attr_2/value_2 --desc="TCPWave Zone"

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --

dnssec=0 --ad_upd=0 --monit=0 --is_restricted=0 --import_cloud_rr=1 --desc="TCPWave Zone"

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template"
dnssec=1 --nsec_opt=NSEC --ad_upd=1 --ad_forest=parent --dc_ip=10.1.10.173 --acl=acl1 --ad_sec=0

--monit=0 --is_restricted=0 --desc="TCPWave Zone"

twc adddnszone --name="dev.tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template"
--dnssec=1 --nsec_opt=NSEC --ad_upd=1 --ad_forest=child --parent_forest=tcpwave.com --

dc_ip=10.1.10.172,10.0.10.50 --ad_sec=1 --monit=0 --is_restricted=0 --desc="TCPWave Zone"

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --

dnssec=1 --nsec_opt=NSEC --ad_upd=0 --monit=0 --dmz_visible=0  --is_restricted=0 --
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contact_fname=John  --contact_Iname=Smith  --contact_email=john.smith@tcpwave.com -

desc="TCPWave Zone"

twc adddnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --

dnssec=1 --nsec_opt=NSEC  --ad_upd=0 --monit=0 --dmz_visible=0  --is_restricted=0

contact_fname=John --contact_Iname=Smith --contact_email=john.smith@tcpwave.com --

custom_allow_ns="TCPWave.com.,10.1.10.1|NS1.com.,192.168.0.0" --tsig_key_names=keyl,key2
desc="TCPWave Zone"

NAME:

adddnsview - Creates a DNS view in the TCPWave IPAM.
DESCRIPTION:

Creates a DNS view in the TCPWave IPAM.
ARGUMENTS:

--org

Organization name under which the DNS view is being created. This. argument is mandatory if the
user is FADM.

--name

Name of the DNS view. [mandatory]

--geoip_type

Takes the input as '0' or '1". It's default value is '0".

--match_clients

Comma separated list of match clients in one of the following formats:
IPAddress/permission (192.168.0.1/Allow)

ACL-name/permission (internal/Deny)

Takes the input as comma separated list of match clients in the below.format when the
geoip_type=1.

country-code/permission (AD/Allow)

--match_destinations

Comma separated list of destination in one of the following formats:
IPAddress/permission (192.168.0.1/Allow)

ACL-name/permission (internal/Deny)

EXAMPLE:
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twc adddnsview --org=TCPWave --name=viewl --match_clients="10.0.0.10/Allow,none/Deny" --
geoip_type=0

twc adddnsview --org=TCPWave --name=viewl --match_clients="AD/Allow,IN/Deny,AE/Deny" --
geoip_type=1

twcadddnsview--org=TCPWave--name=view1l
match_destinations="10.0.0.10/Allow,10.0.0.10/Deny,internal/Deny"

NAME:

adddnszonetmpl

DESCRIPTION:

Create a DNS zone template in the TCPWave IPAM. Time formats are specified as integer/time_unit.
time_unit can be one of the following values: S,MIN,H,D,W,MON,Y representing seconds, minutes,

hours, days, weeks, months, years Example: 84600/S or 30/D

ARGUMENTS:

--name

Name of the DNS zone template. [mandatory]

--org

Organization name associated with the zone template. [mandatory]

--default_ttl
Default TTL for the zone. Should be specified in time format as

described in the description.

--soa_email

Email id associated with the SOA record for the zone. [mandatory]

--soa_refresh
Refresh time associated with the SOA record for the zone. Should be

specified in time format as  described in the description.

--soa_retry
Retry time associated with the SOA record for the zone. Should be

specified in time format as described in the description.
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--s0a_expiry
Expiry time associated with the SOA record for the zone. Should be

specified in time format as described in the description.

--soa_negcache
Negative Cache time associated with the SOA record for the zone.

Should be specified in time format as described in the description.

--allow_query
ACL for query operation. Takes a comma separated list of ACL elements

in one of the following formats:

IP Address/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)

IP Address/mask/permission (192.168.0.0/24/Allow)

--allow_update
ACL for custom allow update operation. Takes a comma separated list of ACL elements
in one of the following formats:

Ex: localhost,localnets

--allow_transfer
ACL for custom allow transfer operation. Takes a comma separated list of ACL elements
in one of the following formats:

Ex: none,any
--also_notify
Input for custom also notify. Takes a comma separated list of IPV4 address

in one of the following formats:

IP Address/permission (192.168.0.1/Allow)
IP Address/mask/permission (192.168.0.0/24/Allow)

--masters
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Comma separated list of IP addresses of authoritative servers acting as

masters for the zone. [mandatory]

--slaves
Comma separated list of IP addresses of authoritative servers acting as

slaves for the zone.

--ms_dns_master
Comma separated list of IP addresses of Microsoft DNS Master appliances

acting as masters for the zone.

--empty_forwarders
Takes '1' or '0'. '1' indicates that zones will be generated with empty forwarders

in the zone sections. '0' indicates that no empty forwarders for zones. Default 0.

--desc

Description for the DNS zone template.

EXAMPLE:

twc adddnszonetmpl --name="base-zone-template-1" --desc="base zone template" --

soa_email=jsmith@tcpwave.com --soa_refresh=21600/S --soa_retry=3600/S --soa_expiry=604800/S -

-soa_negcache=86400/S --allow_query=192.168.0.1/Allow --allow_update=localhost,localnets -

masters=10.1.10.190 --slaves=10.1.10.188 --org=Internal --empty_forwarders=1

twc adddnszonetmpl --name="base-zone-template-2" --desc="base zone template" --
soa_email=john.smith@tcpwave.com --soa_refresh=21600/S --soa_retry=3600/S --
soa_expiry=604800/S --soa_negcache=86400/S --masters=192.168.1.10,192.168.1.11 -

slaves=192.168.1.12,192.168.1.13 --org=TCPWave

twc adddnszonetmpl --name="base-zone-template-3" --desc="base zone template" --
soa_email=jsmith@tcpwave.com --soa_refresh=21600/S --soa_retry=3600/S --soa_expiry=604800/S -
-soa_negcache=86400/S --allow_transfer=test,any --ms_dns_master=10.1.10.190 --org=Internal --

empty_forwarders=1
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NAME:

adddomain

DESCRIPTION:

Creates a DNS domain in the TCPWave IPAM.

On the Internet, a domain is part of every network address, including
website addresses, email addresses, and addresses for other Internet
protocols such as FTP, IRC, and SSH. All devices sharing a common part of an
address, or URL, are said to be in the same domain.

ARGUMENTS:

--0rg
Organization name under which the domain is being created. This argument
is mandatory if user is FADM.

--name
Name of the domain being created. [mandatory]

--desc
Description for the domain being created.

EXAMPLE USAGE:

twc adddomain --org=TCPWave --name="tcpwave.com" --desc="TCPWave Primary Domain"

NAME:
adddiscoverytmpl
DESCRIPTION:

Creates a discovery template in the TCPWave IPAM.
ARGUMENTS:

--discovery_tmpl

Name of the discovery template. [mandatory]
--0rg

Name of the organization. [mandatory]

--discovery_method
Discovery method takes the input
"PING,SNMP,NMAP,Reverse DNS,NetBios,Switch,VMWare" as comma separated.
[mandatory]

--snmp_req_retries
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SNMP request retries. takes '1' to '5' only.

--snmp_res_timeout
SNMP Response Timeout (In milliseconds).

--rev_dnslookup_timeout
Reverse DNS Lookup Timeout (In milliseconds).

--non_conflicting_objects
Add non conflicting objects, specifies 'yes' or 'no'. [mandatory]

--conflicting_objpreference
Conflicting Object Preferences takes the input
'1' = Flag For Manual Reconciliation.
'2' = Ignore The Conflicting Discovered Object.
'3' = Overwrite with Discovered Object. [mandatory]

--reclaim_grace_duration
Reclaim Duration (In days).

--description
Description of the discovery template.

EXAMPLE USAGE:

twc adddiscoverytmpl --discovery_tmpl=TestTmpl --org=TCPWave --
discovery_method="PING,SNMP,NMAPReverse DNS" --snmp_req_retries=2 --
snmp_res_timeout=2000 --rev_dnslookup_timeout=2000 --non_conflicting_objects=yes --
conflicting_objpreference=2 --reclaim_grace_duration=2 --description="Discovery template"

NAME:

addext

DESCRIPTION:

Creates an extended attribute in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the extension attribute. [mandatory]

--type
Data type of the extension attribute. It takes one of 'string’, 'date’,
'numeric', ip' or 'list'. [mandatory]

--list_values
Values of the list type extension attribute. It takes comma separated
list of strings. This argument is applicable only when type argument is
list'".
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--entities
Entities for which extension attribute to be applied. It takes comma
separated list of entity in format: entity/show_grid_flag. Allowable
entities are 'admin’, 'network’, 'subnet’, 'object’, 'zone'.
show_grid_flag takes 1 or 0. Examples are admin/1, network/0

--mandatory
It takes '1' or '0'. '1' indicates that extension attribute value is
mandatory while creating the target entities. '0' indicates that
extension attribute value is not mandatory while creating the target
entities.

--desc
Description of the extension attribute being created.

EXAMPLE USAGE:
twc addext --name=RITS_ID --type=numeric --entities=admin/1 --mandatory=0 --desc="RIT ID

admin"

twc addext --name=CHG_TKT --type=string --entities=admin/1, network/0 --mandatory=0

NAME

addipamtoha

DESCRIPTION

Adds a TCPWave IPAM to high availability cluster.
ARGUMENTS:

__ip
IP address of the target IPAM. [mandatory]

--login_name
Login name of FADM user on the target IPAM. [mandatory]

EXAMPLE USAGE
twc addipamtoha --ip=172.16.0.172 --login_name=twcadm

NAME

addipvénetwork

DESCRIPTION

Creates an IPv6 network in the TCPWave IPAM.
ARGUMENTS:

--network
IPv6 address of the target network. [mandatory]

TCPWave IPAM Software © 2013-2022 Page 59 of 584



TCPWave

--mask
Mask length of the network prefix (an integer between 4 and 64).
[mandatory]

--name
Name of the network. [mandatory]

--org
Organization name under which the network is being created. This
argument is mandatory if the user is FADM.

--desc
Description of the network.

--dnssec
1 indicates that dnssec should be enabled for the reverse zone. 0
indicates that dnssec is not enabled.

--nsec_opt

NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--zone_name_tmpl
Zone template name associated with the reverse zone.

--dmz_visible
'1' indicates that the zone is visible to the cache server rooted at a
public internet root server. '0' indicates that the zone is not visible.
If this argument is not specified, the value is defaulted to '0'.

EXAMPLE USAGE:

addipv6object
DESCRIPTION:

Creates an IPv6 object in the TCPWave IPAM.

The syntax of this command is shown below. The user invoking this command is
expected to have authentication permission and should be authorized to
perform add object. The TCPWave IPAM audits this action. Successful
completion of this command exits with a status code 0.

ARGUMENTS:

twc addipvénetwork --network=2000:: --name="TCPWave network" --org=TCPwave --mask=16 -
-desc="TCPWave Network"

twc addipvbnetwork --network=ff00:: --name="TCPWave network" --org=TCPwave --mask=16 --
dnssec=1 --nsec_opt=NSEC --zone_name_tmpl="TestZoneTemplate" --dmz_visible=1 --
desc="TCPWave Network"
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--object
IPv6 address of the object to be created. [mandatory]

-name
Name of the object. [mandatory]
--org
Organization name under which the object is being created. This argument
is mandatory if user is FADM.
--subnet
IPv6 address of the subnet in which user wants to create the object.
[mandatory]
--desc
Description for the target object.
--alloc_type
Address allocation type. It takes one of 'Static', 'Manual', 'Dynamic’
or 'Auto'.
--class_code
Class code of the target object [mandatory]
--domain
Domain name to be associated with the object. [mandatory]
--mac
MAC address of the target object.
-ttl
Time-to-Live in seconds for the target object.
--opt_tmpl

IPv6 Option Template Name associated with the target object. Should be
specified, for objects of allocation type manual or dynamic.

--dhcp_appliance
IPv6 DHCP Server Name associated with the target object. Should be
specified, for objects of allocation type manual or dynamic.

-ns_a
Takes '0' or '1'. 1 indicates that the corresponding A resource record
must be updated in the name service zone file. 0 indicates that the
corresponding A resource record will not be updated in the name service
zone file. A default value of 1 will be used if not specified,.

--ns_ptr
Takes '0' or '1'. 1 indicates that the corresponding PTR resource record
must be updated in the name service zone file. 0 indicates that the
corresponding PTR resource record will not be updated in the name
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service zone file. A default value of 1 will be used if not specified,.

--ddns_a

Takes '0' or '1'. 1 indicates that dynamic DNS updates are allowed to

the corresponding A resource record in the name service zone file.

0 indicates that dynamic DNS updates are not allowed to the
corresponding A resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_ptr

Takes '0' or '1'. 1 indicates that dynamic DNS updates are allowed to
the corresponding PTR resource record in the name service zone file.

0 indicates that dynamic DNS updates are not allowed to the
corresponding PTR resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_cname

Takes '0' or '1'. 1 indicates that dynamic DNS updates are allowed to
the corresponding CNAME resource record in the name service zone file.

0 indicates that dynamic DNS updates are not allowed to the

corresponding CNAME resource record in the name service zone file.

A default value of 1 will be used if not specified,.

--ddns_mx

Takes '0' or '1'. 1 indicates that dynamic DNS updates are allowed to
the corresponding MX resource record in the name service zone file.

0 indicates that dynamic DNS updates are not allowed to the
corresponding MX resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--contact_first name

First Name field of the associated contact information for the object.

--contact_last_ name

Last Name field of the associated contact information for the object.

--contact_email
Email Id field of the associated contact information for the object.

-f
Flag for the Ping operation before object creation. Takes '0' or '1". If
it is not specified, or specified, as '0', a warning will be given if a
live object is present before creating object. If it is specified, as '1'
ping operation will not be performed.
EXAMPLE USAGE:

twc addipv6object --object=2001::36 --name="PC-273565" --subnet=2001:: --class_code=PC --
domain=tcpwave.com --alloc_type=static --org=TCPWave --mac=01:23:45:67:89:ab --tt]=300 --

ns_a=1--ns_ptr=1 --ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1
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twc addipv6object --object=2001::36 --name="PC-273565" --subnet=2001:: --class_code=PC --
domain=tcpwave.com --alloc_type=Dynamic --org=TCPWave --opt_tmpl=Generic --
dhcp_appliance="nusalx-trv10-s1098" --mac=01:23:45:67:89:ab --tt1=300 --ns_a=1 --ns_ptr=1 --
ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1

twc addipv6object --object=2001::36 --name="Server-2733664" --subnet=2001:: --
class_code="TCPWave Remote" --domain=tcpwave.com --org=TCPWave --alloc_type=static --
mac=01:23:45:67:89:ad --desc="Internal DNS Server" --tt1=300 --ns_a=1 --ns_ptr=1 --ddns_a=1 --
ddns_ptr=1 --ddns_cname=1 --ddns_mx=1

NAME

addipv6scope

DESCRIPTION

Creates an IPv6 DHCP scope in the TCPWave IPAM.
ARGUMENTS

--subnet
IPv6 subnet address where the scope is to be created [ mandatory ]

--scope_size
Scope size to be created [mandatory]

--no_of_scope
Number of scope to be created [mandatory]

--obj_type
Valid class code in TCPWave IPAM to be associated with the DHCP scope
[mandatory]

--ns_aaaa
Takes 0| 1. 1 indicates that the corresponding A resource record must
be updated in the name service zone file. 0 indicates that the
corresponding A resource record will not be updated in the name service
zone file. A default value of 1 will be used if not specified,.

--ns_ptr
Takes 0| 1. 1 indicates that the corresponding PTR resource record must
be updated in the name service zone file. 0 indicates that the
corresponding PTR resource record will not be updated in the name
service zone file. A default value of 1 will be used if not specified,.

--ddns_aaaa
Takes 0] 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding A resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding A resource record in the name service zone file.
A default value of 1 will be used if not specified,.
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--ddns_ptr
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding PTR resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding PTR resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_cname
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding CNAME resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding CNAME resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_mx
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding MX resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding MX resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--allow_client
DHCP client class for which leases can be granted from this scope.

--allow_user
DHCP user class for which leases can be granted from this scope.

--allow_vendor
DHCP vendor class for which leases can be granted from this scope.

--deny_client
DHCP client class for which leases are not granted from this scope.

--deny_user
DHCP user class for which leases are not granted from this scope.

--deny_vendor
DHCP vendor class for which leases are not granted from this scope.

—-desc
Description for the scope.

--0org
Name of the organization to which the objects belongs. This argument is
mandatory if user is 'FADM".

EXAMPLE USAGE:

twc addipv6scope --subnet=5000:0:0:20:: --scope_size=4 --no_of_scope=4 --obj_type="3G Phone"
--ns_aaaa=1 --ns_ptr=1 --ddns_aaaa=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --
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allow_client=clientclassX --allow_user=userclassX --allow_vendor=vendorclassX --

deny_client=clientclassY --deny_user=userclassY --deny_vendor=vendorclassY --org=TCPWave

NAME:
addipv6subnet
DESCRIPTION:
Creates a ipv6 subnet in the TCPWave the IPAM.
ARGUMENTS:
--subnet
IPv6 address of the subnet. [mandatory]
--mask
Mask length of the subnet. [mandatory]
--network
Start address of the associated network. [mandatory]
--0rg
Organization name of the associated Network. [mandatory]
--name

Name of the subnet being created.

--subnet_groupname
Name of the associated subnet group.

--domain
Domain to be associated with this subnet. [mandatory]

--router_addr

IPv6 address of the router associated with the subnet being created in

case of a single subnet creation.

--streetl
Street1 part of the location information.

--street2
Street2 part of the location information.

--city

City part of the location information.
--state

State part of the location information.
--Zip

Zip code part of the location information.
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--dhcp_tmpl
Template name specifying the DHCP options for the subnet. This argument
is mandatory if dhcp_server argument is specified,.

--dhcp_appliance
Primary DHCP server for the subnet. This argument is mandatory if

dhcp_tmpl argument is specified,.

—-desc
Description text for the subnet.

EXAMPLE USAGE:

twc addipv6subnet --subnet=2001:0:0:b000:: --mask=64 --network=2001:: --name="Subnet-0001"
--org=TCPWave --domain=tcpwave.com --router_addr=2001:0:0:b000::1

twc addipv6subnet --subnet=2001:0:0:f000:: --mask=64 --network=2001:: --name="Subnet-0001"
--org=TCPWave --subnet_groupname=subnet-group --street1="600 ALEXANDER ROAD" --
city="PRINCETON" --state=N]J --country=USA --zip=08540 --domain=tcpwave.com --
dhcp_tmpl=dhcp-option-temp-1 --dhcp_appliance=dhcp-1 --router_addr=2001:0:0:£000::1 -
desc="TCPWave Subnet"

NAME

addipv6subnetgroup

DESCRIPTION

Creates a subnet group in the TCPWave IPAM.

To create the IPv6 subnet group needs to provide the name of the template and organization.

ARGUMENTS

--name

Name of the subnet group being created. [mandatory]

--org

Organization name of the subnet group. [mandatory]

--desc
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Description of the subnet group.

EXAMPLE

twc addipv6subnetgroup --name=IT_SG --desc="IT subnet group" --org=TCPWave

NAME

addipv6block

DESCRIPTION

Creates an IPv6 address block in an IPv6 address pool defined in the TCPWave IPAM.

ARGUMENTS

--pool_ip

Address of the IPv6 address pool in which block has to be created. [mandatory]

--name

Name of the IPv6 address block. [mandatory]

__ip
Address of the target IPv6 address block. [mandatory]

--mask

Mask length of the IPv6 address block (an integer between 1 and 128). [mandatory]

--org

Organization name to which the IPv6 address block is being created [mandatory]

--zone_tmpl

Zone template name to be associated with the block reverse zone.
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--dmz_visible
DMZ visibility flag. '1' indicates that the reverse zone is visible to the cache server rooted at
a public internet root server. '0' indicates that the zone is not visible. If this argument is not specified

the value is defaulted to '0".

--desc

Description of the IPv6 address block.

--dnssec
DNSSEC flag. 1 indicates that DNSSEC will be enabled for the reverse zone. 0 indicates that
DNSSEC is not enabled.

--nsec_opt

NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--contact_fname

First name field of the associated contact information for the IPv6 block.

--contact_mname

Middle name field of the associated contact information for the IPv6 block.

--contact_Iname

Last name field of the associated contact information for the IPv6 block.

--contact_email

Email ID field of the associated contact information for the IPv6 block.

--discovery_tmpl

Discovery template name to be associated with the IPV6 block.

--vrf

Virtual routing and forwarding name to be associated with the IPV6 block.
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--cloud_region

Cloud region for IPV6 block.

EXAMPLE
twc addipveblock --pool_ip=2001:db8:: --org=TCPwave --name="block 1" --ip=2001:db8:: --
mask=64 --desc="TCPWave IPv6 address pool"

twc addipvéblock --pool_ip=ff00:: --org=TCPwave --name="block 2" --ip=ff00:: --mask=72 --
zone_tmpl="TestZoneTemplate" --dmz_visible=1 --dnssec=1 --nsec_opt=NSEC --desc="TCPWave IPv6

address block"
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NAME

addipvépool

DESCRIPTION

Creates an IPv6 address pool in the TCPWave IPAM.

ARGUMENTS

--region

Region of the IPv6 pool. [mandatory]

--hame

Name of the IPv6 pool. [mandatory]

--ip
Address of the target IPv6 pool. [mandatory]

--mask

Mask length of the IPv6 pool (an integer between 1 and 128). [mandatory]

--org

Organization name to which the IPv6 pool is being created. [mandatory]

--zone_tmpl

Zone template name to be associated with the pool reverse zone.

--dmz_visible
DMZ visibility flag. '1' indicates that the reverse zone is visible to the cache server rooted at
a public internet root server. '0' indicates that the zone is not visible. If this argument is not specified

the value is defaulted to '0".
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--desc

Description of the IPv6 pool.
--dnssec
DNSSEC flag. 1 indicates that DNSSEC will be enabled for the reverse

zone. O indicates that DNSSEC is not enabled.

--nsec_opt

NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--contact_fname

First name field of the associated contact information for the IPv6 pool.

--contact_mname

Middle name field of the associated contact information for the IPv6 pool.

--contact_Iname

Last name field of the associated contact information for the IPv6 pool.

--contact_email

Email ID field of the associated contact information for the IPv6 pool.

--discovery_tmpl

Discovery template name to be associated with the IPv6 pool.

--vrf

Virtual routing and forwarding name to be associated with the IPv6 pool.

--cloud_region

Cloud region for IPv6 pool.

EXAMPLE
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twc addipv6pool --region=USA --name="pooll" --ip=2001:db8:: --org=TCPwave --mask=32 --
desc="TCPWave IPv6 address pool"

twc addipv6pool --region=USA --name="pool2" --ip=ff00:: --org=TCPwave --mask=64 --
zone_tmpl="TestZoneTemplate" --dmz_visible=1 --dnssec=1 --nsec_opt=NSEC --desc="TCPWave IPv6

address pool"

twc addipvbpool --region=USA --name="pool3" --ip=2002:db8:: --org=TCPwave --mask=32 --

discovery_tmpl="descTemp" --vrf=CUCM1 --cloud_region="us-east-1"

NAME:
addlocation
DESCRIPTION:

Creates a location for a given organization in the TCPWave IPAM.
Target organization must be specified, by name using --org parameter
All address fields except for Street2 (--street2) are mandatory.

ARGUMENTS:

--streetl
Street1 field of the location address [mandatory]

--street2
Street2 field of the location address.

--city
City field of the location address [mandatory]

--state
State field of the location address [mandatory]

--country
Country field of the location address [mandatory]

--zip
Zip code field of the location address [mandatory]

--0rg
Organization name for which the location is being created [mandatory]
EXAMPLE USAGE:

twc addlocation --street1="600 ALEXANDER ROAD" --city="PRINCETON" --state=N]J --
country=USA --zip=08540 --org=TCPWave

twc addlocation --street1="600 ALEXANDER ROAD" --street2="Building 1" --city="PRINCETON" -
-state=N] --country=USA --zip=08540 --org=TCPWave
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NAME:
addmirroredzone
DESCRIPTION:

Mirrored zone contains the same data as of its managed DNS zone in the IPAM.
Number of mirrored zones to each managed DNS zone are limited to the value
assigned to the global option.

ARGUMENTS:

--0org
Organization name under which the mirrored zones are being created.
This argument is mandatory if the user is FADM.

--zone_name
Name of the DNS zone for which the mirrored zones are being created.
[mandatory]

--name
Comma separated list of domain names to be created as mirrored zones.
[mandatory]

--desc
Description for the mirrored zones.

EXAMPLE USAGE:
twc addmirroredzone --org=TCPWave --zone_name=tcpwave.com --

name=tcpwavel.com,tcpwave2.com --desc="Mirrored zone of tcpwave.com"

twc addmirroredzone --org=TCPWave --zone_name=tcpwave.com --name=tcpwave3.com --
desc="Mirrored zone of tcpwave.com"

NAME:

addmicrosoftdhcpserver

DESCRIPTION:

Creates Microsoft DHCP appliance in the TCPWave IPAM.
ARGUMENTS:

--addr
IP address of the appliance. [mandatory]

--0rg
Name of the organization. [mandatory]

--use_https
Takes '0' or '1' as input.
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--user_name
User name for the Microsoft appliance. [mandatory]

--password
Password for Microsoft appliance. [mandatory]

--mac_exclusion_addr
Comma separated mac exclusion addresses without any spaces.

—-desc
Description for the Microsoft DHCP appliance.

EXAMPLE USAGE:
twc addmicrosoftdhcpserver --addr=10.0.0.10 --org=TCPWave --user_name=Administrator --
password=Apple!23 --mac_exclusion_addr=AA:BB:CC:DD:EE:F5,AA:BB:CC:DD:EE:F9

twc addmicrosoftdhcpserver --addr=10.0.0.10 --org=TCPWave --use_https=1 --
user_name=Administrator --password=Apple!23 --desc="First Microsoft Appliance"

NAME:

addmicrosoftdnsserver - Creates a Microsoft DNS appliance in the TCPWave IPAM.
DESCRIPTION:

Creates a Microsoft DNS appliance in the TCPWave IPAM.

ARGUMENTS:

--addr
IP address of the appliance. [mandatory]

--0rg
Name of the organization. [mandatory]
--use_https
Takes '0' or '1' as input.
--user_name
User name for the Microsoft appliance. [mandatory]
--password
Password for Microsoft appliance. [mandatory]
--desc
Description for the Microsoft DNS appliance.
EXAMPLE USAGE:

twc addmicrosoftdnsserver --addr=10.0.0.10 --org=TCPWave --user_name=profile --
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password=window

twc addmicrosoftdnsserver --addr=10.0.0.10 --org=TCPWave --use_https=1 --user_name=user --
password=abc1234 --desc="First Microsoft Appliance"

NAME:

addnetwork

DESCRIPTION:

Creates a network in the TCPWave IPAM.
ARGUMENTS:

--network
IP Address of the network. [mandatory]

--mask
Mask length of the network prefix (an integer between 8 and 32)
[mandatory]

--0rg
Organization name under which the network is being created. This
argument is mandatory if the user is FADM.

--name
Name of the network [mandatory]

--desc
Description of the network.

--dnssec
1 indicates that dnssec should be enabled for the reverse zone. 0
indicates that dnssec is not enabled.

--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--zone_tmpl
Zone template name associated with the reverse zone.

--dmz_visible
'1' indicates that the zone is visible to the cache server rooted at a
public internet root server. '0' indicates that the zone is not visible.
If this argument is not specified, the value is defaulted to '0'.

--ext_attr
Comma separated list of extension attributes with their values in the
format : extension_attribute_name/extension_attribute_value. Use the
following command to see all the extension attributes applied to
network : 'twc listext --entity=network --d=,'
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--monitoring
Enable monitoring services flag. Takes '1' or '0'. '1' indicates that
monitoring service should be enabled for the network. '0' indicates
that monitoring is not enabled.

--enable_discovery
Enable discovery flag. Takes '1' or '0'". '1' indicates that discovery
should be enabled for the network. '0' indicates that discovery is not
enabled.

--discovery_tmpl
Name of the discovery template. It is mandatory to specify the discovery
template name if discovery is enabled.

--contact_first_ name

First name field of the associated contact information for the network.
--contact_middle_name

Middle name field of the associated contact information for the network.

--contact_last_name
Last name field of the associated contact information for the network.

--contact_email
Email ID field of the associated contact information for the network.

EXAMPLE USAGE:

twc addnetwork --network=80.0.0.0 --name="TCPWave network" --org=TCPwave --mask=16 --
dnssec=0 --desc="TCPWave Network"

twc addnetwork --network=80.0.0.0 --name="TCPWave network" --org=TCPwave --mask=16 --
dnssec=1 --nsec_opt=NSEC --zone_tmpl="TestZoneTemplate" --dmz_visible=1 --desc="TCPWave
Network"

twc addnetwork --network=80.0.0.0 --name="TCPWave network" --org=TCPwave --mask=16 --
dnssec=0 --desc="TCPWave Network" --ext_attr=ext_attr_1/value_1,ext_attr_2/value_2

twc addnetwork --network=80.0.0.0 --name="TCPWave network" --org=TCPwave --mask=16 --
dnssec=0 --monitoring=1 --enable_discovery=1 --discovery_tmpl="Discovery-Template" --
desc="TCPWave Network"

twc addnetwork --network=80.0.0.0 --name="TCPWave network" --org=TCPwave --mask=16 --
dnssec=1 --nsec_opt=NSEC --zone_tmpl="TestZoneTemplate" --dmz_visible=1 --

contact_first name=John --contact_last_ name=Smith --
contact_email=john.smith@tcpwave.com --desc="TCPWave Network"

NAME
addobject
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DESCRIPTION
The twc addobject CLI command is used to add an object in the TCPWave IPAM. The syntax of this
command is shown below. The user invoking this command is expected to have authentication
permission and should be authorized to perform add object. The TCPWave IPAM audits this action.
Successful completion of this command exits with a status code 0.
ARGUMENTS
--object
IP address of the target object. [mandatory]
--name
Name of the target object. [mandatory]
--org
Organization name under which the object is being created. [mandatory]
--alloc_type
Address allocation type. It takes one of 'Static', 'Manual', 'Dynamic', 'Reserved', or 'Auto’.
--class_code
Class code of the target object. [mandatory]
--domain
Domain name associated with the target object. [mandatory]
--mac
MAC address of the target object.
--ttl
Time-to-Live in seconds for the target object.
--view
Name of the DNS view. It accepts the comma separated DNS view names.
--opt_tmpl
Option Template Name associated with the target object. Should be specified for objects of
allocation type manual, dynamic or auto.
--ns_a
Takes '0' or '1'. 1 indicates that the corresponding A resource record has to be updated in the
name service zone file. 0 indicates that the corresponding A resource record will not be updated in
the name service zone file. A default value of 1 will be used if not specified.

--ns_ptr
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Takes '0' or '1". 1 indicates that the corresponding PTR resource record has to be updated in
the name service zone file. 0 indicates that the corresponding PTR resource record will not be updated
in the name service zone file. A default value of 1 will be used if not specified.

--ddns_a

Takes '0' or '1'. 1 indicates that dynamic DNS updates are allowed to the corresponding A
resource record in the name service zone file. 0 indicates that dynamic DNS updates are not allowed
to the corresponding A resource record in the name service zone file. A default value of 1 will be used
if not specified.

--ddns_ptr

Takes '0' or '1". 1 indicates that dynamic DNS updates are allowed to the corresponding PTR
resource record in the name service zone file. 0 indicates that dynamic DNS updates are not allowed
to the corresponding PTR resource record in the name service zone file. A default value of 1 will be
used if not specified.

--ddns_cname

Takes '0' or '1'. 1 indicates that dynamic DNS updates are allowed to the corresponding
CNAME resource record in the name service zone file. 0 indicates that dynamic DNS updates are not
allowed to the corresponding CNAME resource record in the name service zone file. A default value
of 1 will be used if not specified.

--ddns_mx

Takes '0' or '1". 1 indicates that dynamic DNS updates are allowed to the corresponding MX
resource record in the name service zone file. 0 indicates that dynamic DNS updates are not allowed
to the corresponding MX resource record in the name service zone file. A default value of 1 will be
used if not specified.

--contact_fname

First Name field of the associated contact information for the object.
--contact_mname

Middle Name field of the associated contact information for the object.
--contact_Iname

Last Name field of the associated contact information for the object.
--contact_email

Email Id field of the associated contact information for the object.
--streetl

Streetl part of the location information.

--street2
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Street2 part of the location information.
--City
City part of the location information.
--state
State part of the location information.
--Zip
Zip code part of the location information.
--country
Country part of the location information.
--flag
Flag for the Ping operation before object creation. Takes '0' or '1'. If it is not specified or
specified as '0', a warning will be given if a live object is present before creating object. If it is specified
as '1' ping operation will not be performed.
--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the
extension attributes applied to object:
"twc listext --entity=object --d=,".
--expiry_date
Expiry date applicable for Reserved Objects.
--cloud_instance_tmpl
Name of the cloud instance provisioning template.
--room
Room information for object location attribute.
--floor
Floor information for object location attribute.
--terminal_server_kvm
Terminal server kvm for the object.
--switch
Switch for the object.
--port
Port for the object.
--duplex
Duplex for the object. It accepts the input as any digit along with Mbps or Gbps, Ex: 100Mbps.
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--vmware_attributes
VMWare Attributes are mandatory for VMWare ESXi and VMWare vCenter object types.It
accepts port number, user name and password by separating with '|' symbol. Example:
7443 |tcpwave|abc12345
--validate
To validate the VMWare attribute. It accepts '1' or '0'. '1' indicates to validate the VMWare
Attributes. '0' indicates don't validate the VMWate Attributes.
--desc
Description for the target object.
EXAMPLE
twc addobject --object=10.0.0.10 --name="PC-273565" --class_code=PC --domain=tcpwave.com
--alloc_type=Dynamic --opt_tmpl=Generic --mac=01:23:45:67:89:ab --tt|=300 --ns_a=1 --ns_ptr=1 --
ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --org=TCPWave
twc addobject --object=10.0.0.10 --name="Server-2733663" --class_code="TCPWave Remote" --
domain=tcpwave.com --alloc_type=static --mac=01:23:45:67:89:ac --desc="Internal DNS Server" --
ttI=300 --ns_a=1 --ns_ptr=1 --ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --org=TCPWave
twc addobject --object=10.0.0.10 --name="Server-2733664" --class_code="TCPWave Remote" --
domain=tcpwave.com --alloc_type=static --mac=01:23:45:67:89:ad --desc="Internal DNS Server" --
ttI=300 --ns_a=1 --ns_ptr=1 --ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --org=TCPWave
twc addobject --object=10.0.0.10 --name="Server-2733664" --class_code="TCPWave Remote" --
domain=tcpwave.com --alloc_type=static --room="Room-1" --floor=second --switch=test --port=8808
--duplex=10mbps --org=TCPWave
twc addobject --object=10.0.0.10 --name="PC-273565" --class_code=PC --domain=tcpwave.com
--alloc_type=Dynamic --opt_tmpl=Generic --mac=01:23:45:67:89:ab --ttl=300 --ns_a=1 --ns_ptr=1 --
ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --org=TCPWave --
ext_attr=ext_attr_1/value_1,ext_attr_2/value 2
twc addobject --object=10.0.0.10 --name="3G121Phone" --class_code="3G Phone" --
domain=tcpwave.com --alloc_type=Reserved --expiry_date="07/1/2018" --mac=01:23:45:67:89:ad --
desc="Reserved IP" --tt|=300 --org=TCPWave
twc addobject --object=10.0.0.10 --name="AWSInstance0001" --class_code="AWS Instance" --
cloud_instance_tmpl=AWS-Instance-Template  --domain=tcpwave.com --alloc_type=static  --
mac=01:23:45:67:f9:ac --desc="AWS DNS Instance" --ttI=5000 --ns_a=1 --ns_ptr=1 --ddns_a=1 --

ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --org=TCPWave
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twc addobject --object=10.0.0.10 --name="Server-2733663" --class_code="TCPWave Remote" --
domain=inter.com --org=Internal --street1="600 ALEXANDER ROAD" --city="PRINCETON" --state=NJ -
-country=USA --zip=08540 --contact_fname=John --contact_Iname=Smith --

contact_email=john.smith@tcpwave.com

NAME:

addobjecttype
DESCRIPTION:

Network objects are used to categorize IP addresses into different types of
network entities.

Object type is category to define the type of an object or group of objects.

In TCPWave IPAM user can use custom object type or can create user defined
object type.

ARGUMENTS:

--code
Unique code for the object type [mandatory]

--logo
Optional logo to display on the GUI for the object type.

--prefix
Prefix of the object type. Example: 3G

--suffix
Suffix of the object type. Example: Phone

--sequence
Initial sequence number for the object type [mandatory]

--prefix_zeros
Set zeros as prefix to initial sequence number. It takes as 'yes' or
'No' [mandatory]

--desc
Description of the object type.
EXAMPLE USAGE:

twc addobjecttype --code="3G Phone" —-prefix=3G --suffix=Phone --sequence=1 --
prefix_zeros=yes --desc="A 3G Phone"

NAME:
addorg
DESCRIPTION:
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In TCPWave IPAM organization is used to maintain users and networks.
Each organization can be associated with multiple networks.
Root zone of an organization can be enabled or disabled.

ARGUMENTS:

--name
Name of the organization being created. [mandatory]

—-desc
Description of the organization being created.

--enable_root_zone
Takes '1' or '0". Root zone can be created for the organization when
the value is '1' and cannot be created for the organization when the
value is '0".
EXAMPLE USAGE:

twc addorg --name="TCPWave" --desc="TCPWave organization" --enable_root_zone=1

NAME:

addrpztmpl

DESCRIPTION:

Creates a DNS Response policy zone(RPZ) template in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS Response policy zone(RPZ) template to be created in the
TCPWave IPAM. [mandatory]

--org
Organization in which Response policy zone(RPZ) template to be created.
This argument is mandatory if user is FADM.

--Zone_name
Zone name used in Response policy zone(RPZ) template. [mandatory]

--policy_file
Policy rules file for the RPZ template.

--certificate_file
Path of the certificate file for the Response policy zone(RPZ) data feed

from third party.
--url

Response policy zone(RPZ) data feed URL of third party.
--auto_xfr
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Flag to indicate whether the zone data feed will be done from an
external DNS server or local data. Takes '0' or '1'. Default value is
'0". If this argument is specified, as '1' the zone data will be feed
from an external DNS Server using zone transfer.

--master_server
IP address of the server used for RPZ data feed. This argument is
mandatory if --auto_xfr is specified, as '1'.

--comm_key_name
Server zone transfer key name for RPZ feed. This argument is mandatory
if --auto_xfr is specified, as '1".

--comm_key_value
Server zone transfer key value for RPZ feed. This argument is mandatory

if -—auto_xfr is specified, as '1".

--desc
Description of the RPZ template to be created in the TCPWave IPAM.

EXAMPLE USAGE:

twc addrpztmpl --org=TCPWave --name="RPZ-Template" --zone_name=rpzzone.com --
policy_file=RpzPolicyFile --desc="RPZ template description”

twc addrpztmpl --org=TCPWave --name="RPZ-Template" --zone_name=rpzzone.com --
auto_xfr=1 --master_server=10.1.10.26 --comm_key_name="CommunicationKeyName" --
comm_key_value="CommunicationKeyValue" --desc="RPZ auto feed template"

NAME:
addrr

DESCRIPTION:

Creates a DNS resource record in 'object’, 'zone' or 'network' scopes.

ARGUMENTS:

--Ir_scope

Takes 'object’, 'zone' or 'revzone'. Defines the context in which the resource record is being

added.

--ipv4
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IP address of the target object in TCPWave IPAM when defining resource record of type 'A'.

--zone_name
Zone name of the target zone in TCPWave IPAM when rr_scope argument is specified as

'zone'.

--addr
IP Address of the reverse zone in TCPWave IPAM when rr_scope argument is specified as

'revzone'.

--type
Indicates the type of the resource record. Takes one of 'A','CNAME',

'MX','SRV','NS','TXT",'NAPTR','PTR','AAAA",'DNAME','HINFQO','CAA",'LOC', 'TLSA' or 'DS'. [mandatory]

--class
Indicates the class of the resource record. Support only 'IN' currently

[mandatory]

--ttl
Indicates the time-to-live value specified in number of seconds for the

resource record.

--owner
Owner name of the resource record.
Should be a valid domain name for records of type 'A'.
Should be a valid alias for records of type CNAME
Should be a valid IP Address for records of type PTR
Should be a valid domain name for records of type NS
Should be a valid domain name for record of type DS

[mandatory]

--Chame

CNAME data part of a CNAME record.
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--domain

Domain name in data part of a PTR resource record.

--host

Host name in data part of a PTR resource record.

--name_server

Name Server or data part a NS resource record.

--org

Organization name to be specified for resource records. [mandatory]

--prefnum

Preference number associated with a MX resource record.

--mail_host
Name of the server hosting the mail service associated with a MX

resource record.

--service

Service name associated with a SRV resource record.

--protocol

Protocol associated with a SRV or TLSA resource record.

--priority

Priority number associated with a SRV resource record.

--weight

Weight associated with a SRV resource record.

--port

Port number associated with a SRV or TLSA resource record.
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--target
Name of the server hosting the service associated with an SRV record.

Should point to a valid A record for records of type 'SRV'.

--srvc_subtype

Service subtype takes the value as '1' or '2'.

--txt

Text associated with a TXT resource record.

--order

Order number associated with a NAPTR resource record.

--flag

Flag value associated with a NAPTR or CAA resource record.

--params

Params value associated with a NAPTR resource record.

--regexp

Regexp value associated with a NAPTR resource record.

--replace

Replace field associated with a NAPTR resource record.

--desc

Description for the resource record.

--external_rr
Takes '0' or '1'. If this argument is specified as '1' resource record
being added will be added as an external resource record. This argument

is applicable when --rr_scope=zone else it will be ignored.

--is_proxy
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DNS Proxy root zone flag. It takes '0' or '1". If it is specified as '1'

resource record being added will be added as a proxy root zone resource
record. If it is specified as '0' resource record being added will be

added as a root zone resource record. This argument is applicable when

--rr_scope=zone and --zone_name=.(dot).

--view
DNS view name in which resource record is being created. This argument

is applicable when --rr_scope is zone or object or revzone when type is PTR.

--ipv6

IPv6 address associated with an AAAA resource record.

--redir_name

Redirection name associated with a DNAME resource record.

--hardware

Hardware associated with a HINFO resource record.

--0S

OS associated with a HINFO resource record.

--tag
Tag associated with a CAA resource record. It takes one of 'issue’,

'issuewild' or 'iodef'

--value

Value associated with a CAA resource record.

--latitude
Latitude value associated with a LOC resource record. Value should be in
the form of "<Degree>:<Minutes>:<Seconds>:<N/S>". Example:

"52:22:23.000:N"
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--longitude
Longitude value associated with a LOC resource record. Value should be
in the form of "<Degree>:<Minutes>:<Seconds>:<E/W>". Example:

"4:53:32.000:E"

--altitude
Altitude value associated with a LOC resource record. Value should be
in the form of "<altitude>:<Size>:<Horizontal Precision>:<Vertical

Precision>". Example: "-2.00:0.00:10000:10"

--cert_usage

Certificate usage associated with a TLSA resource record.

--selector

Selector associated with a TLSA resource record.

--match_type

Matching type associated with a TLSA resource record.

--cert_data

Certificate association data associated with a TLSA resource record.

--key_tag
Key Tag data associated with a DS resource record. It should be positive

integer value. Example: 100.

--algorithm
Algorithm data associated with a DS or SSHFP resource record.
It should be positive value for DS resource record integer value.
Example: 100.
Algorithm is mandatory for SSHFP resource record, it accepts the below
algorithm types.
Example: RSA, DSA, ECDSA, Ed25519.
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--digest_type
Digest type data associated with a DS resource record. It should be

positive integer value. Example: 100.

--key_digest
Key Digest data associated with a DS resource record. It should be

hexadecimal key.

—-ext_attr
Comma separated list of extension attributes with their values in the
format : extension_attribute_name/extension_attribute_value. Use the
following command to see all the extension attributes applied to zone :

"twc listext --entity=revzone --d=,'

--mask

Mask length of the network.

--fprint_type
Fingerprint type data associated with SSHFP resource record.

It should accept 'SHA-1' or 'SHA-256' value.

--fprint

Fingerprint data associated with SSHFP resource record.

--public_key
Public Key data associated with a DKIM resource record.The key should

not have spaces.
--test_mode
Test mode data associated with a DKIM resource record. It should accepts

only 'Only domain' or 'Domain and sub-domains' value.

EXAMPLE:
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twc addrr --type=A --class=IN --ttI=5000 --owner=www --ipv4=10.0.0.1 --rr_scope=object

org=TCPWave

twc addrr --type=CNAME --class=IN --ttI=5000 --owner=ftp --ipv4=10.0.0.1 --cname=www

rr_scope=object --org=TCPWave

twc addrr --type=MX --class=IN --tt|I=5000 --owner=www --ipv4=10.0.0.1 --prefnum=10 -

mail_host=mail --rr_scope=object --org=TCPWave

twc addrr --type=SRV --class=IN --ttI=5000 --owner=www --ipv4=10.0.0.1 --service=Ildap --

protocol=tcp  --priority=1  --weight=10 --port=7001 --target=Idapserver.tcpwave.com. -

rr_scope=object --org=TCPWave

twc addrr --type=NAPTR --class=IN --tt|=5000 --owner=www --order=30 --prefnum=100 --flag=U -
-params="E2U+email" --regexp="\!".*S\linfo@tcpwave.com\!i" --replace=. --rr_scope=object --

ipv4=10.0.0.5 --org=TCPWave

twc addrr --type=TXT --class=IN --ttI=5000 --owner=text --ipv4=10.0.0.5 --txt="spfl

a:mail.tcpwave.com -all" --rr_scope=object --org=TCPWave

twc addrr --type=PTR --class=IN --tt|=5000 --owner=10.0.0.5 --host=dev --domain=tcpwave.com -

-rr_scope=revzone --addr=10.0.0.0 --mask=28 --org=TCPWave --desc=description

twc addrr --type=PTR --class=IN --ttl=1200 --owner=10.0.0.5 --addr=10.0.0.0 --host=dev --
domain=tcpwave.com --fr_scope=revzone --mask=28 --org=TCPWave --

ext_attr=ext_attr_1/value_1,ext_attr_2/value 2

twc addrr --type=CNAME --class=IN --ttI=5000 --rr_scope=revzone --zone_name=10.in-addr.arpa

--addr=10.10.1.1 --cname=tcpwavel23 --org=TCPWave --mask=8 --owner=TCPWave.com.

twc addrr --type=NS --class=IN --tt|=5000 --rr_scope=revzone --zone_name=10.in-addr.arpa --

addr=10.10.1.1 --name_server=tcpwavel23. --org=TCPWave --mask=8 --owner=0-9.10.in-addr.arpa.
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twc addrr --type=A --class=IN --ttl=5000 --owner=www --ipv4=10.0.0.1 --rr_scope=zone --

zone_name=tcpwave.com --org=TCPWave

twc addrr  --type=CNAME  --class=IN  --ttlI=5000 --owner=ftp  --cname=www -

zone_name=tcpwave.com --rr_scope=zone --org=TCPWave

twc addrr --type=MX --class=IN --ttI=5000 --owner=www --prefnum=10 --mail_host=mail --

rr_scope=zone --zone_nhame=tcpwave.com --org=TCPWave

twc addrr --type=SRV --class=IN --ttI=5000 --owner=www --service=sip --protocol=tcp --priority=1
--weight=10 --port=7001 --target=sipserver.tcpwave.com. --fr_scope=zone --

zone_name=tcpwave.com --org=TCPWave

twc addrr --type=TXT --class=IN --tt|=5000 --owner=text --txt="spfl a:mail.tcpwave.com -all" --

zone_name=tcpwave.com --rr_scope=zone --org=TCPWave
twc addrr --type=NAPTR --class=IN --tt|=5000 --owner=www --order=30 --prefnum=100 --flag=U -
-params="E2U+email" --regexp="\!".*$S\linfo@tcpwave.com\!i" --replace=. -

zone_name=tcpwave.com --rr_scope=zone --org=TCPWave

twc addrr --type=NS --class=IN --ttI=5000 --owner=ns.external --name_server=ns.tcpwave.com. -

-zone_name=tcpwave.com --rr_scope=zone --org=TCPWave --external_rr=1

twc addrr --type=DS --class=IN --ttl=5000 --owner=ns.external --key tag=10 --algorithm=11 -

digest_type=13 --key digest=23 --zone_name=tcpwave.com --rr_scope=zone --org=TCPWave -

external_rr=1

twc addrr --type=A --class=IN --ttI=5000 --owner=www --ipv4=10.0.0.1 --rr_scope=zone --

zone_name=tcpwave.com --org=TCPWave --external_rr=1

twc addrr --type=NS --class=IN --ttI=5000 --owner=test.tcpwave.com. --

name_server=ns.tcpwave.com. --zone_name=. --rr_scope=zone --org=TCPWave
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twc addrr --type=A --class=IN --ttI=5000 --owner=www.tcpwave.com. --ipv4=10.0.0.1 --

rr_scope=zone --zone_name-=. --org=TCPWave

twc addrr --type=A --class=IN --ttI=5000 --owner=www.tcpwave.com. --ipv4=10.1.5.1 --

rr_scope=zone --zone_name=. --is_proxy=1 --org=TCPWave

twc addrr --type=TLSA --class=IN --ttI=5000 --owner=tcpwave.com. --port=9443 --protocol=tcp
cert_usage=2 --selector=0 --match_type=2 --
cert_data=0ff0ebee2e9be02487662a6caa238f9¢c329344a9c0el46dccc74blbbb84a51e6f762fa9e33b
a6d6acd86581184f97¢18ca885b753a6bb42f918ff6b6a17801el --rr_scope=object --ipv4=172.13.2.13
--org=TCPWave

twc addrr --type=AAAA --class=IN --ttl=5000 --owner=www.tcpwave.com. --ipv6=5000::1 --

rr_scope=zone --zone_name=tcpwave.com --org=TCPWave

twc addrr --type=DNAME --class=IN --ttl=5000 --redir_name=example.com --rr_scope=zone --

zone_name=tcpwave.com --org=TCPWave

twc addrr --type=HINFO --class=IN --ttI=5000 --owner=www.tcpwave.com. --hardware="PC-Intel-

700mhz" --os="Redhat Linux 7.1" --rr_scope=zone --zone_name=tcpwave.com --org=TCPWave

twc addrr --type=CAA --class=IN --ttI=5000 --flag=0 --tag=issue --value=example.com

rr_scope=zone --zone_name=tcpwave.com --org=TCPWave

twc addrr --type=LOC --class=IN --ttI=5000 --owner=www.tcpwave.com. --

latitude="52:22:23.000:N" --longitude="4:53:32.000:E" --altitude="-2.00:0.00:10000:10" -

rr_scope=zone --zone_name=tcpwave.com --org=TCPWave

twc addrr --type=TLSA --class=IN --tt|I=5000 --port=9443 --protocol=tcp --cert usage=2 -
selector=0 --match_type=2 --
cert_data=0ffOebee2e9be02487662a6caa238f9c329344a9c0el46dccc74blbbb84a51e6f762fa9e33b
a6d6acd86581184f97¢18ca885b753a6bb42f918ff6b6al7801el --rr_scope=zone --

zone_name=tcpwave.com --org=TCPWave
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twc addrr --type=URI --class=IN --tt|=5000 --owner=www --service=sip --protocol=tcp --priority=1
--weight=10 --target=sipserver.tcpwave.com. --rr_scope=zone --zone_name=tcpwave.com --

org=TCPWave

twc addrr --type=SSHFP --class=IN --ttI=5000 --owner=tcpwave.com. --rr_scope=zone --

zone_name=tcpwave.com --org=TCPWave --fprint_type=SHA-1 --fprint=TCPWave --algorithm=RSA

twc addrr --type=AFSDB --class=IN --ttI=5000 --owner=tcpwave.com --srvc_subtype=1 --host=arr.

--rr_scope=zone --zone_name=tcpwave.com --org=TCPWave

twc addrr --type=DKIM --class=IN --ttI=5000 --owner=tcpwave.com --rr_scope=zone --

zone_name=tcpwave.com --org=TCPWave --test_mode="0nly domain" --public_key=12345

twc addrr --type=DKIM --class=IN --ttI=5000 --owner=tcpwave.com --rr_scope=zone --
zone_name=tcpwave.com --org=TCPWave --test mode="Domain and sub-domains" --

public_key=12345

NAME:
addscheduledjob
DESCRIPTION:
Creates a scheduled job in the TCPWave IPAM.
ARGUMENTS:
—-job_id
Id of the scheduled job. [mandatory]

--job_type
Type of the scheduled job. It takes one of 'script’, 'event-handler’ or
‘callback-handler'. [mandatory]

--event_handler
Name of the event handler. This argument is applicable if the job_type
is 'event-handler'.

--callback_handler
Name of the callback handler. This argument is applicable if the
job_type is 'callback-handler'.

--file_name
Full path of the script file. This argument is applicable if the
job_type is 'script'.
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--args
Space separated list of required argument if any.

--repeat_type
Repeat type of the scheduled job. It takes one of 'daily’, 'weekly’,
'monthly’, 'repetitive’ or 'none'. [mandatory]

--exe_date
Execution date and time on which the scheduled job is to be executed.
This argument is applicable if the repeat_type is 'none'. Date and time
format is "yyyy-MM-dd hh:mm:ss".

--start_date
Start date and time from which the scheduled job is to be applied. This
argument is applicable if the repeat_type is one of 'daily’, 'weekly' or
'monthly'. Date and time format is "yyyy-MM-dd hh:mm:ss".

--end_date
End date and time till which the scheduled job is to be applied. This
argument is applicable if the repeat_type is one of 'daily’, 'weekly' or
'monthly'. Date and time format is "yyyy-MM-dd hh:mm:ss".

--exe_at
Execution time of the scheduled job. This argument is applicable if the
repeat_type is one of 'daily’, 'weekly' or 'monthly'. Time format is
"hh:mm:ss".

--day_of week
Day of the month if repeat_type is weekly. Takes number from 1 to 7.

--day_of_month
Day of the month if repeat_type is monthly. Takes number from 1 to 31.

--repeat_interval
Repeat interval of the scheduled job in minutes. This argument is
applicable when repeat_type is 'repetitive'.

--repeat_count
Repeat count of the scheduled job. This argument is applicable when
repeat_type is 'repetitive'.

—-desc
Description of the scheduled job.

EXAMPLE USAGE:

twc addscheduledjob --job_id=Scheduled]obld --job_type=event-handler -
event_handler=RemoteCheckoutOperation --repeat_type=daily --start_date="2017-10-25
12:00:00" --end_date="2018-10-25 00:00:00" --exe_at=12:00:00 --desc="The IPAM Checkout
operation”

twc addscheduledjob --job_id=Scheduled]obld --job_type=event-handler -
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event_handler=RemoteCheckoutOperation --repeat_type=weekly --start_date="2017-10-25
12:00:00" --end_date="2019-10-25 12:00:00" --exe_at=12:00:00 --day_of week=1 --desc="The
IPAM Checkout operation”

twc addscheduledjob --job_id=Scheduled]obld --job_type=callback-handler --
callback_handler=RemoteCheckoutOperation --repeat_type=monthly --start_date="2017-10-25
12:00:00" --end_date="2019-10-25 12:00:00" --exe_at=12:00:00 --day_of_month=1 --desc="The
IPAM Checkout operation”

twc addscheduledjob --job_id=ScriptSchedjob --job_type=script --file_name=Script_File_Name --
repeat_type=repetitive --start_date="2017-12-25 12:00:00" --end_date="2018-12-25 00:00:00" --
repeat_interval=10 --repeat_count=>5 --desc="Script type Repetitive scheduled Job"

NAME:
addscope
DESCRIPTION:

Add a DHCP scope specified, by --start_ip and --end_ip arguments in the
TCPWave IPAM.

ARGUMENTS:

--start_ip
Start IP address of the DHCP scope. [mandatory]

--end_ip
End IP address of the DHCP scope. [mandatory]

--obj_type
Valid class code in TCPWave IPAM to be associated with the DHCP scope.
[mandatory]

-ttl
Time-to-Live in seconds for the target scopes.

-ns_a
Takes 0| 1. 1 indicates that the corresponding A resource record must
be updated in the name service zone file. 0 indicates that the
corresponding A resource record will not be updated in the name service
zone file. A default value of 1 will be used if not specified,.

-ns_ptr
Takes 0| 1. 1 indicates that the corresponding PTR resource record must
be updated in the name service zone file. 0 indicates that the
corresponding PTR resource record will not be updated in the name
service zone file. A default value of 1 will be used if not specified,.

--ddns_a
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding A resource record in the name service zone file.
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0 indicates that dynamic DNS updates are not allowed to the
corresponding A resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_ptr
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding PTR resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding PTR resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_cname
Takes 0] 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding CNAME resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding CNAME resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--ddns_mx
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding MX resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding MX resource record in the name service zone file.
A default value of 1 will be used if not specified,.

--allow_client
DHCP client class for which leases can be granted from this scope.

--allow_user
DHCP user class for which leases can be granted from this scope.

--allow_vendor
DHCP vendor class for which leases can be granted from this scope.

--deny_client
DHCP client class for which leases are not granted from this scope.

--deny_user
DHCP user class for which leases are not granted from this scope.

--deny_vendor
DHCP vendor class for which leases are not granted from this scope.

--desc
Description for the scope.

--0rg
Name of the organization to which the objects belongs. This argument is
mandatory if user is 'FADM'".
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EXAMPLE USAGE:

twc addscope --start_ip=9.12.0.13 --end_ip=9.12.0.17 --obj_type="3G Phone" --tt1=1200 --ns_a=1 --
ns_ptr=1--ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --allow_client=clientclassX -
allow_user=userclassX --allow_vendor=vendorclassX --deny_client=clientclassY --
deny_user=userclassY --deny_vendor=vendorclassY --org=TCPWave

NAME
addsubnet
DESCRIPTION
Creates a subnet in the TCPWave the IPAM.
ARGUMENTS
--name
Name of the subnet being created.
--subnet
IP Address of the subnet. [mandatory]
--mask
Mask length of the subnet. [mandatory]
--type
Type of the subnet. Takes 'Non-DHCP', 'DHCP-Enabled' or 'Cloud-Hosted'. [mandatory]
--network
Start Address of the associated network. [mandatory]
--org
Organization name under which the subnet is being created. [mandatory]
--subnet_group
Name of the associated subnet group.
--domain
Domain to be associated with this subnet. [mandatory]
--enable_discovery
Enable discovery option for the subnet as 'yes' or 'no’.
--discovery_tmpl
Discovery template name. Accepted only when enable discovery option is set to 'yes'.
--enable_reclaim
If enabled, reclaim the eligible objects in the subnet based on the discovery result. Enable
discovery option and discovery template name is mandatory when it is set to 'yes'.
--desc

Description text for the subnet.
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--streetl
Streetl part of the location information.
--street2
Street2 part of the location information.
--City
City part of the location information.
--state
State part of the location information.
--Zip
Zip code part of the location information.
--secondary_domains
Name of the secondary domains to be associated with subnet. It accepts up to 50 secondary
domains by separating with comma. Example: "tcp.com,tcpwave.com,tcpzone.com"
--option
Takes 'single’, 'multi' or 'all'. When 'multi' is specified, the list of IP Addresses of the subnets
to be created should be specified as a comma separated values using --subnet argument When ‘all' is
specified, there is no need to specify an IP Address. All available subnets for the given mask length
shall be created.
--router_addr
IP Address of the router associated with the subnet being created in case of a single subnet
creation.
--router_opt
Takes 'first' or 'last' or 'none' In case of multi subnet creation, 'first' indicates that the router
IP Address will be the first address of the subnet address range. 'last' indicates that the router IP
Address will be the last address of the subnet address range. 'none' indicates that not to specify the
router when the subnet type is 'Non-DHCP'.
--dhcp_tmpl
Template name specifying the DHCP options for the subnet. This argument is mandatory if
dhcp_server argument is specified.
--dhcp_appliance
Primary DHCP appliance for the subnet.This argument is mandatory if
dhcp_tmpl argument is specified.
--dhcp_failover_peer

Name of the DHCP failover peer.
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--domain_server
IP address of the DNS appliances. It accepts the comma separated DNS appliances, this
argument is applicable only when type is specified as 'DHCP-Enabled'.
--shared_network
Name of the shared network. This argument is only applicable when type is specified as
'DHCP-Enabled'.
--views
Comma separated list of DNS view names to be associated with this subnet. Specified DNS
views must be available for the primary domain.
--vlan
VLAN to be associated with this subnet.
--vrf_name
Name of the VRF to be associated with this subnet.
--cloud_provider
Name of the cloud provider to be associated with this subnet.
--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the
extension attributes applied to subnet : 'twc listext --entity=subnet --d=,’
--subnet_tmpl
Subnet template name used to create subnet directly. Subnet template contains all the
information to creates a subnet and defines offset to create objects and router in that subnet.
--contact_fname
First name field of the associated contact information for the subnet.
--contact_mname
Middle name field of the associated contact information for the subnet.
--contact_Iname
Last name field of the associated contact information for the subnet.
--contact_email
Email ID field of the associated contact information for the subnet.
EXAMPLE
twc addsubnet --subnet=10.0.0.0 --mask=24 --network=10.0.0.0 --name="IT-Subnet"
type=DHCP-Enabled --subnet_group=IT_SG --street1="600 ALEXANDER ROAD" --city="PRINCETON" --

state=NJ  --country=USA  --zip=08540  --domain=tcpwave.com  --dhcp_tmpl=Generic  --
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dhcp_appliance=nusalx-trv10-sl0984 --option=single --router_addr=10.0.0.1 --org=TCPWave --
views=viewl,view2 --desc="TCPWave IT Subnet"

twc  addsubnet  --subnet=192.168.0.80  --mask=28 --network=192.168.0.0  --
domain_server=192.168.0.8,12.168.0.20 --shared_network=tcpsharednetwork --name="IT-Subnet" -
-type=DHCP-Enabled --domain=inter.com --dhcp_tmpl=Generic --
dhcp_appliance=TCPWaveO1Remote --option=single --router _addr=192.168.0.88 --org=Internal --
desc="TCPWave IT Subnet"

twc addsubnet --subnet=10.0.0.0,10.128.0.0 --mask=9 --network=10.0.0.0 --type=DHCP-Enabled
--subnet_group=IT_SG --street1="600 ALEXANDER ROAD" --city="PRINCETON" --state=NJ --
country=USA --zip=08540 --domain=tcpwave.com --dhcp_tmpl=Generic --dhcp_appliance=nusalx-
trv10-s10984 --option=multi --router_opt=last --org=TCPWave --desc="TCPWave IT Subnet"

twc addsubnet --subnet=10.0.0.0 --mask=16 --network=10.0.0.0 --type=Non-DHCP --
subnet_group=IT_SG --street1="600 ALEXANDER ROAD" --city="PRINCETON" --state=NJ --
country=USA --zip=08540 --domain=tcpwave.com --option=all --router_opt=none --org=TCPWave --
desc="TCPWave IT Subnet"

twc addsubnet --subnet=10.0.0.0 --mask=24 --network=10.0.0.0 --name="IT-Subnet" --
type=Cloud-Hosted --cloud_provider=AWS_Provider  --subnet_group=IT_SG  --street1="600
ALEXANDER ROAD" --city="PRINCETON" --state=NJ --country=USA --zip=08540 --
domain=tcpwave.com --option=single --router_addr=10.0.0.1 --org=TCPWave --views=view1,view2 --
desc="TCPWave IT Subnet" --ext_attr=ext_attr_1/value_1,ext_attr_2/value_2

twc addsubnet --subnet=10.0.0.0 --mask=24 --network=10.0.0.0 --option=single --org=Internal --
desc="TCPWave IT Subnet" --subnet_tmpl="sub-1" --enable_discovery=no

twc addsubnet --subnet=10.1.0.0 --mask=24 --network=10.1.0.0 --option=single --org=Internal --
desc="TCPWave IT Subnet" --subnet_tmpl="sub-1" --enable_discovery=yes --

discovery_tmpl="Discovery Templatel" --enable_reclaim=yes

twc addsubnet --subnet=10.1.0.0 --mask=24 --network=10.1.0.0 --option=single -

router_addr=10.1.0.1 --type=DHCP-Enabled --domain=tcpwave.com --dhcp_tmpl=Generic

dhcp_appliance=nusalx-trv10-sl0984 --dhcp_failover_peer=dhcp-failover-peer-1 --org=TCPWave

desc="TCPWave IT Subnet"

twc addsubnet --subnet=10.1.0.0 --mask=24 --network=10.1.0.0 --option=single -

router_addr=10.1.0.1 --type=DHCP-Enabled --domain=tcpwave.com --dhcp_tmpl=Generic

dhcp_appliance=nusalx-trv10-s10984 --dhcp_failover_peer=dhcp-failover-peer-1 --

contact_fname=John  --contact_Iname=Smith  --contact_email=john.smith@tcpwave.com -

org=TCPWave --desc="TCPWave IT Subnet"
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twc addsubnet --subnet=10.1.0.0 --mask=24 --network=10.1.0.0 --type=Non-DHCP --
domain=tcpwave.com --option=single --router_addr=10.1.0.1 --org=TCPWave

twc addsubnet --subnet=10.1.0.0 --mask=24 --network=10.1.0.0 --type=Non-DHCP --
domain=tcpwave.com --option=single --router_addr=10.1.0.1 --org=TCPWave --

secondary_domains="tcpwave.com,tcpwavel.com"

NAME:
addsubnetgroup
DESCRIPTION:
Creates a subnet group in the TCPWave IPAM.
ARGUMENTS:
--name
Name of the subnetgroup being created [mandatory]
--org
Organization name of the subnetgroup [mandatory]
--desc
Description of the subnetgroup.
EXAMPLE USAGE:

twc addsubnetgroup --name=IT_SG --desc="IT subnet group" --org=TCPWave

DESCRIPTION:
Adds A records into the zone in the given organization in the TCPWave IPAM.
ARGUMENTS:

--zone
Name of the zone. [mandatory]

__ip
Comma separated IP address. [mandatory]

--org
Name of the organization. [mandatory]

--owner
Name of the owner. [mandatory]

--proxy
proxy of the A resource record take input as '0' or '1".

EXAMPLE:
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twc addmultiarr --zone=tcpwave.com --org=TCPWave
ip=10.1.10.22,10.1.10.23 --proxy=0

--owner=newzone -

NAME:
addawsimage
DESCRIPTION:
Creates an AWS Machine image in the TCPWave IPAM.
ARGUMENTS:
--provider_name
Name of the  cloud provider. [mandatory]
--image_id
ID of the AWS Machine Image.
--image_name
Name of the AWS Machine Image.
--desc
Description of the AWS Machine Image.
EXAMPLE USAGE:

twc addawsimage --provider_name="AWS" --image_name="AWS Image" --image_id="ami-a4c7edb2-

test" --desc="AWS Machine Image-1"

NAME:
Adddhcpsharednetwork
DESCRIPTION:
Creates a DHCP shared network in the TCPWave IPAM.
ARGUMENT:
--name
Name of the shared network. [mandatory]
--ip
IP address of the DHCP primary appliance. [mandatory]
--0rg
Name of the organization. [mandatory]
--desc
Description of the shared network.
EXAMPLE USAGE:

twce adddhcpsharednetwork  --name=TestNet  --ip=10.0.0.213
desc="Tcpwave Shared Network"

NAME:
applybinlog
DESCRIPTION:

-org=TcpWave -

TCPWave IPAM Software © 2013-2022

Page 102 of 584



TCPWave

Loads database incremental changes into recovery database. If value
for --dump_dir argument is not specified, the changes will be applied from
the most recent dump directory.

ARGUMENTS:

--dump_dir
Dump directory from which incremental changes are to be applied.

EXAMPLE USAGE:
twc applybinlog --dump_dir=Dump_1408948935

ARGUMENTS:

--zone
Name of the zone. [mandatory]

__ip
Comma separated IP address. [mandatory]

--org
Name of the organization. [mandatory]

--owner
Name of the owner. [mandatory]

--proxy
proxy of the A resource record take input as '0' or '1'.

EXAMPLE:

twc addmultiarr --zone=tcpwave.com --org=TCPWave --owner=newzone --
ip=10.1.10.22,10.1.10.23 --proxy=0

NAME
addvrf
DESCRIPTION
Creates a VRF in the TCPWave IPAM.
ARGUMENTS:
--name

Name of VRF. [mandatory]
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--org

Name of the organization. [mandatory]

--router_distinguisher
Enter the AS number or IP address of the route distinguisher of the

discovered VRF.

--interface

VRF can be assigned to any interface loopback or VLAN. Example: f0/0.82

--import_target

Imports routing information from the target extended community.

--export_target

Exports routing information to the target extended community.

--desc
Description of the VRF.
EXAMPLE:

twc addvrf --name=testVrf --org=TCPWave --router_distinguisher=100:30 --interface=1/1 --
import_target=10.1.1.10 --export_target=10.1.1.20 --desc="Test VRF"

Deletions

NAME:

deleteactivelease

DESCRIPTION:

Deletes the active lease from a DHCP server defined in the TCPWave IPAM.

ARGUMENTS:

--dhcp_appliance
IP address of the DHCP server. [mandatory]

__ip
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IP Address of the active lease to be deleted. [mandatory]

EXAMPLE USAGE:
twc deleteactivelease --dhcp_appliance=10.1.10.180 --ip=10.1.10.103

NAME:
deleteadminrole
DESCRIPTION:

Deletes an administrator role from the TCPWave IPAM. An administrator role can be deleted by
specifying name of the administrator role.

ARGUMENTS:

--name

Name of the administrator role. [mandatory]
EXAMPLE:

twc deleteadminrole --name=CADM

NAME:
deleteadmin
DESCRIPTION:

Deletes an administrator from the TCPWave IPAM. The user is identified
uniquely by the login name.

ARGUMENTS:

--login_name
Login name of the administrator. [mandatory]

EXAMPLE USAGE:

twc deleteadmin --login_name=john

NAME

deleteadminpermission

DESCRIPTION

Deletes an administrator/administrator group permission from the TCPWave IPAM.
ARGUMENTS

--level
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It takes the input as admin or admin group, if the level is admin the input param of admin is
mandatory otherwise admin group is mandatory. [mandatory]

--admin

Name of the admin.

--admin_group

Name of the admin group.

--org

Name of the organization. [mandatory]

--role

Name of the administrator role. [mandatory]
--privilege

Name of the privilege, It takes the input as 'Read' or 'Write' or 'Deny'. [mandatory]
--function

Name of the administrator function. [mandatory]
--function_value

Value of the administrator function. [mandatory]
--select_all

It takes the input as '0' or '1'. [mandatory]

EXAMPLE:

twc deleteadminpermission --level=Admin --admin=Test --function="1Pv4 Networks" --
privilege=Write --function_value=10.1.10.0 --org=TcpWave --role=EADM --select_all=0

twc deleteadminpermission --level="Admin Group" --admin_group="Test Group" --
function="TCPWave DHCP IPv4 Appliances" --privilege=Read --
function_value=TCPWave00001Remote --org=TcpWave --role=CADM --select_all=1

NAME:
deleteadmingroup
DESCRIPTION:

Deletes an administrator group from the TCPWave IPAM.
An administrator group can be deleted by specifying name of the
administrator group.

ARGUMENTS:
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--name
Name of the administrator group. [mandatory]

--0rg
Organization name associated with the administrator group. This argument
is for users in FADM role to select appropriate organization to which
the operation must be applied. For users not in FADM role, the
operation is by default applied to the organization that the user is
associated with.

EXAMPLE USAGE:

twc deleteadmingroup --org=TCPWave --name="default-admin-group"

twc deleteadmingroup --name="default-admin-group"

NAME:

deleteappliancegroup

DESCRIPTION:

Deletes an appliance group from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the appliance group being deleted. [mandatory]

--0rg
Name of the organization where the operation must be performed. This
argument is mandatory if the user is FADM. [mandatory]

EXAMPLE USAGE:

twc deleteappliancegroup --name=IT_SG --org=TCPWave

NAME:

deleteawsimage

DESCRIPTION:

Deletes an AWS machine Image from the TCPWave IPAM.
ARGUMENTS:

--aws_image_id
ID of the AWS machine image. [mandatory]

EXAMPLE USAGE:

twc deleteawsimage --aws_image_id="ami-a4c7edb2"
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NAME

Deleteasnumber

DESCRIPTION

Deletes a Autonomous System Number from the TCPWave IPAM.

ARGUMENTS
--org
Organization name from which the Autonomous System Number has to be

deleted. [mandatory]

--hame

Name of the Autonomous System Number. [mandatory]

EXAMPLE

twc deleteasnumber --name="TCPWave-ASN" --org=TCPWave

twc deleteasnumber --name="ASN" --org=TCPWave

NAME:
deletecontact
DESCRIPTION:

Deletes a contact from the TCPWave IPAM. Target organization must be
specified, by name using --org parameter if user is the FADM. Target contact
must specified, in terms of the mandatory contact information fields.

ARGUMENTS:

--org
Organization name for which the contact is being deleted. This argument
is mandatory if the user is FADM.

--first_ name

First name field of the contact information [mandatory]
--middle_name

Middle name field of the contact information if any.
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--last_name
Last name field of the contact information. [mandatory]

--email
Email id field of the contact information. [mandatory]

--error_file
Path of the file to write the contact references, on the target IPAM
server. If the file path is not specified, the error output is written
to the standard output.

EXAMPLE USAGE:
twc deletecontact --first_name=John --last_name=Smith --email=john.smith@tcpwave.com --
org=TCPWave

twc deletecontact --first_name=John --last_name=Smith --email=john.smith@tcpwave.com --
org=TCPWave --error_{file=/tmp/referenced_rerords.txt

twc deletecontact --first_name=James --middle_name=Francis --last_name=Stuart --
email=james.stuart@tcpwave.com --org=TCPWave

NAME:
deletecustomfolder
DESCRIPTION:

Deletes a DHCP options custom folder from the TCPWave IPAM.
Note:- A custom folder cannot be deleted if it has custom DHCP option
defined.

ARGUMENTS:

--name
Name of the DHCP custom folder. [mandatory]

EXAMPLE USAGE:

twc deletecustomfolder --name=voip-options

NAME:

deletedhcpfailoverpeer

DESCRIPTION:

Deletes a DHCP failover peer from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DHCP failover peer. [mandatory]
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EXAMPLE USAGE:

twc deletedhcpfailoverpeer --name=dhcp-failover-peer-1

NAME:
deletedhcpfingerprint
DESCRIPTION:

Deletes DHCP finger print data in the TCPWave IPAM
A DHCP finger print can be deleted by specifying MAC bits and option
sequence of the DHCP finger print.

ARGUMENTS:

--mac_vendor
Name of the MAC vendor.

--mac_bits
First six bits of the MAC address. [mandatory]

--option_sequence
DHCP option sequence. [mandatory]

EXAMPLE USAGE:

twc deletedhcpfingerprint --mac_vendor=DELL --mac_bits=3690e6 --
option_sequence=1,2,6,5,4,7

twc deletedhcpfingerprint --mac_bits=3695e6 --option_sequence=1,2,6,7,9

NAME:

deletedhcpoption

DESCRIPTION:

Deletes a user defined DHCP option from the TCPWave IPAM.
option code used by this option will be unused after successfully execution
of this operation.

ARGUMENTS:

--name
Name of the DHCP custom option [mandatory]

EXAMPLE USAGE:

twc deletedhcpoption --name=ip-map
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NAME:
deletedhcpoptionspace
DESCRIPTION:

Deletes a DHCP option space from the TCPWave IPAM.
Specify the DHCP option space name to delete the option space.

ARGUMENTS:

--name
Name of the DHCP option space. [mandatory]

EXAMPLE USAGE:

twc deletedhcpoptionspace --name=space

NAME:
deletedhcpclass
DESCRIPTION:

Deletes a DHCP Client Class or User Class or Vendor Class from the TCPWave
IPAM.

ARGUMENTS:

--name
Name of the DHCP class [mandatory]

--type
Type of the DHCP class. Takes 'user','vendor' or 'client' [mandatory]

EXAMPLE USAGE:

twc deletedhcpclass --name=vendor-class --type=vendor
twc deletedhcpclass --name=user-class --type=user

twc deletedhcpclass --name=client-class --type=client

NAME:
deletedhcpserver
DESCRIPTION:

Deletes a DHCP Server from the TCPWave IPAM.
ARGUMENTS:

TCPWave IPAM Software © 2013-2022 Page 111 of 584



TCPWave

__ip
IP Address of the DHCP Server. [mandatory]

EXAMPLE USAGE:
twc deletedhcpserver --ip=192.168.0.238

NAME
deletedhcpopttmpl
DESCRIPTION
Deletes a DHCP option template from the TCPWave IPAM.
ARGUMENTS
--name
Name of the DHCP option template to be deleted [mandatory]
--org

Organization name associated with the template. This argument is mandatory for the users
in FADM role to select appropriate organization to which the operation must be applied. For users
not in FADM role, the operation is applied to the organization that the user is associated with.

EXAMPLE

twc deletedhcpopttmpl --name="DHCP-Option-Template" --org=TCPWave
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NAME
deletedhcppolicytmpl
DESCRIPTION
Deletes a DHCP policy template from the TCPWave IPAM.
ARGUMENTS
--name
Name of the DHCP policy template to be deleted [mandatory]
--org

Organization name associated with the template. The operation is applied to the
organization that the user is associated with. [mandatory]

EXAMPLE
twc deletedhcppolicytmpl --name="DHCP-Oplicy-Template" --org=TCPWave

NAME:

deletediscoverytmpl

DESCRIPTION:

Deletes a discovery template from the TCPWave IPAM.
ARGUMENTS:

--discovery_tmpl

Name of the discovery template. [mandatory]
--0rg

Name of the organization. [mandatory]

EXAMPLE USAGE:
twc deletediscoverytmpl --discovery_tmpl=TestTmpl --org=TCPWave

NAME:

deletednsacl

DESCRIPTION:

Deletes a DNS ACL from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS ACL to be deleted [mandatory]

EXAMPLE USAGE:

twc deletednsacl --name=Internal-ACL
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NAME:
deletednsforwarders
DESCRIPTION:

Deletes a DNS forwarder from the TCPWave IPAM which is used to resolve a DNS
zone that is not managed by the TCPWave. Forwarders exist on an internal
'BIND CACHE' or 'UNBOUND' DNS server in the TCPWave IPAM.

ARGUMENTS:

--appliance_ip
IP Address of the DNS internal cache server [mandatory]

--appliance_type
Type of the DNS server. Takes 'BIND CACHE' or 'UNBOUND' [mandatory]

--zone
Name of the DNS forward Zone [mandatory]

EXAMPLE USAGE:

twc deletednsforwarders --appliance_ip=10.1.10.29 --appliance_type="BIND CACHE" --
zone="tcpwave.com"

NAME
deletednsforwarderstmpl
DESCRIPTION
Deletes a DNS forwarder template with forwarder zones which are not managed by TCPWave IPAM.
ARGUMENTS

--group_name

Name of the DNS forwarders group. [mandatory]

EXAMPLE

twc deletednsforwarderstmpl --group_name=Test

NAME

deletednsopttmpl

DESCRIPTION

Deletes a DNS Option Template from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS option template to be deleted [mandatory]
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--org
Organization name associated with the template. This argument is
mandatory for the users in FADM role to select appropriate
organization to which the operation must be applied.
For users not in FADM role, the operation is applied to the organization
that the user is associated with.

EXAMPLE USAGE:
twc deletednsopttmpl --name="Bind-Auth-Template" --org=TCPWave

twc deletednsopttmpl --name="Bind-Auth-Template"

NAME:
deletednsreversezone
DESCRIPTION:

Deletes a DNS reverse zone from the TCPWave IPAM.
A DNS reverse zone can be deleted by specifying IP address, mask length
and the organization name of the DNS reverse zone.

ARGUMENTS:

__ip
IP address of the DNS reverse zone to be deleted [mandatory]

--mask
Mask length of the reverse zone to be deleted [mandatory]

--0rg
Organization name associated with the reverse zone [mandatory]

EXAMPLE USAGE:

twc deletednsreversezone --ip="1.0.0.0" --mask=24 --org=TCPWave

NAME:

deletednsrootzone

DESCRIPTION:

Deletes a DNS root zone from the TCPWave IPAM.
ARGUMENTS:

--0rg
Organization name associated with the DNS root zone. [mandatory]

--is_proxy
DNS proxy root zone flag. It takes '0' or '1". If it is specified, as '1'
proxy root zone is deleted. If it is not specified, or specified, as '0'
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root zone is deleted.

EXAMPLE USAGE:

twc deletednsrootzone --org=TCPWave --is_proxy=0

twc deletednsrootzone --org=TCPWave --is_proxy=1

NAME:

deletednsserver

DESCRIPTION:

Deletes a DNS Server from the TCPWave IPAM.
ARGUMENTS:

__ip
IP address of the DNS Server to be deleted [mandatory]

EXAMPLE USAGE:
twc deletednsserver --ip=10.1.10.181

NAME:

deletednsservertmpl

DESCRIPTION:

Deletes a DNS Server Template from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS Server Template to be deleted [mandatory]
EXAMPLE USAGE:

twc deletednsservertmpl --name="DNS Appliance Template"

NAME
deletemicrosoftadserver
DESCRIPTION
Deletes a Microsoft AD appliance from the TCPWave IPAM.
ARGUMENTS

—-ip

IP address of the appliance. [mandatory]

EXAMPLE

twc deletemicrosoftadserver --ip=10.0.0.10
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NAME
deletemicrosoftadsite
DESCRIPTION
Deletes Microsoft AD site from the TCPWave IPAM.
ARGUMENTS
--name
Name of the Microsoft AD site. [mandatory]
--ip
IP address of the appliance. [mandatory]
EXAMPLE

twc deletemicrosoftadsite --name=NJSite --ip=10.0.0.10

NAME:

deletednsview

DESCRIPTION:

Deletes a DNS view from the TCPWave IPAM.
ARGUMENTS:

--0rg
Name of the organization DNS views associated with. This argument is
mandatory if the user is FADM.

--name
Name of the DNS view to be deleted. [mandatory]

EXAMPLE USAGE:

twc deletednsview --name=view1
twc deletednsview --org=TCPWave --name=view1

NAME:

deletednszone

DESCRIPTION:

Deletes a DNS Zone from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS Zone to be deleted [mandatory]

TCPWave IPAM Software © 2013-2022 Page 117 of 584



TCPWave

--org
Organization name associated with the zone. If this argument is not
specified, organization associated with the user will be used.
EXAMPLE USAGE:

twc deletednszone --name="tcpwave.com" --org=TCPWave

twc deletednszone --name="tcpwave.com"

NAME:

deletednszonetmpl

DESCRIPTION:

Deletes a DNS Zone Template from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS zone template to be deleted [mandatory]

--0rg
Organization name associated with the template. This argument is
mandatory for the users in FADM role to select appropriate organization
to which the operation must be applied. For users not in FADM role,
the operation is applied to the organization that the user is associated
with.

EXAMPLE USAGE:

twc deletednszonetmpl --name="base-zone-template" --org=TCPWave

twc deletednszonetmpl --name="base-zone-template"

NAME:
deletedomain
DESCRIPTION:

Deletes a DNS Domain from the TCPWave IPAM.

A DNS domain can be deleted by specifying name of the DNS domain.
Note:- Before deleting a DNS domain it is mandatory to delete all the
associated IPAM entities of the target DNS domain.

ARGUMENTS:

--name
Name of the target domain being deleted. [mandatory]

--0rg
Organization name associated with the domain.
This argument is for users in FADM role to select appropriate
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organization to which the operation must be applied.
For users not in FADM role, the operation is applied to the organization
that the user is associated with.

EXAMPLE USAGE:

twc deletedomain --name="tcpwave.com" --org=TCPWave

twc deletedomain --name="tcpwave.com"

NAME:

deletedump

DESCRIPTION:

Deletes a database dump from the TCPWave IPAM.
ARGUMENTS:

--dump_dir [mandatory]
Path of the dump directory to be deleted. [mandatory]

EXAMPLE USAGE:
twc deletedump --dump_dir=/tmp/dumps/Dump_1408948935

NAME:

deleteext

DESCRIPTION:

Deletes an extended attribute from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the extension attribute. [mandatory]

EXAMPLE USAGE:
twc deleteext --name=RITS_ID

NAME
deleteextvalue
DESCRIPTION

Deletes the extended attribute value of the specified key defined in the TCPWave IPAM.
Applicable entities are 'admin’, network’, 'subnet’, 'object’ and 'zone'. If entity is 'network/,
'subnet’ or 'object’' key must be IP address. If entity is admin key is the admin name. If entity is
zone, then key is domain name.

TCPWave IPAM Software © 2013-2022 Page 119 of 584



TCPWave

ARGUMENTS
--name
Name of the extended attribute. [mandatory]
--entity
Entity of the extended attribute. [mandatory]
--key
Key of the extended attribute. [mandatory]
--0rg
Name of the organization. [mandatory]
EXAMPLE

twc deleteextvalue --name="CHG_TKT" --entity=zone --key=tcpwave.com --or g=TCPWave

NAME:

deletefirewalltmpl

DESCRIPTION:

Deletes the specified, firewall template from the TCPWave IPAM.

ARGUMENTS:
--name
Name of the firewall template. [mandatory]

EXAMPLE USAGE:

twc deletefirewalltmpl --name="DNS-Firewall-Template"

NAME:

deleteipamfromha

DESCRIPTION:

Removes a TCPWave IPAM from high availability cluster.

ARGUMENTS
--ip
IP address of the IPAM. [mandatory]

EXAMPLE USAGE
twc deleteipamfromha --ip=172.16.0.172

NAME
deleteipamappliance

DESCRIPTION
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Deletes an IPAM appliance from the TCPWave IPAM. An IPAM appliance can be deleted by
specifying IP address of the appliance.

ARGUMENTS
--ip
IPAM appliance IP address. [mandatory]
EXAMPLE

twc deleteipamappliance --ip=10.1.10.243

NAME
deleteipvbdnsserver
DESCRIPTION
Deletes an IPv6 DNS appliance from the TCPWave IPAM.
ARGUMENTS

--ip

IPv6 address of the DNS appliance to be deleted [mandatory]

EXAMPLE

twc deleteipvbdnsserver --ip=5000::2

NAME
deleteipv6dnsreversezone
DESCRIPTION

Deletes an IPv6 DNS reverse zone from the TCPWave IPAM. An IPv6 DNS reverse zone can be
deleted by specifying IP address, mask length and the organization name of the DNS reverse zone.

ARGUMENTS

—-ip

IPv6 address of the DNS reverse zone to be deleted. [mandatory]
--name

Name of the IPv6 DNS reverse zone to be deleted. [mandatory]
--mask

Mask length of the reverse zone to be deleted. [mandatory]
--org

Organization name associated with the reverse zone. [mandatory]
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EXAMPLE

twc deleteipvb6dnsreversezone --ip="1236::" --name="0.0.6.3.2.1.ip6.arpa" --mask=24 --
org=TCPWave

NAME:

deleteipv6dhcpserver

DESCRIPTION:

Deletes an IPv6 DHCP Server from the TCPWave IPAM.
ARGUMENTS:

__ip
IPv6 Address of the DHCP Server. [mandatory]

EXAMPLE USAGE:
twc deleteipv6dhcpserver --ip=2001:db8::4

NAME:

deleteipv6dhcptmpl

DESCRIPTION:

Deletes an IPv6 DHCP option template from the TCPWave IPAM.

ARGUMENTS:
--name
Name of the IPv6 DHCP option template to be deleted. [mandatory]

--org
Organization name associated with the template. This argument is
mandatory for the users in FADM role to select appropriate organization
to which the operation must be applied.For users not in FADM role, the
operation is applied to the organization that the user is associated
with.

EXAMPLE USAGE:

twc deleteipv6dhcptmpl --name="voip devices template" --org=TCPWave

NAME:

deleteipvbnetwork

DESCRIPTION:

Deletes an IPv6 network from the TCPWave IPAM.
ARGUMENTS:
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--network
Network start address [mandatory]

--0rg
Name of the organization. This argument is required if the user is
'FADM'.
EXAMPLE USAGE:

twc deleteipvbnetwork --network=2000:: --org=TCPWave

NAME

deleteipv6bblock - Deletes an IPv6 address block from the TCPWave IPAM.

DESCRIPTION

Deletes an IPv6 address block from an IPv6 address pool defined in the TCPWave IPAM.

ARGUMENTS

__ip
Address of the IPv6 address block. [mandatory]

--org

Name of the organization in which IPv6 address block exist. [mandatory]

EXAMPLE
twc deleteipv6block --ip=2000:: --org=TCPWave

NAME:

deleteipv6object

DESCRIPTION:

Deletes an IPv6 object from the TCPWave IPAM.
ARGUMENTS:

--object
IPv6 address of the target object to be deleted. [mandatory]
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--0rg
Name of the organization in which the operation must be performed.
This argument is mandatory if the user is 'FADM'".

--reference_delete
Deletes all the referenced resource records of the object. It takes 0 or
1. If it is specified, as 1 all the referenced resource records will be
deleted. Default is 0.

--error_file
Path on the target IPAM server to the file to write the referenced
resource records. If the file path is not specified, the error output is
written to the standard output.

EXAMPLE USAGE:
twc deleteipv6object --object=2000:0:0:a000::3 --org=TCPWave --reference_delete=1

twc deleteipv6object --object=2000:0:0:a000::3 --reference_delete=0 -
error_file=/tmp/referenced_rerords.txt
twc deleteipv6object --object=2000:0:0:a000::3

NAME:
deleteipv6scope
DESCRIPTION:

Deletes an IPv6 DHCP scope specified, by --start_ip and --end_ip arguments
from the TCPWave IPAM .

ARGUMENTS:

--start_ip
Start IPv6 address of the DHCP scope [mandatory]

--end_ip
End IPv6 address of the DHCP scope [mandatory]

--org
Name of the organization to which the scope belongs. This argument is
mandatory if the user is 'FADM'.
EXAMPLE USAGE:

twc deleteipv6scope --start_ip=5000:0:0:20::4 --end_ip=5000:0:0:20::9 --org=TCPWave

twc deleteipv6scope --start_ip=5000:0:0:20::10 --end_ip=5000:0:0:20::30

NAME:

deleteipv6subnet
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DESCRIPTION:
Deletes an IPv6 subnet from the TCPWave IPAM.
ARGUMENTS:

--subnet
IPv6 address of the target subnet. [mandatory]

--0rg
Name of the organization in which the operation must be performed.
This argument is required if the user is 'FADM'.

EXAMPLE USAGE:

twc deleteipv6subnet --subnet=5001:0:0:3000::

twc deleteipv6subnet --subnet=5001:0:0:5000:: --org=TCPWave

NAME
deleteipv6subnettmpl

DESCRIPTION

Deletes a IPv6 subnet template data from the TCPWave IPAM. A IPv6 subnet template can be
deleted by specifying subnet template name and organization name.

ARGUMENTS

--name

Name of the IPv6 subnet template [mandatory].

-org

Name of the organization [mandatory].

EXAMPLE

twc deleteipv6subnettmpl --name=FirstTemplate --org=Internal
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NAME

deleteipvbsubnetgroup

DESCRIPTION

Deletes an IPv6 subnet group from the TCPWave IPAM.

ARGUMENTS

--hame

Name of the IPv6 subnet group being deleted. [mandatory]

--org

Organization name of the IPv6 subnet group. [mandatory]

--disassociate_reference

Disassociates IPv6 subnet group references if set to yes.

EXAMPLE

twc deleteipvbsubnetgroup --name=Sales_SG1 --org=EARTH --disassociate_reference=no

NAME:
deletelocation
DESCRIPTION:

Deletes a location from the TCPWave IPAM. Target organization must be
specified, by name using --org parameter if the user is FADM.
Target location must specified, in terms of the mandatory address fields

ARGUMENTS:

--streetl
Street1 field of the location address [mandatory]
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--street2
Street2 field of the location address.

--city
City field of the location address [mandatory]

--state
State field of the location address [mandatory]

--country
Country field of the location address [mandatory]

--Zip
Zip code field of the location address [mandatory]

--0rg
Organization name to which the location is associated. This argument is
mandatory if the user is FADM. [mandatory]

EXAMPLE USAGE:
twc deletelocation --street1="600 ALEXANDER ROAD" --city="PRINCETON" --state=N]J --
country=USA --zip=08540 --org=TCPWave

twc deletelocation --street1="600 ALEXANDER ROAD" --city="PRINCETON" --state=N]J --
country=USA --zip=08540

NAME:

deletelogchannel

DESCRIPTION:

Deletes a DNS log channel from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the Log channel to be deleted [mandatory]

EXAMPLE USAGE:

twc deletelogchannel --name=queries

NAME:
deletemirroredzone
DESCRIPTION:

Deletes a DNS managed mirrored Zone from the TCPWave IPAM.
Deleting a mirrored zone will not affect the parent zone.

ARGUMENTS:
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--org
Organization name from which the mirrored zones is being delete. This
argument is mandatory if the user is FADM.

--name
Name of the mirrored zone. [mandatory]
--Zone_name
Name of the DNS zone associated with the mirrored zone. [mandatory]

EXAMPLE USAGE:

twc deletemirroredzone --org=TCPWave --name=tcpwavel.com --zone_name=tcpwave.com

NAME:

deletemicrosoftdhcpserver

DESCRIPTION:

Deletes Microsoft DHCP appliance from the TCPWave IPAM.

ARGUMENTS:
--addr
IP address of the appliance. [mandatory]

EXAMPLE USAGE:
twc deletemicrosoftdhcpserver --addr=10.0.0.10

NAME:

deletemicrosoftdnsserver

DESCRIPTION:

Deletes Microsoft DNS appliance from the TCPWave IPAM.
ARGUMENTS:

--addr
IP address of the appliance. [mandatory]

EXAMPLE USAGE:

twc deletemicrosoftdnsserver --addr=10.0.0.10

NAME:

deletenetwork

DESCRIPTION:

Deletes a network from the TCPWave IPAM.
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ARGUMENTS:

--network
Network start address [mandatory]

--org
Name of the organization. This argument is required if the user is
'FADM'".

EXAMPLE USAGE:

twc deletenetwork --network=80.0.0.0 --org=TCPWave

twc deletenetwork --network=80.0.0.0

NAME:
deleteobject
DESCRIPTION:

The twc deleteobject CLI command is used to delete a specified, object from
the TCPWave IP Address Management system. The syntax of this command is
shown below. The user invoking this command is expected to have
authentication permission and should be authorized to perform delete object.
The TCPWave IPAM audits this action. Successful completion of this command
exits with a status code 0.

Target object should be specified, using --ip parameter.

ARGUMENTS:

--object
IP address of the object to be deleted. [mandatory]

--org
Name of the organization to which the object belongs. This argument is
mandatory if user is 'FADM".

-rr_reference_delete
Deletes all the referenced resource records of the object. It takes 0 or
1. If it is specified, as 1 all the referenced resource records will be
deleted. Default is 0.

--error_file
Path on the target IPAM server to the file to write the referenced
resource records. If the file path is not specified, the error output is
written to the standard output.

EXAMPLE USAGE:
twc deleteobject --object=10.1.0.4 --org=TCPWave --rr_reference_delete=1

twc deleteobject --object=10.1.0.5 --org=TCPWave --rr_reference_delete=0 -
error_file=/tmp/referenced_rerords.txt
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twc deleteobject --object=10.1.0.6 --org=TCPWave

NAME:

deleteobjecttype
DESCRIPTION:

Deletes an object type from the TCPWave IPAM.

An object type can be deleted by specifying unique code of the object type.
Note:- For a successful delete operation it is mandatory that object type is
not referenced to any object.

ARGUMENTS:

--code
Unique code of the object type to be deleted [mandatory]

EXAMPLE USAGE:
twc deleteobjecttype --code="3G Phone"

NAME:
deleteorg
DESCRIPTION:

Deletes an organization from the TCPWave IPAM.

An organization can be deleted by specifying name of the organization.
Note:- Before deleting an organization it is mandatory to delete all the
associated IPAM entities of the target organization.

ARGUMENTS:

--name
Name of the target organization being deleted [mandatory]

EXAMPLE USAGE:

twc deleteorg --name="TCPWave"

NAME:

deletepatch

DESCRIPTION:

Deletes a patch from the TCPWave IPAM.

ARGUMENTS:
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--package_name
Name of the package. [mandatory]

--major_version
Major version of the TIMS. [mandatory]

--minor_version
Minor version of the TIMS. [mandatory]

--patch_name
Name of the patch. [mandatory]

--appliance_type
Type of the server. [mandatory]

--patch_level
Level of the patch. [mandatory]

--patch_status
Status of the patch. [mandatory]

EXAMPLE USAGE:

twc deletepatch --package_name=TCPWavelPAM --major_version=11 --minor_version=27 --
patch_name="Test patch" --appliance_type=IPAM --patch_level=2 --patch_status=0

NAME:

deleterpztmpl - Deletes a DNS Response policy zone(RPZ) template from the
TCPWave IPAM.

DESCRIPTION:
Deletes a DNS Response policy zone(RPZ) template from the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS Response policy zone(RPZ) template to be deleted from
the TCPWave IPAM. [mandatory]

EXAMPLE USAGE:

twc deleterpztmpl --name="RPZ-Template"

NAME:
deleterr
DESCRIPTION:

Deletes the DNS resource records in 'object’, 'zone' or 'reverse zone' scopes.
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ARGUMENTS:

--Ir_scope
Takes 'object’, 'zone' or 'revzone'. Defines the context in which the
resource record is being added [mandatory]

--obj_addr
IP address of the target object in TCPWave IPAM rr_scope argument is
specified, as 'object'.

--Zone_name
Zone name of the target zone in TCPWave IPAM when rr_scope argument is
specified, as 'zone'.

--addr
IP Address of the reverse zone in TCPWave IPAM when rr_scope argument is
specified, as 'revzone'.

--mask
Mask length of the reverse zone in TCPWave IPAM  when rr_scope argument
is specified, as 'revzone'.

--type
Indicates the type of the resource record. Takes one of 'A",/CNAME',
'MX','SRV','NS','TXT','NAPTR', PTR',;AAAA, DNAME','HINFO','CAA’,'LOC'
or 'TLSA'. [mandatory]

--owner
Should be a valid FQDN [mandatory]

--data
Type specific data part of the resource record [mandatory]

--0rg
Organization name to be specified, for resource records of type NS.
If this argument is omitted then the root zone will be selected from
organization that the user is associated with.

--is_proxy
DNS Proxy root zone flag. It takes '0' or '1". If it is specified, as '1'
resource record being deleted will be deleted from proxy root zone. If
it is specified, as '0' resource record being deleted will be deleted
from root zone. This argument is applicable when --rr_scope=zone and
--zone_name=.(dot).

EXAMPLE USAGE:

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=A --owner=ftp.tcpwave.com. --
data=192.168.1.113 --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=CNAME --
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owner=ftp.tcpwave.com. --data=www.tcpwave.com. --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=MX --owner=mailtcpwave.com.
--data="10 www.tcpwave.com." --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=SRV --
owner="_sipinternaltls._tcp.tcpwave.com." --data="0 100 3268 cdmdev.tcpwave.com." --
org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=NAPTR --
owner="naptr.tcpwave.com." --data="30 100 \"U\" \"E2U+email\" \"\!*.*$\linfo@tcpwave.com\!i\"
" --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=NS --owner="ox{.tcpwave.com."
--data="ns81-qrs01.apac.tcpwave.com." --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=TXT --
owner=text.tcpwave.com. --data="spfl a:mail.tcpwave.com -all" --org=TCPWave

twc deleterr --rr_scope=object --obj_addr=192.168.1.113 --type=A --owner=dev.tcpwave.com. --
data=192.168.1.113 --org=TCPWave

twc deleterr --rr_scope=object --obj_addr=192.168.1.113 --type=CNAME --
owner=ftp.tcpwave.com. --data=www.tcpwave.com. --org=TCPWave

twc deleterr --rr_scope=object --obj_addr=192.168.1.113 --type=MX --owner=mailtcpwave.com. -
-data="10 www.tcpwave.com." --org=TCPWave

twc deleterr --rr_scope=object --obj_addr=192.168.1.113 --type=SRV -
owner="_sipinternaltls._tcp.tcpwave.com." --data="0 100 3268 cdmdev.tcpwave.com." --
org=TCPWave

twc deleterr --rr_scope=object --obj_addr=192.168.1.113 --type=NAPTR --
owner="naptr.tcpwave.com." --data="30 100 \"U\" \"E2U+email\" \"\!".*$\linfo@tcpwave.com\!i\"
" —-org=TCPWave

twc deleterr --rr_scope=revzone --addr=192.168.1.0 --mask=28 --type=PTR --
owner=ftp.tcpwave.com. --data=192.168.1.113 --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=. --type=CNAME --owner=ftp.tcpwave.com. --
data=www.tcpwave.com. --is_proxy=0 --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=. --type=CNAME --owner=ftp.tcpwave.com. --
data=www.tcpwave.com. --is_proxy=1 --org=TCPWave

twc deleterr --rr_scope=object --obj_addr=172.13.2.13 --type=TLSA --
owner="_9443._tcp.tcpwave.com.”" -
data="2:0:2:0ff0ebee2e9be02487662a6caa238f9c329344a9c0e146dccc74b1bbb84a51e6f762fa9e
33ba6d6acd86581184f97c18ca885b753a6bh42f918ff6b6a17801el" --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=AAAA --
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owner=dev.tcpwave.com. --data="5000::1" --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=DNAME --owner=tcpwave.com.
--data=tcpwavel.com. --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=HINFO --
owner=dev.tcpwave.com. --data="PC-Intel-700mhz:Redhat Linux 7.1" --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=CAA --owner=tcpwave.com. --
data="0:issue:example.com" --org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=LOC --
owner=arec.tcpwave.com. --data="52:22:23.000:N:4:53:32.000:E:-2.00:0.00:10000:10" --
org=TCPWave

twc deleterr --rr_scope=zone --zone_name=tcpwave.com --type=TLSA --
owner="_9443._tcp.tcpwave.com." -
data="2:0:2:0ff0ebee2e9be02487662a6caa238f9c329344a9c0e146dccc74b1bbhb84a51e6f762fa%e
33ba6d6acd86581184f97c18ca885b753a6bh42f918ff6b6a17801el" --org=TCPWave

NAME:

deletescheduledjob

DESCRIPTION:

Deletes a scheduled job from the TCPWave IPAM.
ARGUMENTS:

—-job_id
Id of the scheduled job. [mandatory]

EXAMPLE USAGE:
twc deletescheduledjob --job_id=Scheduled]obld

NAME:
deletescope
DESCRIPTION:

Deletes a DHCP scope specified, by --start_ip and --end_ip arguments from the
TCPWave IPAM

ARGUMENTS:

--start_ip
Start IP address of the DHCP scope [mandatory]

--end_ip
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End IP address of the DHCP scope [mandatory]

--0rg
Name of the organization to which the scope belongs. This argument is
mandatory if user is 'FADM".

EXAMPLE USAGE:

twc deletescope --start_ip=10.1.10.51 --end_ip=10.1.10.142 --org=TCPWave

twc deletescope --start_ip=10.1.10.51 --end_ip=10.1.10.142

NAME:

deletescopeactivelease - Deletes an active lease for a given scope range
from the TCPWave IPAM.

DESCRIPTION:
Deletes an active lease for a given scope range from the TCPWave IPAM.
ARGUMENTS:

--start_addr
Start address of the scope [mandatory]

--end_addr
End address of the scope [mandatory]

--org
Name of the organization from where the scope of the active leases to be
deleted [mandatory]

EXAMPLE:

twc deletescopeactivelease --start_addr=10.1.10.105 --end_addr=10.1.10.110 --org=TCPWave

NAME:

deletesubnet

DESCRIPTION:

Deletes a subnet from the TCPWave IPAM.
ARGUMENTS:

--subnet
IP Address of the subnet to be deleted.[mandatory]

--0rg
Name of the organization to which subnet belongs. This argument is
mandatory if the user is 'FADM'.
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--reference_delete
Deletes all the referenced resource records in subnet.

EXAMPLE USAGE:

twc deletesubnet --subnet=50.0.0.0 --org=TCPWave --reference_delete=1

twc deletesubnet --subnet=50.0.0.0 --reference_delete=1

NAME:
deletesubnettmpl
DESCRIPTION:

Deletes a subnet template data from the TCPWave IPAM.
A subnet template can be deleted by specifying subnet template name and
organization name.

ARGUMENTS:

--name
Name of the subnet template. [mandatory]

--0rg
Name of the organization. [mandatory]

EXAMPLE USAGE:

twc deletesubnettmpl --name=FirstTemplate --org=Internal

NAME:
deletesubnetgroup
DESCRIPTION:
Deletes a subnet group from the TCPWave IPAM.
ARGUMENTS:
--name

Name of the subnet group being deleted [mandatory]

--0org
Organization name of the subnet group [mandatory].

--disassociate_reference
Disassociates subnet group references if set to yes.

EXAMPLE USAGE:

twc deletesubnetgroup --name=Sales_SG1 --org=EARTH --disassociate_reference=no
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DESCRIPTION:
Deletes an asset data form a TCPWave IPAM.

ARGUMENTS:

--service_tag
Service tag for the asset. [mandatory]
EXAMPLE:
twc deleteasset --service_tag="Test"

twc deleteasset --service_tag="One,two"

NAME
deletevrf
DESCRIPTION
Deletes a VRF from the TCPWave IPAM.
ARGUMENTS
--name
Name of the VRF. [mandatory]
--org
Name of the organization. [mandatory]
EXAMPLE:

twc deletevrf --name=testVrf --org=TCPWave

NAME:

deploypatch

DESCRIPTION:

Deploy a patch in the TCPWave IPAM.

Uploaded patch can only be deploy in the TCPWave IPAM.

ARGUMENTS:

--file_name

Name of the zip file. [mandatory]
--package_name

Name of the package. [mandatory]
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--major_version
Major version of the TIMS. [mandatory]

--minor_version
Minor version of the TIMS. [mandatory]

--patch_name
Name of the patch. [mandatory]

--appliance_type
Type of the appliance. [mandatory]

--patch_level
Level of the patch. [mandatory]

--schd_time
Specifies the schedule time, time format should be "YYYY-MM-DD HH:MM:SS".

EXAMPLE USAGE:

twc deploypatch --file_name=Patch_IPAM_11.27_2_6301.zip --package_name=TCPWaveIPAM --
major_version=11 --minor_version=27 --patch_name="Test patch" --appliance_type=IPAM --
patch_level=2

twc deploypatch --file_name=Patch_IPAM_11.27_2_6301.zip --package_name=TCPWaveIPAM --
major_version=11 --minor_version=27 --patch_name="Test patch" --appliance_type=IPAM --
patch_level=2 --schd_time="2019-05-08 03:12:00"

NAME:

disablezonemonitor

DESCRIPTION:

Disables the monitoring on a given list of zones from the TCPWave IPAM.
ARGUMENTS:

--zone_list
Takes comma separated list of zone names. [mandatory]

--0rg
Name of the organization to which the specified, zones belongs. This
argument is mandatory if the user is FADM.
EXAMPLE USAGE:

twc disablezonemonitor --zone_list=dev.tcpwave.com,tcpwave.com --org=TCPWave

twc disablezonemonitor --zone_list=dev.tcpwave.com,tcpwave.com

TCPWave IPAM Software © 2013-2022 Page 138 of 584



TCPWave

NAME:

deletediscovertask

DESCRIPTION:

Deletes the results of a given subnet discovery task from the TCPWave IPAM.
ARGUMENTS:

--id
Command ID of the discovered subnet. Use the following command to see
all the command IDs of discovered subnets: 'twc listdiscovertask --d=,'.
[mandatory]
EXAMPLE USAGE:

twc deletediscovertask --id=1391

NAME:
deletedhcpsharednetwork

DESCRIPTION:
Deletes DHCP shared network in the TCPWave IPAM.

ARGUMENTS:
--name
Name of the shared network. [mandatory]
--org
Name of the organization. [mandatory]

EXAMPLE:
twc deletedhcpsharednetwork --name=TestNet --org=TcpWave

NAME:
deletecloudprovider
DESCRIPTION:
Deletes cloud provider from the TCPWave IPAM.
ARGUMENTS:
--name
Name of the cloud provider. [mandatory]
--org
Name of the organization. [mandatory]

EXAMPLE:
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twc deletecloudprovider --name=aws --org=TcpWave

NAME
deletensmtmpl
DESCRIPTION
Deletes NSM template data form a TCPWave IPAM.
ARGUMENTS
--org
Organization of the NSM Template. [mandatory]
--tmpl_name
NSM Template name. [mandatory]
EXAMPLE

twc deletensmtmpl --org="TCPWave" --tmpl_name=FirstTempate

NAME:
discover
DESCRIPTION:

Discovers a specified, element in the TCPWave IPAM.

TCPWave IPAM Discovery engine can perform deep network and port scans on a
network and discover network devices in them. The discovery process can be
triggered on any network in the IPAM and the results are stored into the
database. Users can either reject or accept the discovered IP Addresses into

the IPAM. This automatic discovery process is an easy and fast way to add
existing IP Addresses into the IPAM. The discovery process can be scheduled

to run repetitively or at a particular time in the future.

ARGUMENTS:

--element_type
Element type to be discovered. It takes 'subnet’ or 'object’.[mandatory]

__ip
IP address of the 'subnet’ or 'object'. If it is a 'subnet' it should
contain IP address along with mask separated by '/'. [mandatory]
--0rg
Name of the organization to which specified, subnet/object belongs. This
argument is mandatory if the user is 'FADM".
—apply

Apply the changes discovered for object discovery. ( Applicable only for objects
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EXAMPLE USAGE:
twc discover --element_type=subnet --ip=10.1.10.0/24 --org=TCPWave

twc discover --element_type=object --ip=10.1.10.3 --org=TCPWave --apply=1/0

NAME
displayzonedata
DESCRIPTION
Displays the contents of a DNS zone from the TCPWave IPAM.
ARGUMENTS
--Zone_name
Zone name for which the zone contents are to be displayed. [mandatory]
--0rg
Organization name in which zone exists. [mandatory]
-d

Delimiter character separating the columns. If this argument is not specified then
comma will be used as a delimiter.

EXAMPLE

twc displayzonedata --zone_name=tcpwave.com --org=TCPWave --d=,

NAME

downloaddhcpconfig

DESCRIPTION

Downloads the configuration of a DHCP Server in the TCPWave IPAM.
ARGUMENTS

__ip
IP Address of the DHCP server.[mandatory]

--output_file
Full path to the output file to which the server configuration is to be
written.[mandatory]

EXAMPLE USAGE:
twc downloaddhcpconfig --ip=10.1.10.180 --output_file=/tmp/dhcpconfig

NAME:

downloaddnsconfig
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DESCRIPTION:

Downloads the configuration of a DNS Server in the specified, zip file in the
TCPWave IPAM.

ARGUMENTS:

__ip
IP Address of the DNS server.[mandatory]

--output_file
Full path to the output zip file to which the server configuration
files are to be compressed.[mandatory]

EXAMPLE USAGE:
twc downloaddnsconfig --ip=10.1.10.180 --output_file=/tmp/dnsconfig.zip

NAME:
dumpdb
DESCRIPTION:

Dumps a snapshot of TCPWave IPAM database. A new dump directory
Dump_<timestamp> is created under a pre-configured parent directory.
Snapshots are placed under Dump_<timestamp>/snapshot.

Incremental changes are placed under Dump_<timestamp>/binlogs

ARGUMENTS:
- NA

- EXAMPLE USAGE:

twc dumpdb
Updates

DESCRIPTION:
Updates an asset data in the TCPWave IPAM
ARGUMENTS:

--service_tag
Service tag for the asset. [mandatory]

--new_service_tag
New service tag for the asset.

--serial_num
Unique serial number for the asset.

--vendor
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Name of the vendor for the asset.

--model
Model value for the asset.

--name
Name for the asset.

--acquisition_type
Model acquisition type for the asset.

--maintenance_cost
Cost value of the asset for maintenance.

--cpu
cpu range of the asset.
--capacity
Capacity value for the asset.
--0S_version

Supported os version for the asset.

--purchase_cost
Purchase value of the asset.

--disposal_reason
Reason for the disposal of asset.

--City
City name for the asset.

--green_zone
Green zone is to be set for asset.

--warranty_end_dt
Last Warranty date of the asset, date format is yyyy/mm/dd.

--purchase_dt
Purchase date of the asset, date format is yyyy/mm/dd.

--disposal_dt
Disposal date of the asset, date format is yyyy/mm/dd.
--description
Description for the asset.
EXAMPLE:
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twc editasset --service_tag="Dell Inc." --serial_num=36906 --green_zone=1 --name=test

DESCRIPTION: Updates a cloud provider in the TCPWave IPAM. Different type of cloud providers
support different credentials. Follow the example section to edit particular type of cloud provider

ARGUMENTS:

--0rg
Organization name to be associated with the cloud provider. This
argument is for users in FADM role to select appropriate organization to
which the operation has to be applied. For users not in FADM role, the
operation is by default applied to the organization that the user is
associated with.

--provider_type
Type of the Cloud provider. In TCPWave IPAM provider type represents the
cloud service provider . TCPWave IPAM support following cloud providers:
'AKAMAL', 'AWS', 'AZURE', 'CLOUDFLARE', 'DYNDNS' and 'GOOGLE'
[mandatory].

--name
Name of the cloud provider [mandatory].

--new_name
New name of the cloud provider.
--user
User name of the cloud provide.
--account
Valid AWS account number which manages the resource.
--ilam_role
Use IAM Role mapped to the EC2 instance. It is applicable for AWS cloud
provider.
--api_key

API key for the cloud provider. It is Secret access key for AWS
and it is global API key for CLOUDFLARE provider.

--keystore_file
Key store file for the cloud provider. This key store file contains
Secret access key. It is applicable only for AZURE provider type.

--application
Application ID for the cloud provider. It is applicable for AZURE cloud
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provider.

--service_account_id
Service Account ID for the GOOGLE cloud provider .

--p12file

pl2file for the GOOGLE cloud provider .
--project_id

Project ID for the GOOGLE cloud provider .
--ad_tenant

Ad tenant ID for the AZURE cloud provider.

--update_password
Update the AWS, Azure and DYNDNS cloud providers password, takes input
as '1' to update the password.

--resource_group
Resource Group for the AZURE cloud provider.

--customer_name
Customer name for the DYNDNS cloud provider.

--email
Email Address for the CLOUDFLARE provider.

--region
Region defines area of AWS cloud provider. For AWS Cloud provider
region can be one of the following-
US East (N. Virginia)
US East (Ohio)
US West (N. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
EU (Frankfurt)
EU (Ireland)
EU (London)
South America (Sao Paulo)

--desc
Description for the cloud provider.
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EXAMPLE:

twc editcloudprovider --name="AWS-Provider50" --org=TCPWave --
user="AKIAINLQMOG7KBWXMTOQP" --update_password=1 --region="EU (London)" --desc="AWS
Cloud Provider"

twc editcloudprovider --name="AWS-Provider50" --org=TCPWave --iam_role=1 --region="EU
(London)" --desc="AWS Cloud Provider"

twc editcloudprovider --name="Google-Provider22" --org=TCPWave -
service_account_id="jhon@tcpwave-14981012.iam.gserviceaccount.com" --pl2file="/tmp/tcpwave-
2d185caa49dcl.pl2" --project_id="tcpwave-14912810" -desc="Google Cloud Provider"

twc editcloudprovider --name="Azure-Provider03" --org=TCPWave --user="ppc0e31c0f-fdb0-
438c-afff-6ea7600b0e61" --keystore_file="cloud_dns_app.pfx" --application="ebelb568-5e63-46f0-
9201-8a465cee092dqqg" --ad_tenant="772a8482-16¢9-4823-9f15-bd19827d23f111" --
resource_group="tcpwave" --desc="Azure Cloud Provider"

twc editcloudprovider --name="DynDNS-Provider01" --org=TCPWave --user="jhon-smith"
customer_name="tcpwave01" --update_password=1 --desc="DYNDNS Cloud Provider"

twc editcloudprovider --name="CLOUDFLARE-Provider02" --org=TCPWave
email="jhon.tcpwave @tcpwave.com" --api_key="3cde9f553a9a21049e00046" --
desc="CLOUDFLARE Cloud Provider"

twc editcloudprovider --name="Akamai-Provider06" --org=TCPWave --
user="jhon.tcpwave@tcpwave.com" --api_key="client_secret =
Xd3RTCMImmZhdQ82LD34yAZUgOwc2DDt1ANgDAoc6iguY=host = akab-34nyw47p22fhpvptnu-
v7ygacgwkb6cswza.luna.akamaiapis.net access_token = akab-a24w5rojdc6lckdmt-

cvscbkoobisebbw2 client_token = akab-sxdp7uvgkonm7jfu-w3phslypnzzv3ligv" --desc="AKAMAI
Cloud Provider"

NAME:
editadminrole

DESCRIPTION:
Updates an administrator role in the TCPWave IPAM.

ARGUMENTS:

--name
Name of the administrator role. [mandatory]

--new_name
New name of the administrator role.

--functions
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Name of the functions that accepts the comma separated function.

--desc
Description for an administrator role.

EXAMPLE:

twc editadminrole --name=CADM --functions="Quick Tasks,Appliance Groups,Bulk Data Import" --
desc="Custom Administrator"

twc editadminrole --name=CADM --new_name=EADM --functions="Appliance Groups,Bulk Data
Import"
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NAME:

editadminpermission

DESCRIPTION:

Updates an administrator/administrator group permission in the TCPWave IPAM.
ARGUMENTS:

--level

It takes the input as admin or admin group, if the level is admin the input param of admin is
mandatory otherwise admin group is mandatory.

--admin

Name of the admin.

--admin_group

Name of the admin group.

--org

Name of the organization. [mandatory]

--role

Name of the administrator role. [mandatory]
--privilege

Name of the privilege, It takes the input as 'Read' or 'Write' or 'Deny'. [mandatory]
--function

Name of the administrator function. [mandatory]
--function_value

Value of the administrator function. [mandatory]
--select_all

It takes the input as '0' or '1'. [mandatory]
EXAMPLE:

twc editadminpermission --level=Admin --admin=Test --privilege=Write --function="1Pv4 Networks" -
-function_value=10.1.10.0 --org=TcpWave --role=EADM --select_all=0

twc editadminpermission --level="Admin Group" --admin_group="Test Group" --privilege=Deny --
function="TCPWave DHCP IPv4 Appliances" --function_value=TCPWave00001Remote --
org=TcpWave --role=CADM --select_all=1
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NAME
editadmin
DESCRIPTION

Updates the profile of the TCPWave IPAM administrator. The user is identified uniquely by the
combination of First Name, Last Name, and Email Id. Each administrator user is assigned with a role
that controls their access to the system. When an administrator user exceeds the maximum number
of failed login attempts, his account will be suspended and has to be re-instated by a User
administrator for further access to the system.

ARGUMENTS

--first_name

First name of the administrator. [mandatory]
--last_name

Last name of the administrator. [mandatory]
--middle_name

Middle name of the administrator.

--email

Email address of the administrator. [mandatory]
--new_first_name

This argument is used if first name is to be updated.
--new_middle_name

This argument is used if middle name is to be updated.
--new_last_name

This argument is used if last name is to be updated.
--new_email

This argument is used if email is to be updated.
--phone

This argument is used if phone number is to be updated.
--login

This argument is used if login name is to be updated.
--groups

This argument is used if administrator groups of the administrator are to be updated. This is a
comma separated list of administrator groups.
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--org
Default name the organization to which administrator is associated.
--role
Default role of the administrator. [mandatory]
The following roles are the default roles supported by TCPWave IPAM
e SADM - Super Administrator, has access to all the functionality of the system

e FADM - Functional Administrator, Special administrator with functional privileges and valid
for the special user 'twcadm' only. This role provides the privileges to switch authentication
mechanisms and set system level parameters.

e UADM - User Administrator, Has access to user administration functionality only
e NADM - Normal Administrator, Has privileges only to create Objects and Scopes

e PADM - Power Administrator, Has access to following IPAM entities Zone, Domain, Server,
Network, Subnet, Scope, Template and Object

e RADM - Read-only Administrator
--ext_attr
Comma separated list of extension attributes with their values in the

format : extension_attribute_name/extension_attribute_value. Use the following command to see
all the extension attributes applied to admin :

'twc listext --entity=admin --d=,’
EXAMPLE:

twc editadmin --first_name=John --last_name=Smith --email=john.smith@tcpwave.com --
phone=920-310-5555 --login=jsmith --org=TCPWave --groups=default --role=NADM

twc editadmin --first_name=John --last_name=Smith --email=john.smith@tcpwave.com --
org=TCPWave --ext_attr=ext_attr_1/value_1,ext_attr_2/value 2

twc editadmin --first_name=John --middle_name=Fitzgerald --last_name=Kennedy --
email=john.kennedy@tcpwave.com --phone=920-310-5555 --org=TCPWave --login=jkennedy
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NAME
editadmingroup
DESCRIPTION

Updates an administrator group in the TCPWave IPAM. An administrator group can be updated with
a new name, roles, and description.

ARGUMENTS

--name

Name of the existing administrator group. [mandatory]

--new_name

New name for the administrator group if the name needs to be updated.
--roles

Defines the role of the admin group. Accepts multiple roles with comma separated pairs of role and
organization as shown:

Example: SADM,TcpWave;CADM, Internal

Note: FADM and UADM roles are not organization specific.
--desc

Description for the administrator group.

EXAMPLE:

twc editadmingroup --name="default-admin-group" --new_name="default-group" --desc="Default
Admin Group"

twc editadmingroup --name="default-admin-group" --roles="SADM,TcpWave;CADM,Internal"

NAME:

editappliancegroup

DESCRIPTION:

Updates an appliance group in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the appliance group being updated. [mandatory]

--0rg
Name of the organization where the operation must be performed. This
argument is mandatory if the user is FADM.

--desc
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Description of the appliance group. [updatable field]

--new_name
New name for the appliance group if the name needs to be updated.

--parent
Name of the parent appliance group.

EXAMPLE USAGE:
twc editappliancegroup --name=IT_SG --org=TCPwave --new_name=Sales_SG --desc="IT

appliance group"

twc editappliancegroup --name=IT_SG --org=TCPwave --new_name=Sales_SG --desc="IT
appliance group" --parent=IT_PG_1

NAME:

editawsimage

DESCRIPTION:

Updates an AWS Machine image in the TCPWave IPAM.
ARGUMENTS:

--provider_name
Name of the cloud provider. [mandatory]

--image_id
ID of the AWS Machine Image. [mandatory]

--image_name
Name of the AWS Machine Image.

--desc
Description of the AWS Machine Image.

EXAMPLE USAGE:

twc editawsimage --provider_name="AWS" --image_id="ami-a4c7edb2-test" --
image_name="AWS Image" --desc="AWS Machine Image-1"
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NAME

editasnumber

DESCRIPTION

Updates a Autonomous System Number in the TCPWave IPAM.

ARGUMENTS
--org
Name of the organization to which the Autonomous System Number is associated.

[mandatory]

--hame

Name of the Autonomous System Number. [mandatory]

--New_name

New name for the Autonomous System Number.

--as_number
Autonomous System number. It accepts up to 5 digits of the number.

[mandatory]

--email

Email address for the Autonomous System Number.

--desc

Description for the Autonomous System Number..

EXAMPLE

twc editasnumber --name="TCPWave-ASN" --org=TCPWave --as_number=1501 --

new_name="TCPWavel" --desc="TCPWave Autonomous System Number.'
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twc editasnumber --name="ASN" --org=TCPWave --as_number=11 --

email="jsmith@tcpwave.com'

NAME:
editcontact
DESCRIPTION
Update a contact for a given organization in TCPWave IPAM. The target organization has to be
specified using --org parameter Target contact has to specified in terms of the mandatory contact
information fields.
ARGUMENTS
--org
Name of the organization to which the contact is associated. [mandatory]
--first_name
First name field of the contact information. [mandatory]
--middle_name
Middle name field of the contact information if any.
--last_name
Last name field of the contact information. [mandatory]
--email
Email ID field of the contact information. [mandatory]
--firstname_new
New first name field of the contact information.
--middlename_new
New middle name field of the contact information.
--lastname_new
New last name field of the contact information.
--email_new
New email id field of the contact information.
--phone_new
New phone number field of the contact information.
EXAMPLE
twc editcontact --first_name=John --last_ name=Smith --email=john.smith@tcpwave.com --
firstname_new=Mary --lastname_new=Walker --org=TCPWave --

email_new=mary.walker@tcpwave.com --phone_new=920-310-5554
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twc editcontact  --first_name=James --middle_name=Francis --last_name=Stuart --
email=james.stuart@tcpwave.com --firstname_new=Mary --middlename_new=del --
lastname_new=Walker --org=TCPWave --email_new=mary.walker@tcpwave.com --phone_new=920-

310-5554

NAME:
editcustomfolder
DESCRIPTION:

Only name of the custom folder can be updated so it is mandatory to specify
both name and new name.

ARGUMENTS:

--name
Name of the DHCP custom folder. [mandatory]

--new_name
New name of the DHCP custom folder. [mandatory]

EXAMPLE USAGE:

twc editcustomfolder --name=voip-options --new_name=voip-option-folder

NAME:

editdhcpfailoverpeer

DESCRIPTION:

Updates a DHCP failover peer in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DHCP failover peer. [mandatory]

--org
Organization name in which the DHCP failover peer is being updated. This
argument is mandatory if user is FADM.

--new_name
New name of the DHCP failover peer.

--primary_appliance
IP address of the primary appliance.

--failover_appliance
IP address of the failover appliance.
--primary_port
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Port number of the primary appliance.

--failover_port
Port number of the failover appliance.

--max_resp_delay
Maximum response delay value.

--mclt

Maximum client lead time value.
--max_unacked_updates

Maximum unacked updates value.

--split
SPLIT value.

--load_bal_max_sec
Load balance maximum second value.

--desc
Description for the DHCP failover peer being updated.

--message_auth
Message authentication takes '0' or '1' as an input.
--shared_secret
Shared secret is mandatory when message_auth is specified as '1".
--ss0_interval

State switch over interval takes the input in seconds.

EXAMPLE USAGE:

twc editdhcpfailoverpeer --name=dhcp-failover-peer-1 --org=TCPWave --
primary_appliance="10.1.10.180 --failover_appliance=10.1.10.185 --primary_port=647 --
failover_port=647 --max_resp_delay=30 --mclt=1800 --max_unacked_updates=30 --split=120 -
load_bal_max_sec=3 --desc="DHCP Failover Peer 1"

twc editdhcpfailoverpeer --name=dhcp-failover-peer-1 --org=TCPWave --new_name=dhcp-
failover-peer-2

twc editdhcpfailoverpeer --name=dhcp-failover-peer-1 --org=TCPWave --
primary_appliance=10.1.10.180 --failover_appliance=10.1.10.185 --appliance_type=msdhcp --
mclt=1800

--split=50 --message_auth=1 --shared_secret=abc@123 --sso_interval=100 --desc="DHCP
Failover Peer 1"

NAME:
editdhcpoptionspace
DESCRIPTION:
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Updates a DHCP option space in the TCPWave IPAM.
Name of the DHCP option is space is mandatory. Name of the DHCP, vendor
class and description are editable.

ARGUMENTS:

--name
Name of the DHCP option space. [mandatory]

--new_name

New name of the DHCP option space.
--vendor_class

Name of the vendor class.

--desc
Description for DHCP option space.

EXAMPLE USAGE:

twc editdhcpoptionspace --name=space --new_name="0Option space"

twc editdhcpoptionspace --name=space --vendor_class="vender class" --desc=description

NAME:

deletediscoverytmpl

DESCRIPTION:

Deletes a discovery template from the TCPWave IPAM.
ARGUMENTS:

--discovery_tmpl

Name of the discovery template. [mandatory]
--0rg

Name of the organization. [mandatory]

EXAMPLE USAGE:
twc deletediscoverytmpl --discovery_tmpl=TestTmpl --org=TCPWave

NAME:

editdhcpfingerprint

DESCRIPTION:

Updates DHCP finger print data in the TCPWave IPAM
ARGUMENTS:

--mac_vendor
Name of the MAC vendor.
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--mac_bits
First six bits of the MAC address. [mandatory]

--mac_bits_new
First six bits of the MAC address.

--device_profile
Name of the device profile.

--08
Name of the operating system or version info.

--option_sequence
DHCP option sequence. [mandatory]

--option_sequence_new
DHCP option sequence.

--user_agent
Name of the user agent.

--certainty_index
Certainty index value.

EXAMPLE USAGE:

twc editdhcpfingerprint --mac_vendor=Dell --mac_bits=3690e6 --device_profile=profile --
os=window --option_sequence=1,2,6,5,4,7 --user_agent=agent --certainty_index=1235 --
option_sequence_new=1,4,6,7,8,9,7

twc editdhcpfingerprint --mac_vendor=Microsoft --mac_bits=3695e6 --device_profile=profile --
option_sequence=1,2,6,5,4,7 --mac_bits_new=6753r4

NAME:

editdhcpoption

DESCRIPTION:

Updates a user defined DHCP option in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DHCP custom option [mandatory]

--new_name
New name of the DHCP custom option.

--option_type
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Name of the option type. Takes 'custom' or 'sub-option' as input
[mandatory]

--data_type
New Data type of the option. Updatable field Takes one of the following
values
'TP ADDRESS','IP ADDRESS LIST','STRING', DOMAIN',' TEXT"' or 'BOOLEAN'

--group_name
Name of the DHCP custom folder. Updatable field.

EXAMPLE USAGE:

twc editdhcpoption --name=ip-map --new_name=ip-list --option_type=custom --data_type="IP
ADDRESS LIST"

twc editdhcpoption --name=ip-map --option_type=sub-option --group_name="voip-option-
folder"

NAME:

editdnsforwarders
zone that is not managed by the TCPWave.

DESCRIPTION:

Updates a DNS forwarder that is used to resolve a DNS zone that is not
managed by the TCPWave. Forwarders exist on an internal 'BIND CACHE' or
'UNBOUND' DNS server in the TCPWave IPAM.

ARGUMENTS:

--appliance_ip
IP Address of the DNS internal cache server [mandatory]

--appliance_type
Type of the DNS server. Takes 'BIND CACHE' or 'UNBOUND' [mandatory]

--zZone
Name of the DNS forward Zone [mandatory]

--fwd_ipv4
Semicolon separated list of ipv4 addresses for forwarding the requests
[updatable]

--fwd_ipv6
Semicolon separated list of ipv6 addresses for forwarding the requests
[updatable]

—-desc
Description for the DNS forward zone [updatable]

EXAMPLE USAGE:
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twc editdnsforwarders --appliance_ip=10.1.10.29 --appliance_type="BIND CACHE" --
zone="tcpwave.com" --fwd_ipv4="10.1.10.204;10.1.10.10" --desc="Default Forward zone"
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NAME
editdnsforwarderstmpl
DESCRIPTION
Updates a DNS forwarder template with forwarder zones which are not managed by TCPWave IPAM.
ARGUMENTS
--group_name
Name of the DNS forwarders group. [mandatory]
--new_group_name
New name for the DNS forwarders group.
--add_forwarders
Specify the forwarders to be added in the below format.
'Zone Name |Semicolon Separated IPV4 Address|Semicolon Separated IPV6 Address'
if need to add second entry separate with comma.
Example: test.com|10.1.10.12;10.1.10.13,zone.com|10.1.10.15;10.1.10.16
--delete_forwarders
Specify the forwarders to be deleted in the below format.
Example: one.com,two.com
--desc
Description for the forwarders group.
EXAMPLE

twc editdnsforwarderstmpl --group_name=Test --
add_forwarders="test.com|10.1.10.12;10.1.10.13,zone.com|10.1.10.15;10.1.10.16" --
desc="Description for the forwarders"

twc editdnsforwarderstmpl --group_name=Test --delete_forwarders="one.com,two.com" --
desc="Description for the forwarders"

NAME
editdnsreversezone

DESCRIPTION
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Updates a DNS reverse zone in the TCPWave IPAM. IP address of the reverse zone, mask length (an
integer between 8 and 32) and organization name are mandatory fields to be given as input to update

a DNS reverse zone.

ARGUMENTS:

__ip

IP address of a DNS reverse zone. [mandatory]

--mask

Mask length (an integer between 8 and 32) [mandatory]

--org

Organization name associated with the reverse zone. [mandatory]

--zone_tmpl

New zone template name to be associated with the DNS reverse zone.

--dnssec
'"1' indicates that DNSSEC should be enabled for the reverse zone. '0' indicates that

DNSSEC is not enabled.

--nsec_opt

NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--monit

'"1' indicates monitoring is enabled for this reverse zone. '0' indicates monitoring is disabled

for this reverse zone.

--dmz_visible
1" indicates that the reverse zone is visible to cache server rooted at a public internet root
server. '0' indicates that the reverse zone is visible. If this argument is not specified the value is

defaulted to '0".
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--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the
extension attributes applied to reverse

zone : 'twc listext --entity=zone --d=,'

--views
Comma separated list of DNS view names to be associated with the DNS reverse zone.

This argument takes 'None' to dissociate the views from specified zone.

--contact_fname

First name of the new contact to be associated with the DNS reverse zone.

--contact_mname

Middle name of the new contact to be associated with the DNS reverse zone.

--contact_Iname

Last name of the new contact to be associated with the DNS reverse zone.

--contact_email

Email Id of the new contact to be associated with the DNS reverse zone.

--custom_allow_ns
Custom allow NS should be specified as FQDN. It accepts the server name and IP address by
separating them with comma. It accepts multiple values by separating them with pipe symbol.

Example: testl.com.,10.1.10.1|test2.com.,192.168.0.0

--tsig_key names
It accepts the multiple TSIG key values by separating with comma. Custom allow NS cannot
be null to specify TSIG key names.

Example: key1,key2

--desc

New description for the DNS reverse zone.
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EXAMPLE:

twc editdnsreversezone --ip=10.1.10.0 --mask=24 --org=TCPWave --desc="TCPWave Reverse

Zone" --zone_tmpl="base-zone-template" --monit=0

twc editdnsreversezone --ip=10.1.10.0 --mask=24 --org=TCPWave --desc="TCPWave Reverse

Zone" --ext_attr=ext_attr_1/value_1,ext_attr_2/value_2

twc editdnsreversezone --ip=10.1.10.0 --mask=24 --org=TCPWave --desc="TCPWave Reverse

Zone" --zone_tmpl="base-zone-template" --dnssec=1 --nsec_opt=NSEC3

twc editdnsreversezone --ip=10.1.10.0 --mask=24 --org=TCPWave --contact_fname=John --

contact_Iname=Smith --contact_email=john.smith@tcpwave.com

twc editdnsreversezone --ip=10.1.10.0 --mask=24 --org=TCPWave --views=viewl,view2 --

custom_allow_ns="TCPWaveNs.,10.1.10.1|NS1.,192.168.0.0" --tsig_key names=key1,key2

NAME
editmicrosoftadserver
DESCRIPTION
Updates the existing Microsoft AD appliance in the TCPWave IPAM.
ARGUMENTS
--ip
IP address of the appliance. [mandatory]
--org
Name of the organization. [mandatory]
--new_addr
New IP address of the appliance.
--use_https
Takes '0' or '1' as input.
--user_name
User name for the Microsoft appliance.

--desc
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Description for the Microsoft AD appliance.
EXAMPLE
twc  editmicrosoftadserver  --ip=10.0.0.10  --new_addr=10.0.0.12  --org=TCPWave --
user_name=profile
twc editmicrosoftadserver --ip=10.0.0.10 --org=TCPWave --use_https=1 --user_name=user --

desc="First Microsoft Appliance"

NAME:
editdnsrootzone
DESCRIPTION:
Updates a DNS root zone in the TCPWave IPAM. Time formats are specified,
as integer/time_unit. Time unit can be one of the following values: S,MIN,
H,D,W,MON,Y representing seconds, minutes, hours, days, weeks, months, vyears
Example: 84600/S or 30/D
ARGUMENTS:
--org
Organization name under which the DNS root zone is being updated.

[mandatory]

--desc

Description for the DNS root zone.

--dnssec
Takes '1' or '0'. '1' indicates that DNSSEC should be enabled for the

root zone. '0' indicates that DNSSEC is not enabled.

--nsec_opt
NSEC option for the root zone. Takes 'NSEC' or 'NSEC3' as values. This

argument should be specified, if DNSSEC is enabled.

--default_ttl
Default TTL for the root zone. Should be specified, in time format as

described in the description.
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--soa_email

Email id associated with the SOA record for the DNS root zone.

--soa_refresh
Refresh time associated with the SOA record for the DNS root zone.

Should be specified, in time format as described in the description.

--soa_retry
Retry time associated with the SOA record for the DNS root zone. Should

be specified, in time format as described in the description.

--s0a_expiry
Expiry time associated with the SOA record for the DNS root zone. Should

be specified, in time format as described in the description.

--soa_negcache
Negative Cache time associated with the SOA record for the DNS root zone.
Should be specified, in time format as described in the description.
--allow_query

ACL for query operation. Takes a comma separated list of ACL elements

in one of the following formats:

IP Address/permission (192.168.0.1/Allow)

ACL-name/permission (internal/Deny)

P Address/mask/permission (192.168.0.0/24/Allow)
--masters

Comma separated list of IP addresses of authoritative servers acting as

masters for the DNS root zone.

--is_proxy
DNS Proxy root zone flag. It takes '0' or '1'. If it is specified, as 'l'
proxy root zone is updated. If it is not specified, or specified, as 'O'

root zone is updated.
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--contact_first_name
First name field of
root/proxy

--contact_middle_name

Middle name field of

root/proxy
--contact_last_name
Last name field of

root/proxy

--contact_email

associated

root

associated

root

associated

root

Email ID field of the associated contact

root

EXAMPLE USAGE:

twc editdnsrootzone --org=TCPWave --default ttl=84600/S

soa_email=john.smith@tcpwave.com

soa_expiry=604800/S  --soa_negcache=86400/S
allow_query="192.168.0.1/Allow,192.168.1.0/24/Deny,internal/Deny" --desc="TCPWave root zone"

-is_proxy=0

twc editdnsrootzone --org=TCPWave --default_tt|=84600/S --soa_email=john.smith@tcpwave.com

soa_refresh=21600/S --soa_retry=3600/S
masters=192.168.1.10,192.168.1.11

--soa_refresh=21600/S --soa_retry=3600/S

contact information for the

zone.

contact information for the

zone.

contact information for the

zone.

information for the root/proxy

zone.

--dnssec=1 --nsec_opt=NSEC3

--masters=192.168.1.10,192.168.1.11  --

--soa_expiry=604800/S --soa_negcache=86400/S

allow_query="192.168.0.1/Allow,192.168.1.0/24/Deny,internal/Deny" --desc="TCPWave proxy root

zone" --is_proxy=1
editdnsview
NAME:
editdnsview

DESCRIPTION:

Updates a DNS view in the TCPWave IPAM.

ARGUMENTS:
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--org
Organization name from which the DNS view belongs. This argument is
mandatory if the user is FADM.

--name
Name of the DNS view. [mandatory]

--geoip_type
Takes the input as '0' or 1",

--match_clients
Comma separated list of match clients in one of the following formats:
IPAddress/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)
Takes the input as comma separated list of match clients in the below
format when the geoip_type=1.

country-code/permission (AD/Allow)

--match_destinations

Comma separated list of destinations in one of the following formats:

IPAddress/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)
EXAMPLE USAGE:

twc editdnsview --org=TCPWave --name=view1 --match_destinations="173.0.2.5/Allow,none/Deny"

twc editdnsview --org=TCPWave --name=viewl --match_clients="AD/Allow,IN/Deny,AE/Deny" --

geoip_type=1

twc editdnsview --org=TCPWave --name=view1 --match_clients="173.0.2.5/Allow,none/Deny"

NAME

editdnszone
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DESCRIPTION

Updates a DNS Zone in the TCPWave IPAM.
ARGUMENTS

--name

Name of the DNS Zone [mandatory]

--new_name

New name for the DNS Zone if the name is to be updated.

--org

Organization name associated with the zone. [mandatory]

--zone_tmpl

Zone template name associated with the DNS zone.

--dnssec
1 indicates that DNSSEC should be enabled for the zone. 0 indicates that DNSSEC is not

enabled.

--nsec_opt

NSEC option for the zone. Takes 'NSEC' or 'NSEC3' as values.

--cascade
Takes 0 or 1. O indicates that any name change is not propagated to the subzones. 1 indicates
that any name change should be propagated to the subzones. Should be specified when --new_name

argument is specified.

--ad_upd
'"1' indicates Active Directory updates are enabled for this zone. '0' indicates Active Directory

updates are disabled for this zone. If this argument is not specified the value is defaulted to '0'.
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--dc_ip
comma separated values of IPs of domain controllers applicable for this zone. This argument

should be specified if ad_upd argument is specified as '1'.

--ad_sec
'"1' indicates Active Directory secure updates are enabled for this zone. '0' indicates Active
Directory secure updates are disabled for thiszone. If this argument is not specified the value is

defaulted to '0".

--ad_forest
Indicates active directory forest. It takes either 'parent' or 'child'. 'parent' indicates active
directory zone is a standalone parent forest zone. 'child' indicates active directory zone is a child forest

zone.

--ms_ad_integrate

Microsoft AD integration applicable only when the selected DNS zone template has
Microsoft DNS appliance as master. It accepts '1' or '0' as input. '1' indicates zone on the Microsoft
DNS Appliance will be changed to AD integrated zone. '0' indicates zone on the Microsoft DNS
appliance will be changed to Standard Zone.

--parent_forest

Indicates active directory parent forest for the child forest.

--monit
1" indicates monitoring is enabled for this zone. '0' indicates monitoring is disabled for this

zone.

--dmz_visible
1" indicates that the zone is visible to cache server rooted at a public internet root server. '0'

indicates that the zone is visible. If this argument is not specified the value is defaulted to '0".

--acl

Comma separated list of ACL names. This argument should be specified if ad_upd argument
is specified as '1' and ad_sec is '0".

TCPWave IPAM Software © 2013-2022 Page 170 of 584



TCPWave

--is_restricted
Restricted zone flag. It takes '1' or '0'. '1' indicates that the zone is updated as a restricted

zone. '0" indicates zone is updated as a non-restricted zone.

--views
Comma separated list of DNS view names to be associated with this zone. This argument

takes 'None' to dissociate the views from specified zone.

--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the

extension attributes applied to zone : 'twc listext --entity=zone --d=,’

--contact_fname

First name field of the associated contact information for the DNS zone.

--contact_mname

Middle name field of the associated contact information for the DNS zone.

--contact_Iname

Last name field of the associated contact information for the DNS zone.

--contact_email

Email ID field of the associated contact information for the DNS zone.

--custom_allow_ns
Custom allow NS should be specified as FQDN. It accepts the server name and IP address by
separating them with comma. It accepts multiple values by separating them with pipe symbol.

Example: testl.com.,10.1.10.1|test2.com.,192.168.0.0

--tsig_key names
It accepts the multiple TSIG key values by separating with comma. Custom allow NS cannot
be null to specify TSIG key names.

Example: keyl,key2
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--desc
Description for the DNS Zone.
EXAMPLE

twc editdnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --
dnssec=1 --nsec_opt=NSEC3 --ad_upd=1 --dc_ip="10.1.10.172,10.0.10.50" --acl=none,any --ad_sec=0
--monit=0 --views=view1,view2 --desc="TCPWave Zone"

twc editdnszone --name="tcpwave.com" --new_name=dev.tcpwave.com --org=TCPWave --
cascade=1 --ad_upd=0 --is_restricted=0 --desc="TCPWave Zone"

twc editdnszone --name="tcpwave.com" --org=TCPWave --
ext_attr=ext_attr_1/value_1,ext_attr_2/value_2 --desc="TCPWave Zone"

twc editdnszone --name="dev.tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-
template" --dnssec=1 --nsec_opt=NSEC3 --ad_upd=1 --ad_forest=child --parent_forest=tcpwave.com
--dc_ip="10.1.20.175,10.3.10.52" --ad_sec=1 --desc="TCPWave Zone"

twc editdnszone --name="tcpwave.com" --org=TCPWave --contact_fname=John --
contact_Iname=Smith --contact_email=john.smith@tcpwave.com

twc editdnszone --name="tcpwave.com" --org=TCPWave --zone_tmpl="base-zone-template" --
dnssec=1 --nsec_opt=NSEC3 --custom_allow_ns="TCPWaveNs.,10.1.10.1|NS1.,192.168.0.0" --
tsig_key_names=key1,key2 --desc="TCPWave Zone"

NAME:

editdnszonetmpl

DESCRIPTION:
Update a DNS zone template in TCPWave IPAM. Time formats are specified as
integer/time_unit. time_unit can be one of the following values: S,MIN,
H,D,W,MON,Y representing seconds, minutes, hours, days, weeks, months, years
Example: 84600/S or 30/D

ARGUMENTS:

--name

Name of the DNS zone template [mandatory]

--New_name
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New name of the DNS zone template if the name is to be updated.

--org

Organization name associated with the zone template.

--default_ttl

Default TTL for the zone. Should be specified in time format as described in the description.

--soa_email

Email id associated with the SOA record for the zone.

--soa_refresh
Refresh time associated with the SOA record for the zone. Should be specified in time format

as described in the description.

--soa_retry
Retry time associated with the SOA record for the zone. Should be specified in time format

as described in the description.

--s0a_expiry
Expiry time associated with the SOA record for the zone. Should be specified in time format

as described in the description.

--soa_negcache
Negative Cache time associated with the SOA record for the zone. Should be specified in time

format as described in the description.

--allow_query
ACL for query operation. Takes a comma separated list of ACL elements in one of the

following formats:

IP Address/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)

IP Address/mask/permission (192.168.0.0/24/Allow)
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--allow_update
ACL for custom allow update operation. Takes a comma separated list of ACL elementsin one
of the following formats:

Ex: localhost,localnets

--allow_transfer
ACL for custom allow transfer operation. Takes a comma separated list of ACL elements in
one of the following formats:

Ex: none,any

--also_notify
Input for custom also notify. Takes a comma separated list of IPV4 address in one of the

following formats:

IP Address/permission (192.168.0.1/Allow)
IP Address/mask/permission (192.168.0.0/24/Allow)

--masters

Comma separated list of IP addresses of authoritative servers acting as masters for the zone.

--slaves

Comma separated list of IP addresses of authoritative servers acting as slaves for the zone.

--ms_dns_master
Comma separated list of IP addresses of Microsoft DNS Master appliances acting as masters

for the zone.

--empty_forwarders
Takes '1' or '0". '1' indicates that zones will be generated with empty forwarders in the zone

sections. '0' indicates that no empty forwarders for zones. Default 0.

--desc

Description for the DNS zone template.
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EXAMPLE:
twc editdnszonetmpl --name="base-zone-template" --org=TCPWave --desc="base zone
template" --soa_email=john.smith@tcpwave.com --allow_update=localhost,localnets --

allow_transfer=none,any --masters=192.168.1.10,192.168.1.11 --slaves=192.168.1.12,192.168.1.13 -

-empty_forwarders=1

twc editdnszonetmpl --name="base-zone-template" --org=TCPWave --

soa_email=john.smith@tcpwave.com --masters=192.168.1.10 --slaves=192.168.1.12

twc editdnszonetmpl --name="base-zone-template" --org=TCPWave --

soa_email=john.smith@tcpwave.com --ms_dns_master=192.168.1.12 --empty_forwarders=1

NAME:
editdomain
DESCRIPTION:

Updates a DNS domain in the TCPWave IPAM.
A DNS domain can be updated with a new name and description.

ARGUMENTS:

--name
Name of the domain being updated. [mandatory]

--0rg
Organization name associated with the domain.
This argument is for users in FADM role to select appropriate
organization to which the operation must be applied.
For users not in FADM role, the operation is by default applied to the
organization that the user is associated with.

--new_name
New name for the domain if the name of the domain is being updated.
--desc
Description for the domain being updated.

--cascade
Takes 0 or 1. 0 indicates that any name change is not propagated to the
subdomains. 1 indicates that any name change should be propagated to the
subdomains. Should be specified, when --new_name argument is specified,.
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EXAMPLE USAGE:

twc editdomain --name="tcpwave.com" --desc="TCPWave Primary Domain" --
new_name=tcpwavel.com --cascade=1 --org=TCPWave

twc editdomain --name="tcpwave.com" --new_name=tcpwavel.com --cascade=1 --

org=TCPWave

twc editdomain --name="QAZonel.com" --new_name=QAZone.com --desc="QA Domain" - --

org=QAOrg --cascade=0

NAME:

editext

DESCRIPTION:

Updates an extended attribute in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the extension attribute. [mandatory]

--new_name
New name of the extension attribute.

--type

Data type of the extension attribute. It takes one of 'string’, 'date’,

‘numeric', 'ip' or 'list'.

--list_values

Values of the list type extension attribute. It takes comma separated
list of strings. This argument is applicable only when type argument is

list'.
--entities

Entities for which extension attribute to be applied. It takes comma
separated list of entity in format : entity/show_grid_flag. Allowable

entities are 'admin’, 'network’, 'subnet’, 'object’, 'zone'.
show_grid_flag takes 1 or 0. Examples admin/1,network/0

--mandatory
It takes '1' or '0". '1' indicates that extension attribute value is
mandatory while creating the target entities. '0' indicates that

extension attribute value is not mandatory while creating the target

entities.

—-desc
Description of the extension attribute being updated.
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EXAMPLE USAGE:

twc editext --name=RITS_ID --type=numeric --entities=admin/1,network/0 --mandatory=0 --
desc="RITS ID administrator"

twc editext --name=CHG_TKT --new_name=RITS_ID --mandatory=1

twc editext --name=0S_TYPE --type=list --entities=object/1 --list_values=Windows,Linux,Mac -
mandatory=0

NAME
editextvalue
DESCRIPTION

Updates the extended attribute value of specified key defined in the TCPWave IPAM. Applicable
entities are 'admin’, 'network’, 'subnet’, 'object' and 'zone'. If entity is 'network’, 'subnet’ or 'object’
key must be an IP address. If entity is admin, key is the login-name of admin. If entity is zone, then
key is domain name.

ARGUMENTS
--name
Name of the extended attribute. [mandatory]
--entity
Entity of the extended attribute. [mandatory]
--key
Key of the extended attribute. [mandatory]
--value
Value of the extended attribute for specified key. [mandatory]
--org

Name of the organization. [mandatory]
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EXAMPLE

twc editextvalue --name="CHG_TKT" --entity=zone --key=tcpwave.com --value=tkt --
org=TCPWave
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NAME:

editglobalopts

DESCRIPTION:

Updates a Global Option in the TCPWave IPAM.
ARGUMENTS:

--option
Option to edit [mandatory]
--value
Value of the associated option to be set. Updatable field.

EXAMPLE USAGE:
twc editglobalopts --option=ENABLE_DEBUG_LOGGING --value=Yes

NAME:

editipvénetwork

DESCRIPTION:

Updates an IPv6 network in the TCPWave IPAM.
ARGUMENTS:

--network
IPv6 address of the target network. [mandatory]

--0rg
Organization name under which the network is being created. This
argument is mandatory if the user is FADM.

--name
New name of the network to be updated.

--desc
Description for the network to be updated.

--dnssec
1 indicates that dnssec should be enabled for the reverse zone. 0
indicates that dnssec is not enabled.

--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--zone_tmpl
Zone template name to be associated with the reverse zone.
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--dmz_visible
'1' indicates that the zone is visible to the cache server rooted at a
public internet root server. '0' indicates that the zone is not visible.
If this argument is not specified, the value is defaulted to '0'.

EXAMPLE USAGE:

twc editipvénetwork --network=2000:: --org=TCPwave --desc="TCPWave Network"

twc editipvbnetwork --network=2000:: --name=NewName --org=TCPwave --desc="TCPWave
Network" --dnssec=1 --nsec_opt=NSEC --zone_tmpl="TestZoneTemplate" --dmz_visible=1

NAME:
editipv6object
DESCRIPTION:
Updates an IPv6 object in the TCPWave IPAM.
ARGUMENTS:
--object
IPv6 address of the target object. [mandatory]

--0rg
Organization name in which the operation must be performed. This
argument is mandatory if the user is FADM. [mandatory]

--name
Name of the target object.

--alloc_type
Address allocation type (Static | Manual | Dynamic | Auto).

--class_code
Class code of the target object.

--mac
MAC address of the target object.

--desc
Description for the target object.

-ttl
Time-to-Live in seconds for the target object.

--opt_tmpl
Option Template Name associated with the target object.
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--dhcp_appliance
DHCP Server Name associated with the specified, Option Template.

--ns_aaaa
Takes 0] 1. 1 indicates that the corresponding AAAA resource record must
be updated in the name service zone file. 0 indicates that the
corresponding A resource record will not be updated in the name service
zone file.

--ns_ptr
Takes 0| 1. 1 indicates that the corresponding PTR resource record must
be updated in the name service zone file. 0 indicates that the
corresponding PTR resource record will not be updated in the name
service zone file.

--ddns_aaaa
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding AAAA resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding A resource record in the name service zone file.

--ddns_ptr
Takes 0] 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding PTR resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding PTR resource record in the name service zone file.

--ddns_cname
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding CNAME resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding CNAME resource record in the name service zone file.

--ddns_mx
Takes 0| 1. 1 indicates that dynamic DNS updates are allowed to the
corresponding MX resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the
corresponding MX resource record in the name service zone file.

--contact_first name
First Name field of the associated contact information for the object.

--contact_last_ name
Last Name field of the associated contact information for the object.

--contact_email
Email Id field of the associated contact information for the object.

--streetl
Street1 field of the ipv6 object address [mandatory]
--street2
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Street2 field of the ipv6 object address.
--City

City field of the ipv6 object address [mandatory]
--state

State field of the ipv6 object address [mandatory]
--country

Country field of the ipv6 object address [mandatory]
--zip

Zip code field of the ipv6 object address [mandatory]

EXAMPLE USAGE:

twc editipv6object --object='2001::a:0:0:0:0' --org=TCPWave --desc="testing' --name=Laptop-001 -
-class_code=Laptop --mac=11:11:22:33:aa:bb --ttl=100 --ns_aaaa=1 --ns_ptr=1 --ddns_aaaa=1 -
ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --room=231 --end_of life=2000 --floor=10

twc editipv6object --object='2001::a:0:0:0:0" --org=TCPWave --alloc_type=Dynamic --
opt_tmpl=Generic --dhcp_appliance="DHCP-server’

twc editipv6object --object='2001::a:0:0:0:0' --org=TCPWave --contact_first_name=John10 --
contact_last_ name=Smith10 --contact_email=john.smith10@tcpwave.com

NAME:

editipv6subnet

DESCRIPTION:

Updates an IPv6 subnet in the TCPWave IPAM.
ARGUMENTS:

--subnet
IPv6 address of the target subnet. [mandatory]

--name
Name of the subnet. [Updatable field]

--0org
Name of the organization to which subnet belongs. This argument is
mandatory if user is 'FADM".

--subnet_groupname
Name of the associated subnet group. If this argument is specified, as
'None' this will dissociate subnet group from subnet. [Updatable field]

--domain
Domain to be associated with this IPv6 subnet. [Updatable field]

--router_addr
IPv6 address of the router to be associated with the subnet.
[Updatable field]
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--dhcp_tmpl
Template name specifying the IPv6 DHCP options for the subnet. If this
argument is specified, as 'None' this will dissociate DHCP option
Template from subnet. [Updatable field]

--dhcp_appliance
Primary DHCP server address for the subnet. This argument is mandatory if
dhcp_tmpl argument is specified. If this argument is specified, as 'None'
this will dissociate DHCP server from subnet. [Updatable field]

--desc
Description text for the IPv6 subnet. [Updatable field]

--streetl
Street1 part of the location information. Should be specified, along with
other mandatory location fields if location is to be updated.

--street2
Street2 part of the location information. Should be specified, along with
other mandatory location fields if location is to be updated.

--City
City part of the location information. Should be specified, along with
other mandatory location fields if location is to be updated.

--state
State part of the location information. Should be specified, along with
other mandatory location fields if location is to be updated.

--country
Country part of the location information. Should be specified, along with
other mandatory location fields if location is to be updated.

--Zip

Zip code part of the location information. Should be specified, along with
other mandatory location fields if location is to be updated.

EXAMPLE USAGE:

twc editipv6subnet --subnet=2001::£000:0:0:0:0 --org=TCPWave --domain=123.com --
router_addr=2001:0:0:f000::2 --desc="Description" --dhcp_tmpl=DHCP-Option-Template --
dhcp_appliance=DHCP-Server-006

twc editipv6subnet --subnet=2001::f000:0:0:0:0 --org=TCPWave --street1="600 ALEXANDER
ROAD" --city="PRINCETON" --state=N] --country=USA --zip=08540 --desc="Location updated"
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NAME
editipvbdnsreversezone
DESCRIPTION

Updates a DNS reverse zone in the TCPWave IPAM. IP address of the reverse zone, mask length
(an integer between 4 and 128) and organization name are mandatory fields to be given as input to
update a DNS reverse zone.

ARGUMENTS
—-ip
IPv6 address of a DNS reverse zone. [mandatory]
--name
Name of the IPv6 DNS reverse zone. [mandatory]
--mask
Mask length (an integer between 4 and 128) [mandatory]
--org
Organization name associated with the reverse zone. [mandatory]
--zone_tmpl
New zone template name to be associated with the DNS reverse zone.
--dnssec

'"1' indicates that DNSSEC should be enabled for the reverse zone. '0' indicates that DNSSEC
is not enabled.

--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.
--monit

1" indicates monitoring is enabled for this reverse zone. '0' indicates monitoring is disabled

for this reverse zone.
--dmz_visible

'1' indicates that the reverse zone is visible to cache server rooted at a public internet root
server. '0' indicates that the reverse zone is visible. If this argument is not specified the value is
defaulted to '0'.

--ms_ad_integrate

Microsoft AD integration applicable only when the selected DNS zone template has
Microsoft DNS appliance as master. It accepts '1' or '0' as input. '1' indicates zone on the Microsoft
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DNS Appliance will be changed to AD integrated zone. '0' indicates zone on the Microsoft DNS
appliance will be changed to Standard Zone.'

--views

Comma separated list of DNS view names to be associated with the DNS reverse zone. This
argument takes 'None' to dissociate the views from specified zone.

--contact_fname

First name of the new contact to be associated with the DNS reverse zone.

--contact_mname

Middle name of the new contact to be associated with the DNS reverse zone.

--contact_Iname

Last name of the new contact to be associated with the DNS reverse zone.

--contact_email

Email Id of the new contact to be associated with the DNS reverse zone.

--custom_allow_ns

Custom allow NS should be specified as FQDN. It accepts the server name and IP address by
separating them with comma. It accepts multiple values by separating them with pipe symbol.

Example: testl.com.,3111::3|test2.com.,3000::3
--is_tsig
1 indicates TSIG is enabled. 0 indicates TSIG is disabled.
--desc
New description for the DNS reverse zone.

EXAMPLE

twc editipvbédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --mask=24 --org=TCPWave -
-desc="TCPWave Reverse Zone" --zone_tmpl="base-zone-template" --monit=0

twc editipvbédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --mask=24 --org=TCPWave -
-desc="TCPWave Reverse Zone" --dnssec=1
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twc editipvbdnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --mask=24 --org=TCPWave -
-desc="TCPWave Reverse Zone" --zone_tmpl="base-zone-template" --dnssec=1 --nsec_opt=NSEC3

twc editipvbédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --mask=24 --org=TCPWave -
-contact_fname=John --contact_Iname=Smith --contact_email=john.smith@tcpwave.com

twc editipvbédnsreversezone --ip=5000:: --name=0.0.0.0.0.5.ip6.arpa --mask=24 --org=TCPWave -
-views=view1,view2 --custom_allow_ns="TCPWaveNs.,10.1.10.1|NS1.,192.168.0.0" --is_tsig=0

NAME
editipvbsubnetgroup
DESCRIPTION
Updates an IPv6 subnet group in the TCPWave IPAM.
ARGUMENTS
--name
Name of the IPv6 subnet group being updated. [mandatory]
--org
Organization name of the IPv6 subnet group. [mandatory]
--new_name
New name for the IPv6 subnet group if the name needs to be updated.
--desc
Description of the IPv6 subnet group.
EXAMPLE
twc editipvbsubnetgroup --name=IT_SG --new_name=Sales SG --desc="IT subnet group" --

org=TCPWave

NAME

editipv6block

DESCRIPTION

Updates an IPv6 address block in the IPv6 address pool defined in the TCPWave IPAM.

ARGUMENTS

--name
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New name of the IPv6 address block.

__ip
Address of the target IPv6 address block. [mandatory]

--org

Organization name to which the IPv6 address block exist. [mandatory]

--zone_tmpl

Zone template name to be associated with the block reverse zone.

--dmz_visible
DMZ visibility flag. '1' indicates that the reverse zone is visible to the cache server rooted at
a public internet root server. '0' indicates that the zone is not visible. If this argument is not specified

the value is defaulted to '0".

--desc

Description of the IPv6 address block.
--dnssec
DNSSEC flag. 1 indicates that DNSSEC will be enabled for the reverse zone. 0 indicates that

DNSSEC is not enabled.

--nsec_opt

NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

EXAMPLE

twc editipvbblock --ip=2000:: --org=TCPwave --name=new_name --desc="TCPWave IPv6 address

block"

twc editipvbblock --ip=2000:: --name=NewName --org=TCPwave --desc="TCPWave IPv6 address

block" --dnssec=1 --nsec_opt=NSEC --zone_tmpl="TestZoneTemplate" --dmz_visible=1
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NAME
editipv6pool
DESCRIPTION
Updates an IPv6 address pool in the TCPWave IPAM.
ARGUMENTS
—-ip
Address of the target IPv6 address pool. [mandatory]
--org
Organization name of the existing IPv6 address pool.
--name
New name of the IPv6 address pool to be updated.
--desc
Description for the IPv6 address pool to be updated.
--dnssec
1 indicates that dnssec should be enabled for the reverse zone. 0 indicates that dnssec is not
enabled.
--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.
--zone_tmpl
Zone template name to be associated with the reverse zone.
--dmz_visible
'1' indicates that the zone is visible to the cache server rooted at a public internet root server.
'0' indicates that the zone is not visible. If this argument is not specified the value is defaulted to '0'.

EXAMPLE

twc editipvbpool --ip=2000:: --org=TCPwave --desc="TCPWave IPv6 address pool"

twc editipv6pool --ip=2000:: --name=NewName --org=TCPwave --desc="TCPWave IPv6 address

pool" --dnssec=1 --nsec_opt=NSEC --zone_tmpl="TestZoneTemplate" --dmz_visible=1

NAME:

editlocation
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DESCRIPTION:

Update a location for a given organization in the TCPWave IPAM.
The target organization must be specified, using --org parameter
Target location must specify in terms of the mandatory address fields.

ARGUMENTS:

--streetl
Street1 field of the location address [mandatory]

--street2
Street?2 field of the location address.

--City
City field of the location address [mandatory]

--state
State field of the location address [mandatory]

--country
Country field of the location address [mandatory]

--Zip
Zip code field of the location address [mandatory]

--0rg
Organization name for which the location is being updated [mandatory]

--new_streetl
New Streetl field of the location address.

--new_street2
New Street2 field of the location address.

--new_city
New City field of the location address.

--new_state
New State field of the location address.

--new_country
New Country field of the location address.

-new_zip
New Zip code filed of the location address.

EXAMPLE USAGE:

twc editlocation --org=TCPWave --street1="600 ALEXANDER ROAD" --city="PRINCETON" --
state=NJ --country=USA --zip=08540

--new_street1="10 Main street" --new_street2="lane park"" --new_city="Atlantic city" --
new_state=princeton --new_country=N] --new_zip=08401
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NAME:

editlogchannel - Updates a DNS log channel in the TCPWave IPAM.
DESCRIPTION:

Updates a DNS log channel in the TCPWave IPAM.

ARGUMENTS:

--name
Name of the DNS log channel [mandatory]

-new_name
New name of the DNS log channel.

--type
DNS log channel type. Takes 'FILE', 'SYSLOG', 'STDERR' or 'NULL.

--print_time
Takes '1' or '0". '1' enables print time. '0' disables print time.

--print_sev
Takes '1' or '0'. '1' enables print severity. '0' disables print
severity.

--print_cat
Takes '1' or '0". '1' enables print log category. '0' disables print
log category.

--severity
Takes 'dynamic','debug’,'info’,'notice','warning','error’ or 'critical'.

--file_path
Full path the file to which log is written to.

--versions
Number of versions of the log file to be preserved before purging older
versions.

--size

Size of the log file before a new version of the file is created.

--facility
Syslog facility name. Should be specified, for channel type 'SYSLOG'.

--debug_level
Debug level value. Should be specified, if severity is 'debug'.

EXAMPLE USAGE:
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twc editlogchannel --name=testlogchannel --type=FILE --severity=dynamic --
file_path=/var/log/test.log --versions=10 --size=1024 --print_time=1 --print_sev=1 --print_cat=1

twc editlogchannel --name=testlogchannel --new_name=defaultChannel

NAME:
editmirroredzone
DESCRIPTION:

Updates a DNS managed mirrored zone in the TCPWave IPAM.
Name, description for a given mirrored zone can be updated and one of them
must be specified,.

ARGUMENTS:

--0rg
Organization name under which the mirrored zones is being updated. This
argument is mandatory if the user is FADM.

--name
Name of the existing mirrored zone. [mandatory]

--Zone_name
Name of the DNS zone associated with the mirrored zone. [mandatory]

--new_name
New name of the mirrored zone.

--desc
Description for the mirrored zone.

EXAMPLE USAGE:

twc editmirroredzone --org=TCPWave --name=tcpwave.com --zone_name=tcpwavel.com --
new_name=tcpwave2.com --desc="Mirrored zone of tcpwave.com"

NAME:

editmicrosoftdhcpserver

DESCRIPTION:

Updates the existing Microsoft DHCP appliance in the TCPWave IPAM.
ARGUMENTS:

--addr
IP address of the appliance. [mandatory]
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--org
Name of the organization. [mandatory]

--new_addr
New IP address of the appliance.

--use_https
Takes '0' or '1' as input.

--user_name
User name for the Microsoft DHCP appliance.

--mac_exclusion_addr
Comma separated mac exclusion addresses without any spaces.

--desc
Description for the Microsoft DHCP appliance.

EXAMPLE USAGE:
twc editmicrosoftdhcpserver --addr=10.0.0.10 -new_addr=10.0.0.12 --org=TCPWave --
user_name=profile --mac_exclusion_addr=AA:BB:CC:DD:EE:F5,AA:BB:CC:DD:EE:F9

twc editmicrosoftdhcpserver --addr=10.0.0.10 --org=TCPWave --use_https=1 --user_name=user -
-desc="First Microsoft Appliance"

NAME:

editmicrosoftdnsserver

DESCRIPTION:

Updates the existing Microsoft DNS appliance in the TCPWave IPAM.
ARGUMENTS:

--addr
IP address of the appliance. [mandatory]

--org

Name of the organization. [mandatory]
--new_addr

New IP address of the appliance.
--use_https

Takes '0' or '1' as input.
--user_name

Username for the Microsoft appliance.
—-desc
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Description for the Microsoft DNS appliance.

EXAMPLE USAGE:
twc editmicrosoftdnsserver --addr=10.0.0.10 --new_addr=10.0.0.12 --org=TCPWave --
user_name=profile

twc editmicrosoftdnsserver --addr=10.0.0.10 --org=TCPWave --use_https=1 --user_name=user --
desc="First Microsoft Appliance"
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NAME
editmicrosoftadsite
DESCRIPTION

Updates Microsoft AD site in the TCPWave IPAM. You can enter site name up to 32 characters
(alpha-numeric and hyphen). The system restricts you to enter a space between the words. At least
one alphabet needs to be part of the name. The name cannot contain all the numerals.

ARGUMENTS
--name
Name of the Microsoft AD site. [mandatory]
--new_name
New name of the Microsoft AD site.
--subnet_group
Name of the subnet group, it accepts the comma separated subnet groups.
—-ip
IP address of the appliance. [mandatory]
--org
Name of the organization. [mandatory]
--desc
Description for the Microsoft AD site.
EXAMPLE

twc editmicrosoftadsite --name=UKSite --ip=10.0.0.10 --org=TCPWave --desc="Updated UK Site"

twc editmicrosoftadsite --name=UKSite --new_name=NJSite --ip=10.0.0.10 --org=TCPWave

twc editmicrosoftadsite --name=NJSite --subnet_group=NJGroup --ip=10.0.0.10 --org=TCPWave

twc editmicrosoftadsite --name=NJSite --subnet_group=TestGroup --ip=10.0.0.10 --org=TCPWave
--desc="Updated NJ Site"
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NAME:

editnetwork

DESCRIPTION:

Updates a network in the TCPWave IPAM.
ARGUMENTS:

--network
Address of the network. [mandatory]

--name
Name of the network.

--desc
Description of the network.

--dnssec
Enable DNSSEC flag. Takes '1' or '0". '1' indicates that DNSSEC should
be enabled for the reverse zone. '0' indicates that DNSSEC is not
enabled.

--nsec_opt
NSEC option for the reverse zone. Takes 'NSEC' or 'NSEC3' as values.

--zone_tmpl
Name of the zone template to be associated with the reverse zone.

--dmz_visible
'1' indicates that the zone is visible to the cache server rooted at a
public internet root server. '0' indicates that the zone is not visible.
If this argument is not specified, the value is defaulted to '0'.

--0rg
Name of the organization to which network belongs. This argument is
mandatory if user is 'FADM".

-—-ext_attr
Comma separated list of extension attributes with their values in the
format: extension_attribute_name/extension_attribute_value. Use the
following command to see all the extension attributes applied to
network: 'twc listext --entity=network --d=,".

--monitoring
Enable monitoring services flag. Takes '1' or '0". '1' indicates that
monitoring service should be enabled for the network. '0' indicates
that monitoring is not enabled.

--enable_discovery
Enable discovery flag. Takes '1' or '0". '1' indicates that discovery
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should be enabled for the network. '0' indicates that discovery is not
enabled.

--discovery_tmpl
Name of the discovery template. It is mandatory to specify the discovery
template name if discovery is enabled.

--contact_first name

First name field of the associated contact information for the network.
--contact_middle_name

Middle name field of the associated contact information for the network.

--contact_last_name
Last name field of the associated contact information for the network.

--contact_email
Email ID field of the associated contact information for the network.
EXAMPLE USAGE:
twc editnetwork --network=50.0.0.0 --org=TCPWave --name="TCPWave Network" --

desc="TCPWave Network"

twc editnetwork --network=50.0.0.0 --org=TCPWave --name="TCPWave Network" --
desc="TCPWave Network" --dnssec=1 --nsec_opt=NSEC --zone_tmpl="TestZoneTemplate" --
dmz_visible=1

twc editnetwork --network=50.0.0.0 --org=TCPWave --name="TCPWave Network" --
desc="TCPWave Network" --ext_attr=ext_attr_1/value_1,ext_attr_2/value_2

twc editnetwork --network=50.0.0.0 --org=TCPWave --name="TCPWave Network" --
monitoring=1 --enable_discovery=1 --discovery_tmpl="Discovery-Template" --desc="TCPWave
Network"

twc editnetwork --network=80.0.0.0 --org=TCPwave --contact_first_ name=John --
contact_last_name=Smith --contact_email=john.smith@tcpwave.com --desc="TCPWave
Network"

NAME

editobject

DESCRIPTION

The twc editobject CLI command is used to update object in TCPWave IP Address Management system.
The syntax of this command is shown below. The user invoking this command is expected to have
authentication permission and should be authorized to perform edit object. The TCPWave IPAM audits
this action. Successful completion of this command exits with a status code 0. Target object should
be specified in terms of --object parameter

ARGUMENTS
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--object
IP Address of the target object. [mandatory]
--name
Name of the target object.
--alloc_type
Address allocation type. (Static | Manual | Dynamic | Reserved | Auto)
--class_code
Class code of the target object.
--domain
Domain name associated with the target object.
--org
Name of the organization to which specified object belongs. [mandatory]
--mac
MAC address of the target object.
--desc
Description for the target object.
--ttl
Time-to-Live in seconds for the target object.
--view
Name of the DNS view. It accepts the comma separated DNS view names.
--opt_tmpl
Option Template Name associated with the target object.
--ns_a
Takes 0] 1. 1 indicates that the corresponding A resource record has to be updated in the
name service zone file. 0 indicates that the corresponding A resource record will not be updated in
the name service zone file.
--ns_ptr
Takes 0]1. 1 indicates that the corresponding PTR resource record has to be updated in the
name service zone file. 0 indicates that the corresponding PTR resource record will not be updated in
the name service zone file.
--ddns_a
Takes 0|1. 1 indicates that dynamic DNS updates are allowed to the corresponding A
resource record in the name service zone file. 0 indicates that dynamic DNS updates are not allowed

to the corresponding A resource record in the name service zone file.
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--ddns_ptr
Takes 0]1. 1 indicates that dynamic DNS updates are allowed to the corresponding PTR
resource record in the name service zone file.
0 indicates that dynamic DNS updates are not allowed to the corresponding PTR resource
record in the name service zone file.
--ddns_cname
Takes 0]1. 1 indicates that dynamic DNS updates are allowed to the corresponding CNAME
resource record in the name service zone file. 0 indicates that dynamic DNS updates are not allowed
to the corresponding CNAME resource record in the name service zone file.
--ddns_mx
Takes 0]1. 1 indicates that dynamic DNS updates are allowed to the corresponding MX
resource record in the name service zone file. 0 indicates that dynamic DNS updates are not allowed
to the corresponding MX resource record in the name service zone file.
--contact_fname
First Name field of the associated contact information for the object.
--contact_mname
Middle Name field of the associated contact information for the object.
--contact_Iname
Last Name field of the associated contact information for the object.
--contact_email
Email Id field of the associated contact information for the object.
--streetl
Streetl part of the location information.
--street2
Street2 part of the location information.
--City
City part of the location information.
--state
State part of the location information.
--Zip
Zip code part of the location information.
--country
Country part of the location information.

--room
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Room information for object location attribute.
--floor
Floor information for object location attribute.
--terminal_server_kvm
Terminal server kvm for the object.
--switch
Switch for the object.
--port
Port for the object.
--duplex
Duplex for the object. It accepts the input as any digit along with Mbps or Gbps, Ex: 100Mbps.
--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the
extension attributes applied to object : 'twc listext --entity=object --d=,'
--vmware_attributes
VMWare Attributes are mandatory for VMWare ESXi and VMWare vCenter object types.It
accepts port number, user name and password by separating with '|' symbol.
Example: 7443 |tcpwave |abc12345
--validate
To validate the VMWare attribute. It accepts '1' or '0'. '1' indicates to validate the VMWare
Attributes. '0' indicates don't validate the VMWate Attributes.
EXAMPLE

twc editobject --object=10.20.0.5 --org=Internal --name="PC-2733663" --class_code=PC -

domain=tcpwave.com --mac=01:23:45:67:89:ab --desc="General use PC" --ttI=300 --ns_a=1 --

ns_ptr=1 --ddns_a=1 --ddns_ptr=1 --ddns_cname=1 --ddns_mx=1 --alloc_type=Dynamic
opt_tmpl=Generic

twc editobject --object=10.20.0.5 --org=Internal --name="PC-2733663" --class_code=PC -

domain=tcpwave.com --mac=01:23:45:67:89:ab --desc="General use pC" --
ext_attr=ext_attr_1/value_1,ext_attr_2/value 2

twc editobject --object=10.20.0.5 --org=Internal --name="9G1880000Phone" --class_code="3G
Phone" --domain=angels.com --alloc_type=Reserved --expiry_date="06/1/2018" --

mac=29:23:46:97:89:7d --ttl=300 --desc="Reserved IP Updated"
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twc editobject --object=10.20.0.5 --org=Internal --name="Server-2733663" --
class_code="TCPWave Remote" --domain=tcpwave.com --streetl="600 ALEXANDER ROAD" --
city="PRINCETON" --state=NJ --country=USA --zip=08540 --contact_fname=John --
contact_Iname=Smith --contact_email=john.smith@tcpwave.com

twc editobject --object=10.20.0.5 --org=Internal --room="Room-1" --floor=second --switch=test -

-port=8808 --duplex=10mbps

NAME:
editobjecttype
DESCRIPTION:

Updates an object type in the TCPWave IPAM.
An object type can be updated with a new prefix, suffix and description.

ARGUMENTS:

--code
Unique code of the object type. [mandatory]

--prefix
Prefix of the object type. Example: 3G

--suffix
Suffix of the object type. Example: Phone

--prefix_zeros
Set zeros as prefix to initial sequence number. It takes as 'yes' or
'No'.

--desc
description of the object type.

EXAMPLE USAGE:

twc editobjecttype --code="Server" --prefix="server" --suffix="type-object" --prefix_zeros=yes --
desc="A Generic Web Server"

twc editobjecttype --code="Web Server" --prefix="web-server" --suffix="type-object" --
prefix_zeros=no --desc="A Generic Web Server"

NAME:
editorg
DESCRIPTION:

Updates an organization in the TCPWave IPAM.
An organization can be updated with a new name and description. Also, a root
zone can be enabled or disabled.
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ARGUMENTS:

--name
Name of the target organization that is being updated [mandatory]

--new_name
New name for the target organization.

--new_desc
New description for the target organization.

--enable_root_zone
Takes '1' or '0". Root zone can be created for the organization when
the value is '1' and cannot be created for the organization when the
value is '0".

EXAMPLE USAGE:

twc editorg --name="TCPWave" --new_name="TCPWavel" --new_desc="TCPWave
Organization” --enable_root_zone=1

NAME:

editrpztmpl

DESCRIPTION:

Updates a DNS Response policy zone (RPZ) template in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the DNS Response policy zone (RPZ) template to be updated in the
TCPWave IPAM. [mandatory]

--new_name
New name of the DNS Response policy zone(RPZ) template.

--Zone_name
Zone name used in Response policy zone(RPZ) template.

--policy_file
Policy rules file for the RPZ template.

--certificate_file
Path of the certificate file for the Response policy zone(RPZ) data feed
from third party.

--url
Response policy zone(RPZ) data feed URL of third party.
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--auto_xfr
Flag to indicate whether the zone data feed will be done from an
external DNS server or local data. Takes '0' or '1'. Default value is
'0". If this argument is specified, as '1' the zone data will be feed
from an external DNS Server using zone transfer.

--master_server
IP address of the server used for RPZ data feed. This argument is
mandatory if --auto_xfr is specified, as '1'.

--comm_key_name
Server zone transfer key name for RPZ feed. This argument is mandatory
if —auto_xfr is specified, as '1".

--comm_key_value
Server zone transfer key value for RPZ feed. This argument is mandatory

if —auto_xfr is specified, as '1".

--desc
Description of the RPZ template to be updated in TCPWave IPAM.

EXAMPLE USAGE:

twc editrpztmpl --name="RPZ-Template" --new_name="New-RPZ-Template"

twc editrpztmpl --name="RPZ-Template" --zone_name=newzone.com --
policy_file=RpzPolicyFile --auto_xfr=0

twc editrpztmpl --name="RPZ-Template" --master_server=10.1.10.251

twc editrpztmpl --name="RPZ-Template" --comm_key_name="NewCommunicationKeyName" -
comm_key_value="NewCoomunicationKeyValue"

NAME:

editrr

DESCRIPTION:

Updates a DNS resource record in 'object’, 'zone' or 'revzone' scopes.

ARGUMENTS:

--owner

Name part of the existing resource record. Should be a valid FQDN.

[mandatory]
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--data

Data part of the existing resource record. [mandatory]

--rr_scope
Takes 'object', 'zone' or 'revzone'. Defines the context in which the

resource record exist. [mandatory]

--type
Indicates the type of the resource record. Takes one of 'A’, 'CNAME',
'MX', 'SRV', 'NS', 'TXT', 'NAPTR', 'PTR', 'DS', 'AAAA', 'DNAME', 'HINFO', 'CAA', 'LOC', 'LSA'".

[mandatory]

--class
Indicates the class of the resource record. Support only 'IN' currently.
Valid class is 'IN".

[mandatory]

--zone_name
Zone name of the target zone in TCPWave IPAM when rr_scope argument

is specified as 'zone'.

--ipv4
IP address of the target object in TCPWave IPAM when defining resource
record of type 'A'. This argument also represents IP address part when

resource record type is 'PTR".

--addr
IP Address of the reverse zone in TCPWave IPAM when rr_scope argument is

specified as 'revzone'.

--mask
Mask length of the reverse zone in TCPWave IPAM when rr_scope argument is

specified as 'revzone'.
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--ttl
Indicates the time-to-live value specified in number of seconds for the

resource record.

--new_owner
New owner name of the resource record.
Should be a valid domain name for records of type 'A'.
Should be a valid alias for records of type CNAME
Should be a valid domain name for records of type NS

Should be a valid domain name for record of type DS

--Chame

CNAME data part of a CNAME record.

--domain

Domain name in data part of a PTR resource record.

--host

Host name in data part of a PTR resource record.

--name_server

Name Server or data part a NS resource record.

--org

Organization name to which the specified scope belongs. [mandatory]

--view

DNS view name to which resource record is being updated. This argument

is applicable when --rr_scope is zone or object or revzone when type is PTR.

--prefnum

Preference number associated with an MX resource record.
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--mail_host
Name of the server hosting the mail service associated with an MX

resource record.

--service

Service name associated with an SRV resource record.

--protocol

Protocol associated with an SRV resource record.

--priority

Priority number associated with an SRV resource record.

--weight

Weight associated with an SRV resource record.

--port

Port number associated with an SRV resource record.

--target
Name of the server hosting the service associated with an SRV record.

Should point to a valid A record for records of type 'SRV'.

--txt

Text associated with a TXT resource record.

--order

Order number associated with an NAPTR resource record.

--flag

Flag value associated with an NAPTR resource record.

--params

Params value associated with an NAPTR resource record.
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--regexp

Regexp value associated with an NAPTR resource record.

--replace

Replace field associated with an NAPTR resource record.

--key_tag
Key Tag data associated with a DS resource record. It should be positive

integer value. Example: 100.

--algorithm
Algorithm data associated with a DS or SSHFP resource record.
It should be positive value for DS resource record integer value.
Example: 100.
Algorithm is mandatory for SSHFP resource record, it accepts the below
algorithm types.
Example: RSA, DSA, ECDSA, Ed25519.

--digest_type
Digest type data associated with a DS resource record. It should be

positive integer value. Example: 100.
--key_digest
Key Digest data associated with a DS resource record. It should be

hexadecimal key.

--srvc_subtype

Service subtype takes the value as '1' or 2.

--desc

Description for the resource record.

--external_rr
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Takes '0' or '1'. If this argument is specified as '1' resource record
will be updated as an external resource record. This argument is

applicable when --rr_scope=zone else it will be ignored.

--is_proxy
DNS Proxy root zone flag. It takes '0' or '1". If it is specified as '1'
resource record being updated will be treated as a proxy root zone
resource record. If it is specified as '0' resource record being updated
will be treated as a root zone resource record. This argument is

applicable when --rr_scope=zone and --zone_name=.(dot).

--fprint_type
Fingerprint type data associated with SSHFP resource record.

It should accept 'SHA-1' or 'SHA-256' value.

--fprint

Fingerprint data associated with SSHFP resource record.

--public_key
Public Key data associated with a DKIM resource record.The key should

not have spaces.

--test_mode
Test mode data associated with a DKIM resource record. It should accepts
only 'Only domain' or 'Domain and sub-domains' value.

EXAMPLE:

twc editrr --owner=www.tcpwave.com. --data=10.0.0.1 --type=A --class=IN --rr_scope=object --

ipv4=10.0.0.1 --ttI=5000 --new_owner=www --org=TCPWave --desc="changed the owner and TTL "

twc editrr --owner=ftp.tcpwave.com. --data=www.tcpwave.com. --type=CNAME --class=IN --

rr_scope=object --ipv4=10.0.0.1 --cname=www1 --org=TCPWave --desc="Updated pointing A record"
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twc editrr --owner=ftp.tcpwave.com. --data="10 www.tcpwave.com." --type=MX --class=IN --

ipv4=10.0.0.1 --rr_scope=object --prefnum=10 --org=TCPWave --desc="Updated preference number"

twc editrr --owner="_ldap._udp.www.tcpwave.com." --data="10 20 7443 lookup" --type=SRV --
class=IN --rr_scope=object --ipv4=10.0.0.1 --service=sip --protocol=udp --new_owner=www1l --

org=TCPWave --desc="Updated service, protocol and owner"

twc editrr --owner="_ldap._udp.www.tcpwave.com." --data="10 20 7443 lookup" --type=SRV --
class=IN --rr_scope=object --ipv4=10.0.0.1 --priority=1 --weight=10 --port=7001 --target=lookup --

org=TCPWave --desc="Updated priority, weight, port and service host"

twc editrr --owner="hostname.tcpwave.com." --data=10.0.0.4 --type=PTR --class=IN --
rr_scope=revzone --addr=10.0.0.0 --mask=24 --host=www --ttI=5000 --domain=tcpwave.com --

org=TCPWave --desc="Updated TTL and domain name"

twc editrr --owner="www.inter.com." --data=192.168.0.11 --type=PTR --host=www --class=IN --
rr_scope=revzone --mask=24 --addr=192.168.0.0 --ttI=5000 --domain=inter.com --org=Internal --

desc="ex" --ext_attr=test/value_1,rr/value_2 --ipv4=192.168.0.10

twc editrr --owner=www.tcpwave.com. --data=10.0.0.4 --type=A --class=IN --rr_scope=zone --

zone_name=tcpwave.com --ipv4=10.0.0.9 --org=TCPWave --desc="Updated IP Address"

twc editrr --owner=ftp.tcpwave.com. --data=www.tcpwave.com. --type=CNAME --class=IN --
rr_scope=zone --zone_name=tcpwave.com --cname=www1l --org=TCPWave --desc="Updated

pointing A record"

twc editrr --owner=text.tcpwave.com. --data="spfl a:mail.tcpwave.com -all" --type=TXT --
class=IN --new_owner=text --rr_scope=zone --zone_name=tcpwave.com -txt="spfl

a:ftp.tcpwave.com -all" --org=TCPWave --desc="Updated txt data"

twc editrr --owner=ns.external.tcpwave.com. --data=ns.tcpwave.com. --type=NS --class=IN --
rr_scope=zone --zone_name=tcpwave.com --name_server=nsl.tcpwave.com. --org=TCPWave --

desc="Updated pointing Name Server"
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twc editrr --owner=ns.internal.tcpwave.com. --data=ns.tcpwave.com. --type=NS --class=IN

rr_scope=zone --zone_name=. --new_owner=test.tcpwave.com. --tt|=5000 --org=TCPWave

desc="Updated TTL and owner name"

twc editrr --owner=ns.internal.tcpwave.com. --data="8 12 15 42" --type=DS --class=IN

rr_scope=zone --zone_name=tcpwave.com --new_owner=test --tt|I=5000 --org=TCPWave

desc="Updated TTL and owner name"

twc editrr --owner=www.tcpwave.com. --data=10.0.0.1 --type=A --class=IN --rr_scope=zone -

zone_name=. --ipv4=10.0.0.8 --org=TCPWave --desc="Updated IP Address of root zone A type RR"

twc editrr --owner=www.tcpwave.com. --data=10.0.1.12 --type=A --class=IN --rr_scope=zone --
zone_name-=. --is_proxy=1 --ttI=5000 --org=TCPWave --desc="Updated TTL of proxy root zone A type
RRII

twc editrr --owner=www.tcpwave.com. --class=IN --type=URI --ttI=5000 --service=http --
protocol=tcp --new_owner=www1 --priority=1 --weight=10 --target=lookup --org=TCPWave --

desc="Owner is updated" --data="1 10 lookup" --rr_scope=zone --zone_name=tcpwave.com
twc editrr --owner=tcpwave.com. --class=IN --type=AFSDB --ttI=5000 --rr_scope=zone --
zone_name=tcpwave.com --new_owner=tcpwave.com. --srvc_subtype=2 --org=TCPWave --desc="RR

is updated" --host=www --data="1 www"

twc editrr --owner=tcpwave.com. --type=MX --class=IN --rr_scope=zone --

zone_name=tcpwave.com --prefnum=20 --org=TCPWave --data="10 www.tcpwave.com." -

new_owner=tcpwavel --mail_host=www --desc="Updated preference number"

twc editrr --owner="_sip._tcp.www.tcpwave.com." --data="1 10 7001 www.tcpwave.com."

type=SRV --class=IN --rr_scope=zone --zone_nhame=tcpwave.com --service=sipl --protocol=udp

org=TCPWave --new_owner=www.tcpwavel.com --priority=2 --port=7443 --weight=20 -

target=www. --desc="Updated service, protocol"
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twc editrr  --type=SSHFP --class=IN --ttl=2100 --owner=tcpwave.com. --rr_scope=zone --
zone_name=tcpwave.com --org=TCPWave --fprint_type=SHA-1 --fprint=TCPWave --algorithm=RSA --

desc="Updated ttl" --new_owner=www.tcpwavel.com --data="1 1 TCPWave"

twc editrr --type=AFSDB --class=IN --tt|I=5000 --owner=tcpwave.com. --srvc_subtype=2 --host=arr.

--rr_scope=zone --zone_name=tcpwave.com --org=TCPWave --data="1 arr. --

new_owner=tcpwave.com

twc editrr --type=DKIM --class=IN --tt|=5000 --owner=_domainkey.tcpwave.com. --rr_scope=zone
--zone_name=tcpwave.com --org=TCPWave --test_mode="Only domain" --public_key=145 --

data="v=DKIM1;t=s;p=12345" --new_owner=tcpwavel

NAME:

editscheduledjob

DESCRIPTION:

Updates a scheduled job in the TCPWave IPAM.
ARGUMENTS:

--job_id
Id of the scheduled job. [mandatory]

--repeat_type
Repeat type of the scheduled job. It takes one of 'daily’, 'weekly’,
'monthly’, 'repetitive’ or none'.

--exe_date
Execution date and time on which the scheduled job is to be executed.
This argument is applicable if the repeat_type is 'none'. Date and time
format is "yyyy-MM-dd hh:mm: ss".

--start_date
Start date and time from which the scheduled job is to be applied.
This argument is applicable if the repeat_type is one of 'daily’,
'weekly' or 'monthly'. Date and time format is "yyyy-MM-dd hh:mm: ss".

--end_date
End date and time till which the scheduled job is to be applied. This
argument is applicable if the repeat_type is one of 'daily’, 'weekly' or
'monthly'. Date and time format is "yyyy-MM-dd hh:mm: ss".

--exe_at
Execution time of the scheduled job. This argument is applicable if the
repeat_type is one of 'daily’, 'weekly' or 'monthly’. Time format is
"hh:mm: ss".
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--day_of week
Day of the month if repeat_type is weekly. Takes number from 1 to 7.

--day_of_month
Day of the month if repeat_type is monthly. Takes number from 1 to 31.

--repeat_interval
Repeat interval of the scheduled job in minutes. This argument is
applicable when repeat_type is 'repetitive'.

--repeat_count
Repeat count of the scheduled job. This argument is applicable when
repeat_type is 'repetitive'.

--desc
Description of the scheduled job.
EXAMPLE USAGE:

twc editscheduledjob --job_id=ScheduledJobld --end_date="2018-10-25 00:00:00" --
desc="Updated the ending date of the job"

twc editscheduledjob --job_id=Scheduled]obld --repeat_type=weekly --start_date="2017-12-25
12:00:00" --end_date="2018-12-25 00:00:00"

twc editscheduledjob --job_id=Scheduled]obld --repeat_type=monthly --start_date="2017-12-25
12:00:00" --end_date="2018-12-25 00:00:00" --exe_at=12:00:00 --day_of_month=1

twc editscheduledjob --job_id=Scheduled]obld --repeat_type=daily --exe_at=12:00:00 --
start_date="2017-12-25 12:00:00" --desc="Updated monthly job into daily job"

twc editscheduledjob --job_id=ScriptJobld --repeat_interval=100 --repeat_count=6 -
desc="Updated the repeat interval and repeat count"
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NAME

editsubnet

DESCRIPTION

Updates a subnet in the TCPWave IPAM.

ARGUMENTS

--subnet

IP address of the target subnet. [mandatory]
--name

Name of the target subnet.
--type

Type of the subnet. Takes 'Non-DHCP', 'DHCP-Enabled' or 'Cloud-Hosted'.
--org

Name of the organization to which subnet belongs. [mandatory]
--subnet_group

Name of the associated subnet group. If this argument is specified as 'None' this will

dissociate subnet group from the subnet.

--domain

Domain to be associated with this subnet.
--router_addr

IP address of the router associated with the subnet.
--dhcp_tmpl

Template name specifying the DHCP options for the subnet.
--dhcp_appliance

Primary DHCP appliance address for the subnet.
--dhcp_failover_peer

Name of the DHCP failover peer.
--domain_server

IP address of the DNS appliances. It accepts the comma separated DNS appliances, this

argument is applicable only when type is specified as 'DHCP-Enabled'.

--shared_network

Name of the shared network. This argument is only applicable when type is specified as

'DHCP-Enabled'.

--enable_discovery
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Enable discovery option for the subnet accepted as 'yes' or 'no'. Mandatory when enabled
reclaim option is set to 'yes'.
--discovery_tmpl
Discovery template name for a subnet. Accepted only when enable discovery option is
set to 'yes'
--enable_reclaim
If enabled, reclaim the eligible objects in the subnet based on the discovery result. Enable
discovery option and discovery template name is mandatory when it is set to 'yes'.
--desc
Description text for the subnet.
--streetl
Streetl part of the location information. Should be specified along with other mandatory
location fields if the location has to be updated.
--street2
Street2 part of the location information. Should be specified along with other mandatory
location fields if the location has to be updated.
--City
City part of the location information. Should be specified along with other mandatory
location fields if the location has to be updated.
--state
State part of the location information. Should be specified along with other mandatory
location fields if the location has to be updated.
--country
Country part of the location information. Should be specified along with other mandatory
location fields if the location has to be updated.
--Zip
Zip code part of the location information. Should be specified along with other mandatory
location fields if the location has to be updated.
--secondary_domains
Name of the secondary domains to be associated with subnet. It accepts up to 50 secondary
domains by separating with comma.
Example: "tcp.com,tcpwave.com,tcpzone.com"

--remove_location
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Takes '0' or '1'. '1" indicates that the location information should be removed for the subnet.
'0' indicates that the location information for the subnet remains unchanged or can be updated using
the location arguments mentioned above. If this argument is not specified, it takes a default value of
'0".
--views
Comma-separated list of DNS view names to be associated with this subnet. Specified DNS
views must be available for the primary domain.
--vlan
VLAN to be associated with this subnet.
--vrf_name
Name of the VRF to be associated with this subnet.
--cloud_provider
Name of the cloud provider to be associated with this subnet.
--ext_attr
Comma separated list of extension attributes with their values in the format
extension_attribute_name/extension_attribute_value. Use the following command to see all the
extension attributes applied to subnet : 'twc listext --entity=subnet --d=,'
--contact_fname
First name field of the associated contact information for the subnet.
--contact_mname
Middle name field of the associated contact information for the subnet.
--contact_Iname
Last name field of the associated contact information for the subnet.
--contact_email
Email ID field of the associated contact information for the subnet.
EXAMPLE
twc  editsubnet  --subnet=10.0.10.0 --subnet_group=IT-SG  --desc="IT  Subnet" --
domain=dev.tcpwave.com --type=DHCP-Enabled --dhcp_tmpl=Generic --dhcp_appliance=10.0.10.180
--router_addr=10.0.10.1 --org=TCPWave --views=view1,view2
twc editsubnet --subnet=10.0.10.0 --type=Non-DHCP --remove_location=1 --org=TCPWave
twc  editsubnet  --subnet=10.0.10.0 --subnet_group=IT-SG  --desc="IT  Subnet" --
domain=dev.tcpwave.com --type=DHCP-Enabled --dhcp_tmpl=Generic --dhcp_appliance=10.0.10.180

--router_addr=10.0.10.1 --org=TCPWave --ext_attr=ext_attr_1/value_1,ext_attr_2/value_2
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twc editsubnet --subnet=10.0.10.0 --name=sub-1 --org=Internal --enable_discovery=yes -

discovery_tmpl=tera

twc editsubnet --subnet=10.0.10.0 --name=sub-1 --org=Internal --enable_reclaim=yes -

enable_discovery=yes --discovery_tmpl=tera

twc editsubnet --subnet=10.14.0.0 --domain=dev.tcpwave.com --type=DHCP-Enabled

dhcp_tmpl=Generic --dhcp_appliance=10.14.0.13 --dhcp_failover_peer=dhcp-failover-peer-1 -
router_addr=10.14.0.1 --org=TCPWave

twc  editsubnet --subnet=10.0.10.0 --contact_fname=John --contact_Iname=Smith -

contact_email=john.smith@tcpwave.com --org=TCPWave

twc editsubnet --subnet=10.0.10.0 --contact_fname=John --contact_Iname=Smith -
contact_email=john.smith@tcpwave.com --org=TCPWave --

secondary_domains="tcpwave.com,tcpwavel.com"

NAME:

editsubnetgroup

DESCRIPTION:

Updates a subnet group in the TCPWave IPAM.
ARGUMENTS:

--name
Name of the subnet group being updated. [mandatory]

--0rg
Organization name of the subnet group. [mandatory]
--new_name
New name for the subnet group if the name needs to be updated. [updatable
field]
--desc
Description of the subnet group. [updatable field]
EXAMPLE USAGE:

twc editsubnetgroup --name=IT_SG --new_name=Sales_SG --desc="IT subnet group" --
org=Internal

NAME:

editdhcpsharednetwork

DESCRIPTION:
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Updates a DHCP shared network in the TCPWave IPAM.

ARGUMENTS:

--name
Name of the shared network. [mandatory]
--new_name
New name of the shared network.
--ip
IP address of the DHCP primary appliance. [mandatory]
--new_ip
New IP address of the DHCP primary appliance.
--desc

Description of the shared network.
EXAMPLE:

twc editdhcpsharednetwork --name=TestNet --new_name=TcpSNetwork --ip=10.0.0.213 --
desc="Tcpwave Shared Network"

twc editdhcpsharednetwork --name=TestNet --ip=10.0.0.213 --new_ip=10.0.0.215 --desc="Tcpwave
Shared Network"

NAME:

editcloudprovider

DESCRIPTION:

Updates a cloud provider in the TCPWave IPAM. Different type of cloud providers support different
credentials. Follow the example section to edit particular type of cloud provider.

ARGUMENTS:

--org

Organization name to be associated with the cloud provider. This argument is for users in
FADM role to select appropriate organization which the operation has to be applied. For users not in
FADM role operation is by default applied to the organization that the user is associated with.

--provider_type

Type of the Cloud provider. In TCPWave IPAM provider type represents the cloud service
provider . TCPWave IPAM support following cloud providers.

'AKAMALI', '"AWS', 'AZURE', 'CLOUDFLARE', 'DYNDNS' and 'GOOGLE' [mandatory].
--name
Name of the cloud provider [mandatory].

--new_name
New name of the cloud provider.

--user
User name of the cloud provide.
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--api_key
API key for the cloud provider. It is Secret access key for AWS and it is global API key for
CLOUDFLARE provider.

--keystore_file
Key store file for the cloud provider. This key store file contains secret acces key. It is
applicable only for AZURE provider type

--application
Application ID for the cloud provider. It is applicable for AZURE type cloud provider.

--password
Password for the cloud provider. It is applicable for DYNDNS type cloud provider.

--service_account_id
Service Account ID for the GOOGLE type cloud provider.

--p12file
pl2file for the GOOGLE type cloud provider.

--project_id
Project ID for the GOOGLE type cloud provider.

--ad_tenant
Ad tenant ID for the AZURE type cloud provider.

--resource_group
Resource Group for the AZURE type cloud provider.

--customer_name
Customer name for the DYNDNS type cloud provider type.

--email
Email Address for the CLOUDFLARE provider.

--region
Region defines area of AWS type cloud provider. For AWS Cloud provider
region can be one of the following-
US East (N. Virginia)
US East (Ohio)
US West (N. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
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EU (Frankfurt)

EU (Ireland)

EU (London)

South America (Sao Paulo)

--desc
Description for the cloud provider.
EXAMPLE:
twc editcloudprovider --name="AWS-Provider50" --org=TCPWave --user="AK

IAINLQMEG7EBWXMTOQP"  --api_key="E52Bx0jR5f2hM802hG+ZI8Z4boxzIZRNcnPpaiil+"  --
region="EU (London)" --desc="AWS Cloud Provider"

twc editcloudprovider --name="Google-Provider22" --org=TCPWave --Servic
e_account_id="jhon@tcpwave-14981012.iam.gserviceaccount.com" --pl2file="/tmp/tc
pwave-2d185caa49dcl.pl2"  --project_id="tcpwave-14912810" -desc="Google Cloud Pro
vider"

twc editcloudprovider --name="Azure-Provider03" --org=TCPWave --user="p
pc0e31cOf-fdb0-438c-afff-6ea7600b0e61" --keystore_file="cloud_dns_app.pfx" --app
lication="ebelb568-5e63-46f0-9201-8a465cee092dqq" --ad_tenant="772a8482-16c9-482
3-9f15-bd19827d23f111"  --resource_group="tcpwave" --password="abc123" --desc="Az

ure Cloud Provider"

twc editcloudprovider --name="DynDNS-Provider01" --org=TCPWave --user=" jhon-
smith" --password="123C02zbCJ6Qb" --customer_name="tcpwave0l" --desc="DYNDNS Cloud
Provider"

twc editcloudprovider --name="CLOUDFLARE-Provider02" --org=TCPWave --em
ail_addr="jhon.tcpwave@tcpwave.com" --api_key="3cde9f553a9a21049e00046" --
desc="CLOUDFLARE Cloud Provider"

twe editcloudprovider --name="Akamai-Provider06" --org=TCPWave --user="
jhon.tcpwave @tcpwave.com" --password="GliderON123#" --api_key="client_secret = X
d3RTCMImMmZhdQ82LD34yAZUqOwc2DDt1ANgDAoc6iguY= host = akab-34nyw47p22fhpvptnu-
v7ygacgwkb6cswza.luna.akamaiapis.netaccess_token = akab-a24w5rojdc6lckdmt-

cvscbkoobisebbw?2 client_token = akab-sxdp7uvgkonm7jfu-w3phslypnzzv3llgv" --desc="AKAMAI
Cloud Provider"
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NAME
editnsmtemplate
DESCRIPTION
Edit a NSM template for a given organization in the TCPWave IPAM.
ARGUMENTS
--org
Organization name for which NSM template is being edited. [mandatory]
--old_tmpl_name
Name of the NSM template. [mandatory]
--new_tmpl_name
New name of the NSM template.
--desc
Description for the NSM template.
--network_interface
Network interface for NSM template. [mandatory]
--anomaly_detection
Takes 'true' or 'false'. If it is true, Anomaly detection will enable on the NSM template.
If it is 'false’, Anomaly detection will disable on the NSM template.
--ml_model
It accepts the numeric value from '0' to '7".
--intrusion_detection
It takes 'true' or 'false’. If it is true, Intrusion detection will enable on the NSM template.
If it is 'false’, Intrusion detection will disable on the NSM template.
--intrusion_prevention
It takes 'true' or 'false'. If it is true, Intrusion prevention will enable on the NSM template.
If it is 'false’, Intrusion prevention will disable on the NSM template.
--ips_rules
It takes multiple rules by separating with '|' symbol.
--rule
It takes address or port, name and value for the rule variable by separating with comma. It
can accepts multiple values by separating with pipe symbol.
Example: address,HOME,10.1.10.1| port, HOME_NET,123
EXAMPLE
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twc editnsmtmpl --org=TCPWave --old_tmpl_name=FirstTemplate --
new_tmpl_name=FirstTemplatel --network_interface=ethO --anomaly_detection=true --ml_model
=1 --intrusion_detection=true --intrusion_prevention=true --ips_rules="alert dns any any -> any
any(msg:TCPWAVE DNS TITAN This is a alert test for Example;dns_query; content:www.example.com;
depth:14;fast_pattern; endswith; nocase; classtype :pup-activity; sid:9999991; rev:33;)" --
rule="address,HOME_NET,10.1.10.1 | port,NET,123" --desc="TCPWave NSM Template"

twc editnsmtmpl --org=TCPWave --old_tmpl_name=FirstTemplate --
new_tmpl_name=FirstTemplatel --network_interface=eth0 --anomaly_detection=false --

intrusion_detection=false --intrusion_prevention=false --desc="TCPWave NSM Template"
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NAME
editvrf
DESCRIPTION
Updates a VRF in the TCPWave IPAM.
ARGUMENTS
--name
Name of VRF. [mandatory]
--org
Name of the organization. [mandatory]
--new_name
New name of VRF.
--router_distinguisher
Enter the AS number or IP address of the route distinguisher of the
discovered VRF.
--interface
VRF can be assigned to any interface loopback or VLAN. Example: f0/0.82
--import_target
Imports routing information from the target extended community.
--export_target
Exports routing information to the target extended community.
--desc
Description of the VRF.
EXAMPLE

twc editvrf --name=testVrf --new_name=newVrf --org=TCPWave --router_distinguisher=100:30 -
-interface=1/1 --import_target=10.1.1.10 --export_target=10.1.1.20 --desc="Test VRF"

NAME:

enablezonemonitor

DESCRIPTION:

Enables the monitoring on a given list of zones in the TCPWave IPAM.

ARGUMENTS:
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--zone_list
Takes comma separated list of zone names. [mandatory]

--0rg
Name of the organization to which the specified, zones belong. This
argument is mandatory if the user is FADM.

EXAMPLE USAGE:

twc enablezonemonitor --zone_list=dev.tcpwave.com, tcpwave.com --org=TCPWave

twc enablezonemonitor --zone_list=dev.tcpwave.com,tcpwave.com

NAME:

exescheduledjob

DESCRIPTION:

Executes a scheduled job in the TCPWave IPAM.
ARGUMENTS:

--job_id
Id of the scheduled job. [mandatory]

EXAMPLE USAGE:

twc exescheduledjob --job_id=RemoteMonitStatsOperation

Exports

NAME
exportadminrole
DESCRIPTION
Exports the administrator roles from the TCPWave IPAM as a csv list into a specified output file.
ARGUMENTS
--output_file
full path to the output file to which administrators are exported.
[mandatory]
EXAMPLE
twc exportadminrole --output_file=/tmp/output.txt
IMPORT FILE

The information to create an administrator role should be in the order below
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[administrator-roles]

NAME= Name of the role

INTERNAL= Type of the role (False/True)

DESCRIPTION= Description of the role

[functions]
NAME=Name of the function

DESCRIPTION= Description

GRANULAR_SUPPORT= False/True

EXAMPLE DATA:
[administrator-roles]
NAME=QADM
INTERNAL=false
DESCRIPTION=quality checks
[functions]

NAME=Quick Tasks
DESCRIPTION=
GRANULAR_SUPPORT=false
[functions]

NAME=Bulk Data Export
DESCRIPTION=
GRANULAR_SUPPORT=false
[functions]

NAME=AWS Images
DESCRIPTION=
GRANULAR_SUPPORT=true
[administrator-roles]
NAME=RADM
INTERNAL=true

DESCRIPTION=Read-only Admin

NAME
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exportadmin
DESCRIPTION
Exports the administrators from the TCPWave IPAM as a csv list into a specified output file.
ARGUMENTS
--output_file
full path to the output file to which administrators are exported. [mandatory]
--org

Name of the organization from which administrators are to be exported. If this argument is
not specified, administrators from all organizations will be exported for FADM user, administrators
from user's organization will be exported for non-FADM user.

EXAMPLE:
twc exportadmin --output_file=/tmp/output.txt
twc exportadmin --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE
The information in the output file is a comma separated list of fields specified in the order below

ORG_NAME, FIRST_NAME, MIDDLE_NAME, LAST_NAME, EMAIL, PHONE, LOGIN_NAME,
ADMIN_ROLE, ADMIN_GROUPS, XTN_ADMINEXTENSION

EXAMPLE DATA

"TCPWave","John","","Smith","jsmith@tcpwave.com","9000102010","jsmith","NADM","default",""

NAME
exportadmingroup
DESCRIPTION
Exports the administrator groups from the TCPWave IPAM to a csv file.
ARGUMENTS

--output_file

Full path to the output file to which administrator groups are exported. [mandatory]

EXAMPLE

twc exportadmingroup --output_file=/tmp/output.txt
EXPORT FILE:
The information in the output file list of fields as specified in the order below
[admin-group]

NAME=Name of the admin group

DESCRIPTION=Description for admin group
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[role]
ROLE=Name of the role
ORGANIZATION=Name of the organization
EXAMPLE DATA:
[admin-group]
NAME=CADM-Test
DESCRIPTION=Group with Quick Tasks,Architecture Overview
[role]
ROLE=CADM-First
ORGANIZATION=EARTH
[role]
ROLE=RADM
ORGANIZATION=Internal
[admin-group]
NAME=Default EARTH RADM Group
DESCRIPTION=Default EARTH RADM Group
[admin-group]
NAME=CADM-IrMQMF-group
DESCRIPTION=Group with Quick Tasks,Administrator Groups
[role]
ROLE=CADM-One
ORGANIZATION=EARTH
[role]
ROLE=RADM
ORGANIZATION=Internal
[admin-group]
NAME=Default Internal RADM Group
DESCRIPTION=Default Internal RADM Group

NAME
exportadminpermission
DESCRIPTION

Exports administrator permissions from the TCPWave IPAM as a csv list into the specified
output file

ARGUMENTS
--output_file
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Full path to the output file to which administrator permissions are
exported. [mandatory]
--0rg
Name of the organization from which administrator permissions are to be
exported. If this argument is not specified, administrator permissions
from all organizations will be exported for FADM user, administrator
permissions from user's organization will be exported for non-FADM user.
EXAMPLE
twc exportadminpermission --output_file=/tmp/output.txt
twc exportadminpermission --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE

The information in the output file is a comma separated list of fields as specified in the order
below

"PERMISSION_LEVEL","ROLE","FUNCTION","VALUE","SELECT_ALL","ADMIN_GROUP","ADMIN",
"ORG_NAME","PRIVILEGE"

EXAMPLE DATA:
"Admin","PADM","IPv4 Subnets","","Yes","","wfpadm","Internal","Write"
"Admin","PADM","TCPWave DHCP IPv4 Appliances","","Yes","","wfpadm","Internal","Write"

"Admin Group","NADM","IPv4 Objects","","Yes","Default Internal NADM
Group","","Internal","Write"

NAME:
exportappliancegroup
DESCRIPTION:

Exports the appliance groups from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which appliance groups are to be
exported. [mandatory]

--org
Name of the organization from which appliance groups are to be exported.
If this argument is not specified, appliance groups from all
organizations will be exported for FADM user, appliance groups from
user's organization will be exported for non-FADM user.
EXAMPLE USAGE:

twc exportappliancegroup --output_file=/tmp/output.txt

twc exportappliancegroup --org=TCPWave --output_file=/tmp/output.txt
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EXPORT FILE:
The information in the output file is a comma separated list of fields as
specified, in the order below.

"NAME","ORG_NAME","DESCRIPTION"

EXAMPLE DATA:

"NAME","ORG_NAME","DESCRIPTION"

"app-group1234","Internal”,"testing qa done"
"app-group-1256","Internal”,"testing qa"

"TCPWave-Remote-Group","TCPWave Organization","TCPWave-Remote-Group"

NAME:
exportasset
DESCRIPTION:

Export assets from the TCPWave IPAM as a csv list into the specified, output
file.

ARGUMENTS:

--export_level
Export level. It takes 'asset’. [mandatory]

--output_file
Full path to the output file to which assets are to be exported.
[mandatory]

--org
Name of the organization from which assets are to be exported. If this
argument is not specified, assets from all organizations will be
exported for FADM user, assets from user's organization will be exported
for non-FADM user.

EXAMPLE USAGE:

twc exportasset --export_level=asset --output_file=/tmp/output.txt
twc exportasset --export_level=asset --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:
The information in the output file is a comma separated list of fields as
specified, in the order below

"SERVICE_TAG","SERIAL_NUM","GREEN__ZONE","VENDOR","MODEL","NAME","DESCRIPTION",
"PURCHASE_COST","PURCHASE_DATE","ACQUISITION_TYPE","MAINTENANCE_COST","MAINTE
NANCE_END_DATE","WARRANTY_END_DATE","CPU","CAPACITY","OS_VERSION","DISPOSAL_D

ATE","CITY"

EXAMPLE DATA:
"temptest","1'2'3'4'5","1","temp","tempz","temp","temp",uz","2017'02'15 00:00:00"’Hll,""’llll’llzol7_
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02-09 00:00:00","temp","temp","temp","2017-02-01 00:00:00","temp"

NAME:
exportcontact
DESCRIPTION:

Exports the contacts from TCPWave IPAM as a CSV list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which contacts are exported. [mandatory]

--0rg
Name of the organization from which contacts are to be exported. If this
argument is not specified, contacts from all organizations will be
exported for FADM user, contacts from user's organization will be
exported for non-FADM user.
EXAMPLE USAGE:

twc exportcontact --output_file=/tmp/output.txt

twc exportcontact --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"FIRST_NAME","LAST_NAME","EMAIL_ID","PHONE_NUM","ORG_NAME"

EXAMPLE DATA:
"John","Smith","john.smith@tcpwave.com","920-310-5555","TCPWave"

NAME:
exportdhcpfailoverpeer
DESCRIPTION:

Exports the DHCP failover peers from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which DHCP failover peers are to be
exported. [mandatory]

--0rg
Name of the organization from which DHCP failover peers are to be
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exported. If this argument is not specified, DHCP failover peers from
all organizations will be exported for FADM user, DHCP failover peers
from user's organization will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportdhcpfailoverpeer --output_file=/tmp/output.txt

twc exportdhcpfailoverpeer --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below.

"NAME","ORGANIZATION_NAME","PRIMARY_APPLIANCE_IP","FAILOVER_APPLIANCE_IP","PRI
MARY_APPLIANCE_PORT","FAILOVER_APPLIANCE_PORT","MCLT","SPLIT","LOAD_BALANCE_M
AX_SECONDS","MAX_RESPONSE_DELAY","MAX_UNACKED_UPDATES","PRIMARY_APPLIANCE_

NAME","FAILOVER_APPLIANCE_NAME","DESCRIPTION"

EXAMPLE DATA:
"NAME","ORGANIZATION_NAME","PRIMARY_APPLIANCE_IP","FAILOVER_APPLIANCE_IP","PRI
MARY_APPLIANCE_PORT","FAILOVER_APPLIANCE_PORT","MCLT","SPLIT","LOAD_BALANCE_M
AX_SECONDS","MAX RESPONSE_DELAY","MAX_UNACKED_UPDATES","PRIMARY_APPLIANCE _
NAME","FAILOVER_APPLIANCE_NAME","DESCRIPTION"

"dhcp-failover-peer-
1""TCPWave","16.0.0.2","15.0.0.2","647","647","1800","120","3","30","30","DHCP-16.0.0.2","DHCP-
15.0.0.2",""

"dhcp-failover-peer-
5","TCPWave","163.35.7.57","172.175.231.5","647","648","1600","128","2","50","40","dhcp-
server(01-s10984","dhcp-server01-s10984",""

"demo-peer-
1""TCPWave","172.181.11.243","172.175.156.133","647","647","1800","128","3","30","30","nhkna8
1-qrs01-s10984","dhcp-server02-s10984",""

"demo-peer-
2","TCPWave","9.0.3.4","9.0.1.2","647","647","1800","192","3","30","30","TemDHCPServer","dhcp-
server-2",""

NAME:
exportdhcpoptiontmpl
DESCRIPTION:

Exports the DHCP option templates from the TCPWave IPAM to a name-value pair
format file.

ARGUMENTS:

--output_file
Full path to the output file to which DHCP option templates are exported.
[mandatory]
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--0rg
Name of the organization from which DHCP option templates are to be
exported. If this argument is not specified, DHCP option templates from
all organizations will be exported for FADM user, DHCP option templates
from user's organization will be exported for non-FADM user.
EXAMPLE USAGE:

twc exportdhcpoptiontmpl --output_file=/tmp/output.txt

twc exportdhcpoptiontmpl --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:
The information in the output file in a format as described below

Each DHCP option template starts with a section [dhcp-option-template]
followed by various DHCP parameters in the format <param-name>=<param-value>
one  per each line.

TemplateName is the name of the DHCP option template and is mandatory
Other DHCP option parameters take the GUI display name as the <param-name>

SECTIONS & CONFIGURATION PARAMETERS:
[dhcp-option-template]

TemplateName: Defines the name of the DHCP option template.
Organization: Defines the name of organization name template is associated.
Description:  Display description of DHCP option template.

User Authentication Servers: Display the name of the User Authentication Servers.

Default TCP TTL: Defines the default time-to-live value in seconds.

Keepalive Time: Defines the cli: nt waiting time for sending alive messages in seconds.
Keepalive Data: Display true if sends live messages with an octet compatibility else false.
Service Location Protocol Directory Agent: Defines true/false with SLP agent IP address.

SLP Service Scope: Defines true/false with a list of service scopes for SLP.

Domain Search: Defines the domain name.

Subnet Mask: Defines the input as 'Same as in subnet profile' only.

Time Offset: Defines the Time Offset value in seconds.

Router: Defines the input as 'Same as in subnet profile' only.

Time Server: Defines the comma separated list of valid IPV4 addresses of Time servers.
Name Server: Defines the comma separated list of valid IPV4 addresses of Name servers.
Domain Name Server: Defines the comma separated list of valid IPV4 addresses of Domain
Name servers.

Log Server:  Defines the comma separated list of valid IPV4 addresses of Log servers.

Quotes Server: Defines the comma separated list of valid IPV4 addresses of Quotes
servers.

LPR Server: Defines the comma separated list of valid IPV4 addresses of LPR servers.
Impress Server: Defines the comma separated list of valid IPV4 addresses of Impress
servers.

RLP Server:  Defines the comma separated list of valid IPV4 addresses of RLP servers.
Hostname: Defines the name of the client.

Boot File Size: Defines the boot file size.
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Merit Dump File: Defines the path of Merit dump file for the DHCP option template.
Domain Name:Defines the input as 'Same as the primary domain in subnet profile' only.

Swap Server: Defines the IPV4 address for Swap server.

Root Path: Defines the path of root disk for the DHCP option template.

Extension File: Defines the name of Extension file for the DHCP option template.
NetWare/IP Domain: Defines the name of NetWare/IP domain for the client to use.
NetWare/IP Options-nwip.nsq-broadcast: Defines true to use the NetWare Nearest Server
Query to locate a NetWare/IP server else false.

NetWare/IP Options-nwip.preferred-dss: Defines the comma separated list of valid IPV4
addresses of NetWare Domain SAP/RIP servers.

NetWare/IP Options-nwip.nearest-nwip-server: Defines the comma separated list of valid
IPV4 addresses of NetWare servers.

NetWare/IP Options-nwip.autoretries:Defines the valid Integer for the number of times that a
NetWare/IP client should attempt to communicate with a given DSS server at startup.
NetWare/IP Options-nwip.autoretry-secs: Defines the number of seconds that a NetWare/IP
client should wait between retries when attempting to establish communications with a DSS
server.

NetWare/IP Options-nwip.nwip-1-1: Defines true for NetWare/IP client to support NetWare/IP
version 1.1 compatibility else false.

NetWare/IP Options-nwip.primary-dss: Defines the valid IPV4 address of the Primary
Domain SAP/RIP Service server.

NDS Servers: Defines the comma separated list of valid IPV4 addresses of NDS servers.

NDS Tree Name: Defines the name of NDS Tree for DHCP option template.
NDS Context: Defines the name of the initial NetWare Directory Service for a NDS client.
Address Request: Defines the comma separated list of valid IPV4 addresses to be used by

the client in a DHCP discover to request that a particular IP addresses.

DHCP Message Type: Defines the type of DHCP message.

Parameter List: Defines the comma separated list of valid DHCP options for the client to
request DHCP Appliance to return on request.

DHCP Max Msg Size: Defines the maximum size of response that the appliance sends to the
client.

Home Agent Addresses: Defines the comma separated list of valid IPV4 addresses for
mobile home agents.

User Class: Defines the name of User class to be specified, for DHCP appliance.

Netinfo Address: Defines the comma separated list of Valid NetInfo IPV4 address.
Netinfo Tag: Defines the name of the NetInfo tag for DHCP option template.

Default URL: Defines the value for Default URL.

Vendor Identified Vendor-Specific Information: Defines the Vendor class name associated
with DHCP appliance.

Client FQDN: Defines a FQDN for the client to use.

MTU Subnet: Display true if takes the same MTU for all the subnets of the IP network else
false.

Trailers: Display true if the client uses trailers else false.

ARP Timeout : Display time in seconds for ARP cache entries.

Ethernet: Display true if the client uses Ethernet Version 2 (RFC 894) else false.

Forward On/Off: Display true if the client configures its IP layer for packet forwarding
else false.

Source Routing: Display true if the client configures its IP layer to allow forwarding of
datagrams with non-local source routes else false.

Policy Filter: Defines the comma separated list of valid IPV4 addresses for non-local

source routing.

TCPWave IPAM Software © 2013-2022 Page 232 0f 584



TCPWave

Max Datagram Size: Defines the maximum size of the datagram that client should be
prepared to reassemble.

Default IP TTL: Defines the time-to-live in seconds for the client to use on outgoing datagrames.
MTU Timeout: Defines the MTU Timeout in seconds.

MTU Plateau: Defines an Integer for MTU plateau to use when performing Path MTU
Discovery.

Mask Discovery: Display true if the client perform Mask discovery using ICMP else false.
Mask Supplier: Display true if the client respond to subnet mask requests using ICMP else false.
Router Discovery: Display true if the client perform Router discovery else false.

Router Request: Defines an IPV4 address to which the client transmits router solicitation
requests.

Static Route: Defines the comma separated list of valid IPV4 addresses that client should
install in its routing cache.

MTU Interface: Defines the valid Integer for the MTU Interface.

Broadcast Address:  Defines the valid IPV4 address.

Address Time: Defines the client request lease time in seconds.

Overload: Defines the valid Integer for DHCP appliance to insert if the returned
parameters will exceed the usual space allotted for options.

Vendor Class Id: Defines the value for Vendor class Id.

Client Id: Defines the value for Client Id.

Server Name: Defines the name of the Server to identify a TFTP server.

Bootfile Name: Defines the name of Bootfile to be used by the client.

NETBIOS Dist Server: Defines the comma separated list of valid IPV4 addresses for
NETBIOS Dist servers.

NETBIOS Node Type: Defines the valid NetBIOS node type which allows NetBIOS over
TCP/IP clients to configure as per RFC 1001/1002.

NETBIOS Scope: Defines the value for NetBIOS scope to specifies the NetBIOS over
TCP/IP scope parameter for the client.

X Window Font: Defines the comma separated list of valid IPV4 addresses of X Window
System Font servers.

X Window Manager: Defines the comma separated list of valid IPV4 addresses of X
Window Manager servers.

NIS+ Domain Name: Defines the name for NIS domain.

NIS+ Server Address: Defines the comma separated list of valid IPV4 addresses of NIS
servers.

SMTP Server: Defines the comma separated list of valid IPV4 addresses of SMTP
servers.

POP3 Server: Defines the comma separated list of valid IPV4 addresses of POP3
servers.

NNTP Server: Defines the comma separated list of valid IPV4 addresses of NNTP
servers.

WWW Server: Defines the comma separated list of valid IPV4 addresses of WWW
servers.

Finger Server: Defines the comma separated list of valid IPV4 addresses of Finger
servers.

IRC Server: Defines the comma separated list of valid IPV4 addresses of IRC servers.
StreetTalk Server: Defines the comma separated list of valid IPV4 addresses of StreetTalk
servers.

StreetTalk Directory Assistance (STDA) Server : Defines the comma separated list of valid
IPV4 addresses of STDA servers.

BCMCS Controller IPv4 address option: Defines the comma separated list of valid IPV4
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addresses of BCMCS servers.

NIS Domain: Defines the value for NIS domain.

NIS Servers: Defines the comma separated list of valid IPV4 addresses of NIS servers.
NTP Servers: Defines the comma separated list of IPV4 address of NTP servers.

Vendor Specific: Defines the value for vendor specific name.

NETBIOS Name Server: Defines the comma separated list of valid IPV4 addresses of
NETBIOS Name servers.

EXAMPLE DATA:

[dhcp-option-template]

TemplateName=OptionTemplate10

Organization=Internal

Description=

Subnet Mask=Same as in subnet profile

Router=Same as in subnet profile

Domain Name=Same as the primary domain in subnet profile
[dhcp-userdefined-option]

OPTION,GROUP,DATA_TYPE

[dhcp-option-template]

TemplateName=OptionTemplate11

Organization=Internal

Description=

Subnet Mask=Same as in subnet profile

Router=Same as in subnet profile

Domain Name=Same as the primary domain in subnet profile
[dhcp-userdefined-option]

OPTION,GROUP,DATA_TYPE

NAME:
exportdhcppolicytmpl
DESCRIPTION:

Exports the DHCP policy template from the TCPWave IPAM to a name-value pair
format file.

ARGUMENTS:

--output_file
Full path to the output file to which DHCP policy templates are exported.
[mandatory]

--0rg
Name of the organization from which DHCP policy templates are to be
exported. If this argument is not specified, DHCP policy templates from
all organizations will be exported for FADM user, DHCP policy templates
from user's organization will be exported for non-FADM user.

EXAMPLE USAGE:
twc exportdhcppolicytmpl --output_file=/tmp/output.txt
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twc exportdhcppolicytmpl --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:
The information in the output file in a format as described below

Each DHCP policy template starts with a section [dhcp-policy-template]

followed by various DHCP policy parameters in the format
<param-name>=<param-value> one  per each line.

TemplateName is the name of the DHCP policy template and is mandatory

Other DHCP policy parameters take the GUI display names as the <param-name>

SECTIONS & CONFIGURATION PARAMETERS:
[dhcp-policy-template]

TemplateName Defines name of the DHCP option template.

Organization Defines the name of organization name template is associated.
Description Defines the description of DHCP policy template.

Authoritative Display 'yes' or 'no'.

DB Time Format Defines default/local value for DB time format to format time-
stamp in lease information. This takes 'default’ or 'local'.

Local Port Defines an Integer value as the port number on which DHCP
appliances receives messages.

Local Address Defines an IPV4 address on which the DHCP Appliance gets DHCP
messages.

Log Facility Defines the Log Facility name.

Always Broadcast Displays true if DHCP Appliance always broadcasts its responses
to clients within the scope of the parameter defined else false.

Always reply RFC1048 Displays true if DHCP Appliance format options in RFC 1048
format else false.

Min Secs Defines the minimum value in seconds for DHCP Appliance to process
the message.

Remote Port Defines an Integer value which override default port number on
which DHCP messages are sent to clients.

Stash Agent Options Displays true if the DHCP appliance stores the DHCP relay agent

information else false.

Adaptive Lease Time Percentage Defines an Integer value for the DHCP appliance to
automatically decrease lease time for new clients to min-lease-time when the allocated leases
as a percentage of pool capacity exceed given percent.

Boot Unknown Clients Displays true if the DHCP appliance offers IPV4 addresses for
the clients which are not declared with a host declaration format else false.

Default Lease time Defines an number of seconds provided to clients that do not
request for given specified, time.

Get Lease Host Names Displays true if DHCP server lookup the hostname
corresponding to the assigned IP address and set the resolved hostname in the DHCP
hostname option else false.

Infinite is reserved Displays on if the Client is getting infinite lease time else off.
Max Lease Time Defines the maximum lease time in seconds.

Min Lease Time Defines the minimum lease time in seconds.

Next Server Defines the Name server from which the client obtains its boot file.
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One Lease Per Client Displays true if DHCP appliance assigns the requested address
and free any other leases associated with the client else false.

Ping Check Displays true if the DHCP appliance ping the address before issuing
the offer to client else false.

Ping Timeout Defines ping timeout value in seconds.

Use Lease Addr For Default Route Displays true if the router option is same IP address as that
offered by the client else false.

Server Identifier Defines an IPV4 address for the Server Identifier.
Server Name Defines a FQDN name for Server name.

Site Option Space Defines the name of Site option space.

Vendor Option Space Defines the name of Vendor option space.
EXAMPLE DATA:

[dhcp-policy-template]
TemplateName=policy1l
Organization=QAOrg
Description=test

Default Lease time=3600

NAME:
exportdhcpserver
DESCRIPTION:

Exports the DHCP servers from the TCPWave IPAM to a name-value pair format
file.

ARGUMENTS:

--output_file
Full path to the output file to which DHCP servers are exported.
[mandatory]

--0rg
Name of the organization from which DHCP servers are to be exported. If
this argument is not specified, DHCP servers from all organizations will
be exported for FADM user, DHCP servers from user's organization will be
exported for non-FADM user.

EXAMPLE USAGE:

twc exportdhcpserver --output_file=/tmp/dhcpserver.txt
twc exportdhcpserver --org=TCPWave --output_file=/tmp/dhcpserver.txt

FILE FORMAT:

The output file format is as follows:

Each server starts with a [dhcp-server] section

Each configuration section begins with a [<section name>] field followed
by <name>=<value> pairs one per line.

SECTIONS & CONFIGURATION PARAMETERS:
[dhcp-server]
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IP_ADDRESS IP Address of the DHCP server

ORGANIZATION_NAME Organization Name of the DHCP server
POLICY_TEMPLATE Policy template name for the DHPC server
APPLIANCE_GROUP Name of the Appliance group to be associated
ENABLE_MONIT  '0'to enable monitoring and '1' to disable monitoring

TIME_ZONE Time zone

DESCRIPTION Description of the DHCP Server.

[ntp]

NTP_SERVERS  comma separated list of IP addresses of NTP servers

[snmp]

TRAP_SINK 1 IP address of SNMP trap sink
TRAP_SINK 2 IP address of SNMP trap sink
COMMUNITY_STRING Community string for SNMP

SYSTEM_LOCATION System Location
SYSTEM_CONTACT System contact

PROCESS_LIST comma separated list of processes to be monitored. The

following is a valid list of processes:

ntpd, dns, bgpd, zebra, crond, sshd, monit, syslog-ng,dhcpd

[snmpv3users]

ENABLE_SNMPv3 Takes 'true' or 'false’ to enable or disable SNMPv3 respectively

SNMPv3_USERS Takes list of JSON objects to define SNMPv3 users. Example

[{"userName":"Smith","password":"abcd1234","authentication_protocol":"SHA","encryption_pr

otocol":"AES"}]

[macexclusions]

MAC MAC Address to be exclude
DESCRIPTION Description of the MAC address exclusion

[tacacs]
TACACS_PASSKEY TACACS passkey

TACACS_SERVERS Comma separated list of TACACS servers.

SAMPLE FILE CONTENTS:

[dhcp-server]

[dhcp-server]

IP_ADDRESS=10.1.10.86
ORGANIZATION_NAME=TCPWave
POLICY_TEMPLATE=policy
APPLIANCE_GROUP=ApplianceGroup1
ENABLE_MONIT=1

TIME_ZONE=GMT (GMT)
DESCRIPTION=
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[ntp]
NTP_SERVERS=192.168.1.1,192.168.1.2,192.168.1.3,192.168.1.4,
[snmp]

TRAP_SINK_1=1.1.1.1

TRAP_SINK_2=1.1.1.2
COMMUNITY_STRING=sph1nkx5
SYSTEM_LOCATION=

SYSTEM_CONTACT=
PROCESS_LIST=ntpd,dns,sshd,monit,syslog-ng,dhcpd,
[snmpv3users]

ENABLE_SNMPv3=false

SNMPv3_USERS=

[macexclusions]

MAC=04:a1:51:8d:f6:96

DESCRIPTION=Detected as abusive DHCP client
[macexclusions]

MAC=04:a1:51:8d:f6:97

DESCRIPTION=Detected as abusive DHCP client

NAME:
exportdnsacl
DESCRIPTION:

Exports DNS ACLs from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which ACLs are exported. [mandatory]

--org
Name of the organization from which ACLs are to be exported. If this
argument is not specified, ACLs from all organizations will be exported
for FADM user, ACLs from user's organization will be exported for
non-FADM user.
EXAMPLE USAGE:

twc exportdnsacl --output_file=/tmp/output.txt

twc exportdnsacl --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

NAME, DESCRIPTION, ACL
FIELD FORMATS:

ACL is a comma separated list of ACL elements in one of the following
formats:
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IPAddress/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)
IPAddress/mask/permission (192.168.0.0/24/Allow)

EXAMPLE DATA:
"external","external servers","172.0.0.1/24/Allow,172.0.0.2/Deny,internal/Deny"

NAME:
exportdnsoptiontmpl
DESCRIPTION:

Exports the DNS option templates from the TCPWave IPAM to a name-value pair
format file.

ARGUMENTS:

--output_file
Full path to the output file to which DNS option templates are exported.
[mandatory]

--0rg
Name of the organization from which DNS option templates are to be
exported. If this argument is not specified, DNS option templates from
all organizations will be exported for FADM user, DNS option templates
from user's organization will be exported for non-FADM user.

EXAMPLE USAGE:
twc exportdnsoptiontmpl --output_file=/tmp/output.txt
twc exportdnsoptiontmpl --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:
The information in the output file is in a format as described below

Each DNS option template starts with a section [dns-option-template]

followed by various DNS parameters in the format <param-name>=<param-value>
one  per each line.

TemplateName is the name of the DNS option template and is mandatory.

SECTIONS & CONFIGURATION PARAMETERS:
TemplateName Name of the DNS option template.

Organization Name of the organization where template is defined.

Description Description for the DNS option template.

Type Takes 'BIND AUTH' or 'BIND CACHE' or 'UNBOUND' or 'NSD' or 'DNS PROXY'
allow-query Defines an address match list of IP address(es) which are allowed to issue

queries to the server.
allow-recursion Defines an address match list of IP address(es) which are allowed to issue
recursive queries to the server.
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allow-transfer Defines an address match list e.g. IP address(es) that are allowed to transfer
(copy) the zone information from the server

blackhole Defines an address match list of hosts that the server will NOT respond to, or
answer queries for
lame-ttl Defines the number of seconds to cache lame delegations or lame servers, that

is, servers which should be authoritative (obtained via a referral or delegation from a parent)
but do not respond as authoritative.

max-ncache-ttl Sets the maximum time (in seconds) for which the server will cache
negative (NXDOMAIN) answers (positives are defined by max-cache-ttl)

tcp-clients The tcp-clients allows the user to define the maximum number of TCP
connections to be supported.

responses-per-second This parameter defines the number of identical responses per second
allowed from any given source IP address and liess in the range 0 to 1000.

window Default is no. If set to yes, then the rate limiting function will not be
performed will log when the rate-limit function would have been invoked.

transfers-in Only used by slave zones. It determines the number of concurrent inbound
zone transfers. Default is 10.

transfers-out Only used by master zones. It determines the number of concurrent
outbound zone transfers. Default is 10.

transfers-per-ns  Only used by slave zones. It determines the number of concurrent inbound
zone transfers for any zone. Default is 2.

directory It is a quoted string defining the absolute path for the server e.g.
"fvar/named". All subsequent relative paths use this base directory.

statistics-file = the pathname of the file the server appends statistics to when instructed to do
so using rndc stats. If not specified, the default is named.stats in the server's current directory.
dump-file It is a quoted string defining the absolute path where BIND dumps the
database (cache) in response to a rndc dumpdb.

pid-file It is a quoted string which allows to define where the pid (Process Identifier)
used by BIND is written.

session-keyfile = The pathname of the file into which to write a TSIG session key generated
by named for use by nsupdate.

rrset-order It defines the order in which multiple records of the same type are returned.
check-srv-cname  If check-integrity is set then fail, warn or ignore SRV records that refer to
CNAMES. The default is to warn.

check-mx-cname If check-integrity is set then fail, warn or ignore MX records that refer to
CNAMES. The default is to warn.

check-mx Check whether the MX record appears to refer to an IP address. The default is
to warn. Other possible values are fail and ignore.

check-names The check-names statement will cause any host name for the zone to be
checked for compliance with RFC 952 and RFC 1123 and take the defined action.

recursion If recursion is set to 'yes' the server will always provide recursive query
behaviour if requested by the client. If set to 'no’' the server will only provide iterative query
behaviour - normally resulting in a referral.

empty-zones-enable By default empty-zones-enable is set to yes which means that reverse
queries for IPv4 and IPv6 addresses covered by RFCs 1918, 4193, 5737 and 6598 but which is
not not covered by a locally defined zone clause will automatically return an NXDOMAIN
response from the local name server.

listen-on-v6 It turns on BIND to listen for IPv6 queries.

version It specifies the string that will be returned to a version.bind query when using
the chaos class only.

dnssec-enable It indicates that a secure DNS service is being used which may be one, or
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more, of TSIG, SIG(0) or DNSSEC.

dnssec-validation Itindicates that a resolver (a caching or caching-only name server) will
attempt to validate replies from DNSSEC enabled (signed) zones.
minimal-responses If yes the server will only add NS resource records to the Authority
section and A or AAAA resource records to the Additional sections of a query response when
they are required by the protocol, for instance, delegations and negative responses.
zone-statistics  If zone-statistics is 'yes', the server will collect statistical data on all zones.
EXAMPLE DATA:

[dns-option-template]

TemplateName=BIND AUTH Template

Organization=TCPWave

Description=

Type=BIND AUTH

allow-query=any/Allow;

allow-recursion=any/Allow;

allow-transfer=none/Allow;

blackhole=23259

lame-ttl=0

max-ncache-ttl=60

tcp-clients=500

responses-per-second=0

window=15

transfers-in=10

transfers-out=10

transfers-per-ns=2

directory=/

statistics-file=/var/named/log/named.stats
dump-file=/var/named/log/named_dump.db

pid-file=/var/run/named/named.pid

session-keyfile=/var/run/named/session.key

rrset-order=cyclic

check-srv-cname=ignore

check-mx-cname=ignore

check-mx=ignore

check-names=master ignore,response ignore

recursion=no

empty-zones-enable=no

listen-on-v6=none

version=TCPWave DNS Server

dnssec-enable=yes

dnssec-validation=yes

minimal-responses=yes

zone-statistics=yes

NAME:
exportdnsserver
DESCRIPTION:

Exports the DNS servers from the TCPWave IPAM to a name-value pair format
file.
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ARGUMENTS:

--output_file
Full path to the output file to which DNS servers are exported
[mandatory]

--appliance_type

Takes 'auth’ or 'cache’ as value. If the value is specified, as 'auth’

then the command exports all the Authoritative DNS Servers from into the

output file. If the value is specified, as 'cache' then the command

exports all the Cache DNS Servers into the output file. [mandatory]

--0rg
Name of the organization from which DNS servers are to be exported. If
this argument is not specified, DNS servers from all organizations will
be exported for FADM user, DNS servers from user's organization will be
exported for non-FADM user.

EXAMPLE USAGE:

twc exportdnsserver --output_file=/tmp/auth_dns_server.txt --appliance_type=auth

twc exportdnsserver --output_file=/tmp/cache_dns_server.txt --appliance_type=cache

twc exportdnsserver --org=TCPWave --output_file=/tmp/auth_dns_server.txt --
appliance_type=auth

FILE FORMAT:

The output file format is as follows:

Each server starts with a [dns-server] section

Each configuration section begins with a [<section name>] field followed
by <name>=<value> pairs one per line.

SECTIONS & CONFIGURATION PARAMETERS:
[dns-server]

TYPE Takes 'BIND AUTH' or 'BIND CACHE' or 'UNBOUND' or 'NSD' or
'DNS PROXY'

OPTION_TEMPLATE DNS Option template name

SERVER_TEMPLATE DNS server template

IP_ADDRESS IP address of the server

ORGANIZATION_NAME Organization Name of the server

ENABLE_MONIT '0'to enable monitoring and '1' to disable monitoring
INTERNAL_CACHE Applicable for servers of type 'BIND CACHE'. '0' indicates
that the server is rooted at an internal root server. '1'

indicates that the server is rooted at public internet

root server

DMZ_VISIBLE When a cache server is root to a public internet root
server '1' indicates visibility of internal zones, '0'

indicates internal zone are not visible. This flag is not

applicable for cache servers rooted at an internal root
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server
DESCRIPTION  DNS server description
TIME_ZONE Time zone

[ntp]
NTP_SERVERS = Comma separated list of IP addresses of NTP servers

[snmp]

TRAP_SINK 1 IP address of SNMP trap sink

TRAP_SINK 2 IP address of SNMP trap sink

COMMUNITY_STRING Community string for SNMP

SYSTEM_LOCATION System Location

SYSTEM_CONTACT System contact

PROCESS_LIST comma separated list of processes to be monitored. The
following is a valid list of processes:

ntpd, dns, bgpd, zebra, crond, sshd, monit, syslog-ng,dhcpd

[snmpv3users]

ENABLE_SNMPv3 Takes 'true’ or 'false’ to enable or disable SNMPv3 respectively
SNMPv3_USERS Takes list of JSON objects to define SNMPv3 users. Example
[{"userName":"Smith","password":"abcd1234","authentication_protocol":"SHA","encryption_pr
otocol":"AES"}]

[tacacs]

TACACS_PASSKEY TACACS passkey

TACACS_SERVERS Comma separated list of TACACS servers.

SAMPLE FILE CONTENTS:

[dns-server]

TYPE=BIND AUTH

OPTION_TEMPLATE=testdns

SERVER_TEMPLATE=ISC BIND Authoritative Appliance Template
IP_ADDRESS=10.1.10.201

ORGANIZATION_NAME=TCPWave

ENABLE_MONIT=1

DESCRIPTION=Root

TIME_ZONE=America/New_York (Eastern Time)

[ntp]
NTP_SERVERS=17.253.68.253,17.253.16.243,17.253.80.243,17.253.6.243,
[snmp]

TRAP_SINK 1=194.41.67.51

TRAP_SINK_2=194.41.65.177

COMMUNITY_STRING=sph1nkx5

SYSTEM_LOCATION=Datacenter for systematic trading infrastructure
SYSTEM_CONTACT=GNCC +1 877 462 2284
PROCESS_LIST=ntpd,dns,bgpd,zebra,crond,

[snmpv3users]

ENABLE_SNMPv3=false
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SNMPv3_USERS=

NAME:
exportdnsservertmpl
DESCRIPTION:

Exports the DNS server templates from the TCPWave IPAM as a csv list into
the specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which DNS server templates are exported.
[mandatory]

EXAMPLE USAGE:

twc exportdnsservertmpl --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

TYPE, NAME, DESCRIPTION, EMAIL, DYN_UPD, ALGORITHM, LOGGER
FIELD FORMATS:

TYPE is one of the following values: 'BIND AUTH', 'BIND CACHE/,
"UNBOUND'

DYN_UPD '1' indicates dynamic updates must be enabled.
0’ indicates dynamic updates are disable

ALGORITHM is a comma separated list of algorithm specification as follows:
Algorithm: Bit_size

Algorithm should be one of the valid TSIG algorithms. Bit_size should

be between minimum bit size and maximum bit size specified, for that
algorithm

Example: "HMAC-SHA1:150,HMAC-SHA256:200"

LOGGER is a comma separated list of logger specification as follows:
LogCategory/LogChannels

LogChannels is a colon separated list of log channels

Example: "client/default_stderr:default_debug:default_syslog"

EXAMPLE DATA:
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"BIND
AUTH","TestBindAuthTemplate","TestBindAuthTemplate","admin@tcpwave.com","1","HMAC-
SHAS512:512","client/default_stderr:default_debug:default_syslog"

NAME:
exportdomain
DESCRIPTION:

Exports the DNS Domains from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which domains are to be exported.
[mandatory]

--0rg
Name of the organization from which domains are to be exported. If this
argument is not specified, domains from all organizations will be
exported for FADM user, domains from user's organization will be
exported for non-FADM user.

EXAMPLE USAGE:

twc exportdomain --output_file=/tmp/output.txt

twc exportdomain --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

DOMAIN,ORGANIZATION,DESCRIPTION

EXAMPLE DATA:
"tcpwave.com","TCPWave","TCPwave Domain"

NAME:
exportextension
DESCRIPTION:

Exports the extended attributes from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which extended attributes are to be
exported. [mandatory]

-org
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Name of the organization from which extended attributes are to be
exported. If this argument is not specified, extended attributes from
all organizations will be exported for FADM user, extended attributes
from user's organization will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportextension --output_file=/tmp/output.txt

twc exportextension --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"NAME","DESCRIPTION","EXTENSION_TYPE","CONSTRAINTS","LOW","HIGH","IS_UNIQUE","FL
AG"

EXAMPLE DATA.:
"NAME","DESCRIPTION","EXTENSION_TYPE","CONSTRAINTS","LOW","HIGH","IS_UNIQUE","FL
AG"

"nextension","","STRING" \N,\N,\N,\N,\N
"MPList","","LIST","LIST_VALUES=domain,network,subnet",\N,\N,\N,\N
"subbaiah”,"","STRING",\N,\N,\N,\N,\N

"First_Seen_In_Cloud","DO NOT DELETE THIS ATTRIBUTE OR EDIT THE VALUE OF
IT.","STRING",\N,\N,\N,\N,"1"

"Last_Seen_In_Cloud","DO NOT DELETE THIS ATTRIBUTE OR EDIT THE VALUE OF
IT.","STRING",\N,\N,\N,\N,"1"

"testxtn","","STRING",\N,\N,\N,\N,\N
"Subnet_ext","test","STRING","mandatory",\N,\N,\N,\N

NAME:
exportipamappliance
DESCRIPTION:

Exports the e[PAM appliances from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which IPAM appliances are to be exported.
[mandatory]

EXAMPLE USAGE:

twc exportipamappliance --output_file=/tmp/output.txt
SECTIONS & CONFIGURATION PARAMETERS:
[ipam-appliance]

NAME Name of the IPAM Appliance.
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IP_ADDRESS IP Address of the IPAM Appliance.

TYPE Type of the IPAM Appliance.
BANNER_COLOR Color of the banner in the Appliance.
BANNER_TITLE Title of the banner in the Appliance.
DESCCRIPTION Description for the IPAM Appliance.

[ntp]
NTP_SERVERS comma separated list of IP addresses of NTP servers

[snmp]

TRAP_SINK 1 IP address of SNMP trap sink

TRAP_SINK 2 IP address of SNMP trap sink

COMMUNITY_STRING Community string for SNMP

SYSTEM_LOCATION System Location

SYSTEM_CONTACT System contact

PROCESS_LIST comma separated list of processes to be monitored. The
following is a valid list of processes:

ntpd, dns, bgpd, zebra, crond, sshd, monit, syslog-ng, dhcpd

[snmpv3users]

ENABLE_SNMPv3 Takes 'true' or 'false’ to enable or disable SNMPv3 respectively
SNMPv3_USERS Takes list of JSON objects to define SNMPv3 users. Example
[{"userName":"Smith","password":"abcd1234","authentication_protocol":"SHA","encryption_pr
otocol":"AES"}]

[tacacs]

ENABLE_TACACS Takes'0' or '1".'1"' indicates TACACS+ configuration
should be enabled for this server. '0' indicates

TACACS+ configuration should be disabled

TACACS_PASSKEY TACACS passkey

TACACS_SERVERS Comma separated list of TACACS servers.

SAMPLE OUTPUT FILE CONTENTS:

[ipam-appliance]

NAME=COMMON-DEVELOPER-IPAM

IP_ADDRESS=10.1.10.240

TYPE=Production

BANNER_COLOR=red

BANNER_TITLE=This is a Production Server. All actions are audited. Please do not make any
unauthorized changes.

DESCCRIPTION=

[ntp]

NTP_SERVERS=172.253.172.253,172.253.172.254,

[snmp]

TRAP_SINK_1=10.1.10.1

TRAP_SINK_2=10.1.10.2
COMMUNITY_STRING=E61B8541B79BC35ES8E5BEFBE908EB050
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SYSTEM_LOCATION=

SYSTEM_CONTACT=
PROCESS_LIST=ntpd,sshd,de,cli,search,tims,timsscheduler,mysql,
[snmpv3users]

ENABLE_SNMPv3=false

SNMPv3_USERS=

NAME

exportipvbobject

DESCRIPTION

Exports the IPv6 objects from the TCPWave IPAM as a csv list into the specified output file.

ARGUMENTS

--output_file

Full path to the output file to which IPv6 objects are to be exported. [mandatory]

--org

Name of the organization from which IPv6 objects are to be exported.

EXAMPLE:

twc exportipvbobject --output_file=/tmp/output.txt

twc exportipvbobject --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as specified in the order

below
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"ADDRESS","ORGANIZATION","NAME","DOMAIN","OBJECT_TYPE","ALLOCATION_TYPE","MAC","OPT
ION_TEMPLATE","TTL","NS_A","NS_PTR","DDNS_A","DDNS_PTR","DDNS_CNAME","DDNS_MX","CO

NTACT_FIRST_NAME","CONTACT_MIDDLE_NAME","CONTACT_LAST_NAME","CONTACT_EMAIL","DE
SCRIPTION","MANAGED_BY","MONITORED_BY","CHANGE_CONTROL_TICKET","TERMINAL_SERVER _
KVM","END_OF_LIFE","ROOM","FLOOR"

EXAMPLE DATA:

"6002::12","Internal","Access00001Router","tcp.com”,"Access
ROUter“,“1","","“,"1200“,"1“,"1","1","1","1","1","","","","","","6002::12“,"","“,"","","",""

NAME:
exportipv6objectrr
DESCRIPTION:

Exports the IPv6 objects resource records from the TCPWave IPAM as a csv
list into the specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which IPv6 objects resource records are
exported. [mandatory]

--org
Name of the organization from which IPv6 objects resource records are to
be exported. If this argument is not specified, IPv6 objects resource
records from all organizations will be exported for FADM user, IPv6
objects resource records from user's organization will be exported for
non-FADM user.

EXAMPLE USAGE:
twc exportipv6objectrr --output_file=/tmp/output.txt
twc exportipv6objectrr --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:
The information in the output file is a comma separated list of fields as
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specified, in the order below
"[P_ADDRESS","ORGANIZATION_NAME","OWNER","TTL","CLASS","TYPE","DATA"

EXAMPLE DATA:
"6001::2","TCPWave","www.tcpwave.com.","600","IN","AAAA","6001::2"

"6001::2","TCPWave","dev.tcpwave.com.","300","IN","CNAME","www.tcpwave.com."

NAME

exportipvésubnet

DESCRIPTION

Exports the IPv6 subnets from the TCPWave IPAM as a csv list into the specified output file.

ARGUMENTS

--output_file

Full path to the output file to which IPv6 subnets are exported. [mandatory]

--org

Name of the organization from which IPv6 subnets are to be exported. If this argument is not

specified, IPv6 subnets from all organizations will be exported for FADM user, IPv6 subnets from user's

organization will be exported for non-FADM user.

EXAMPLE:

twc exportipvésubnet --output_file=/tmp/output.txt

twc exportipvbsubnet --org=TCPWave --output_file=/tmp/output.txt

IMPORT FILE:

The information in the output file is a comma separated list of fields as specified in the order below
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"ADDRESS","MASK","BLOCK_ADDRESS","NAME","ORGANIZATION","DOMAIN","SUBNET_GROUP","R
OUTER","DHCP_TEMPLATE_NAME","PRIMARY_DHCP_SERVER","STREET_1","STREET_2","CITY","STA
TE","COUNTRY","ZIP","DESC","CONTACT_F_NAME","CONTACT_M_NAME","CONTACT_L_NAME","C
ONTACT_EMAIL","VLAN","VRF","DISCOVERY_TEMPLATE"

EXAMPLE DATA:

"6001:10::","27","6001::","Internal-463-

498“’"Internalll'IIinter.com|I’||ll'llll’llll’“ll’llll,llll'II||'l|||’||||’||ll'||||’||ll T e e e ownonan

7 ’ ’ ’ ’ ’

NAME:
exportipv6subnetgroup
DESCRIPTION:

Exports the IPv6 subnet groups from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which IPv6 subnet groups are to be
exported. [mandatory]

--0rg
Name of the organization from which IPv6 subnet groups are to be
exported. If this argument is not specified, IPv6 subnet groups from all
organizations will be exported for FADM user, IPv6 subnet groups from
user's organization will be exported for non-FADM user.
EXAMPLE USAGE:

twc exportipv6ésubnetgroup --output_file=/tmp/output.txt

twc exportipvésubnetgroup --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"NAME","ORG_NAME","DESCRIPTION"

EXAMPLE DATA:
"NAME","ORG_NAME","DESCRIPTION"
"v6Sub_gr1","Internal",""
"v6sg","EARTH","test"
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NAME

exportipvbblock

DESCRIPTION

Exports the IPv6 block from the TCPWave IPAM as a csv list into the specified output file.

ARGUMENTS

--output_file

Full path to the output file to which IPv6 pool are exported. [mandatory]

--org

Name of the organization from which IPv6 blocks are to be exported. If this argument is not

specified, IPv6 blocks from all organizations

EXAMPLE

twc exportipveblock --output_file=/tmp/output.txt

twc exportipvéblock --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE

The information in the output file is a comma separated list of fields as specified in the order

below

"ADDRESS","MASK","POOL_ADDRESS","NAME","ORG_NAME","DNSSEC","NSEC_OPT","ZONE_TEMPL
ATE","DMZ_VISIBLE","DESCRIPTION","CONTACT_F_NAME","CONTACT_M_NAME","CONTACT_L_NA
ME","CONTACT_EMAIL","CLOUD_REGION","DISCOVERY_TEMPLATE","VRF"
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EXAMPLE DATA

II8001::Il’ll24ll'IISOOO::IIIIITeStII'IIInterna|||,II0II'IINSECSII'IIII'IIOII’llII'IlII'II||'Illl’llll’llll'llll'llll

NAME

exportipvépool

DESCRIPTION

Exports the IPv6 pool from the TCPWave IPAM as a csv list into the specified output file.

ARGUMENTS

--output_file

Full path to the output file to which IPv6 pool are exported. [mandatory]

--org

Name of the organization from which IPv6 pools are to be exported. If this argument is not

specified, IPv6 pools from all organizations

EXAMPLE

twc exportipvépool --output_file=/tmp/output.txt

twc exportipvepool --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE

The information in the output file is a comma separated list of fields as specified in the order

below
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"IP_ADDR","MASK","ORG_NAME","REGION","NAME","DNSSEC","NSEC_OPT","ZONE_TEMPLATE","D
MZ_VISIBLE","DESCRIPTION","CONTACT_F_NAME","CONTACT_M_NAME","CONTACT_L_NAME","CO
NTACT_EMAIL","CLOUD_REGION","DISCOVERY_TEMPLATE","VRF"

EXAMPLE DATA

"8001::","48","TCPWave",,"USA","pool1","0","","","0","TCPWave IPv6 address

poolll'||II'IIII'IIII’Illl’lIII’ ,

NAME

exportipvbreversezone

DESCRIPTION

Exports the DNS IPv6 reverse zones from the TCPWave IPAM in CSV format into the specified output
file.

ARGUMENTS

--output_file

Full path of the output file to which zones must be exported. [mandatory]
--org
Name of the organization from which DNS IPv6 reverse zones have to be exported. If this
argument is not specified, DNS IPv6 reverse zones from all organizations will be exported for FADM
user whereas DNS IPv6 reverse zones from user's organization will be exported for non-FADM user.

EXAMPLE

twc exportipvéreversezone --output_file=/tmp/output.txt
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twc exportipvéreversezone --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE

The rows in the output file are comma separated values of fields as specified in the order below

"NAME","ORG_NAME","TMPL_NAME","DNSSEC","NSEC_OPT","MONIT","DESCRIPTION","DMZ_VISIB
LE","CONTACT_F_NAME","CONTACT_M_NAME","CONTACT_L_NAME","CONTACT_EMAIL","ADDRES
S","MASK_LENGTH"

FIELD FORMATS

DNSSEC '1' indicates that DNSSEC should be enabled for the zone. '0' indicates that DNSSEC is not
enabled NSEC_OPT 'NSEC' or 'NSEC3'

MONIT '1' indicates monitoring is enabled for this zone. '0' indicates monitoring is disabled for

this zone.

EXAMPLE DATA

"0,0,0,0,0,5,ip6,arpa,”'"Internal“,““,"o“,“NSEC3“’“1","“,"0“’“",“","“,"“’“5000::“’“24“

NAME
exportipvédnsserver
DESCRIPTION

Exports the IPv6 DNS appliances from the TCPWave IPAM to a name-value pair format file.

ARGUMENTS

--output_file
Full path to the output file to which DNS appliances are exported [mandatory]

--appliance_type
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Takes 'auth’ or ‘cache' as value. If the value is specified as 'auth’ then the command exports
all the Authoritative DNS appliances from into the output file. If the value is specified as 'cache' then
the command exports all the Cache DNS appliances into the output file. [mandatory]

--org

Name of the organization from which DNS appliances are to be exported. If this argument is
not specified, DNS appliances from all organizations will be exported for FADM user, DNS servers from
user's organization will be exported for non-FADM user.

EXAMPLE
twc exportipvédnsserver --output_file=/tmp/auth_dns_server.txt --appliance_type=auth

twc exportipvédnsserver --output_file=/tmp/cache_dns_server.txt --appliance_type=cache

twc exportipvédnsserver --org=TCPWave --output_file=/tmp/auth_dns_server.txt --
appliance_type=auth

FILE FORMAT

The output file format is as follows:

Each server starts with a [dns-server] section

Each configuration section begins with a [<section name>] field followed
by <name>=<value> pairs one per line.

SECTIONS & CONFIGURATION PARAMETERS

[dns-server]

TYPE Takes 'BIND AUTH' or 'BIND CACHE' or 'UNBOUND' or 'NSD' or
'DNS PROXY'

OPTION_TEMPLATE DNS Option template name

SERVER_TEMPLATE DNS server template

IPV6_ADDRESS  IPv6 address of the appliance

ORGANIZATION_NAME Organization Name of the appliance

ENABLE_MONIT 'O’ to enable monitoring and '1' to disable monitoring

INTERNAL_CACHE Applicable for appliances of type 'BIND CACHE'. '0' indicates
that the appliance is rooted at an internal root server. '1'
indicates that the server is rooted at public internet
root appliance

NSM_TEMPLATE NSM Template is applicable if the selected appliance type is

ISC BIND Cache appliance, Unbound Cache Appliance, or recursion enabled ISC
BIND Authoritative appliance.

DESCRIPTION DNS appliance description
TIME_ZONE Time zone

[ntp]
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IPV6_NTP_SERVERS Comma separated list of IP addresses of NTP appliances

[snmp]

IPV6_TRAP_SINK_1 IPv6 address of SNMP trap sink

IPV6_TRAP_SINK_2 IPv6 address of SNMP trap sink

COMMUNITY_STRING Community string for SNMP

SYSTEM_LOCATION System Location

SYSTEM_CONTACT System contact

PROCESS_LIST comma separated list of processes to be monitored. The
following is a valid list of processes:
ntpd, dns, bgpd, zebra, crond, sshd, monit, syslog-ng,dhcpd

[snmpv3users]

ENABLE_SNMPv3 Takes 'true' or 'false' to enable or disable SNMPv3 respectively
SNMPv3_USERS Takes list of JSON objects to define SNMPv3 users. Example

[{"userName":"Smith","password":"abcd1234","authentication_protocol":"SHA","encryption_protocol":
"AES"}]

[tacacs]

TACACS_PASSKEY TACACS passkey
IPV6_TACACS_SERVERS Comma separated list of TACACS appliances.

[syslogng-global-options]

TIME_REOPEN The time to wait in seconds before a dead connection is
reestablished. Takes a value less than or equal to
32767.

TIME_REAP If no new messages are written to a destination within
the specified time in seconds, the connection will be
closed, and its state will be freed. Takes a value less
than or equal to 32767.

FLUSH_LINES Specifies how many lines are flushed to a destination at
a time. Takes a value less than or equal to 32767.

STATS FREQ Syslog-ng OSE periodically sends a log statistics message.
Takes a value less than or equal to 32767.

LOG_FIFO_SIZE  The number of messages that the output queue can store.
Takes a value less than or equal to 32767.

LOG_MSG_SIZE The maximal length of the log messages is limited by this
option It is not recommended to set the option value
higher than 10 MiB. Takes a value less than or equal to
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32767.

KEEP_TIMESTAMP  Specifies whether syslog-ng should accept the timestamp
received from the sending application or client.
Takes value 'Yes' or 'No'.

[syslogng-source]

SOURCE_NAME Name of the Source

INTERNAL_MSG Internal syslog-NG message, takes input values as '0' or '1".
default value is '1".

SYSTEM_MSG System specific log message, takes input value as '0' or '1".

MSG_TXT_FILE Message from text file, takes the file name as input.

MSG_MULTI_TXT_FILE Message from multiple text files, takes input '0' or '1".
if this flag is '1' need to specify the FILE_PATH and
FILE_PATTERN.

FILE_PATH File patch to the multiple text file.

FILE_PATTERN File Name pattern.

SYSLOG_SERVER Syslog-NG sever, takes the input as '0' or '1'.

IP_ADDRESS IP address of the syslog server.

PORT Port number of the syslog server.

NETWORK_PROTOCOL Network protocol, supports 'UDP' and 'TCP".

[syslogng-filter]

FILTER_NAME Name of the Filter.

CONDITION Takes the input as 'complex’ or 'simple’.
FACILITIES Allow values are one or more comma separated option
given below.

auth, authpriv, cron, deamon, kern, lpr, mail,mark, news,
syslog, user, uucp, local0, locall,local2, local3,
local4, local5, local6, local7.

PRIORITIES Allow values are one or more comma separated option
given below.
info, notice, warning, err, crit, alert, emerg.
HOST_NAME Name of the host.
IP_NETWORK IP address with mask length.
MATCH_EXPRESSION Match expression.
PROGRAM Program.

[syslogng-destination]

DESTINATION_NAME Name of the destination.

TYPE_SNG Type of the destination. takes the value between 1 to 5.
'1'= File
'2'= Named pipe

'3'= Local Users
'4'= All logged-in users
'5'= Syslog server.
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LOG_FILE_NAME File name to log the message, mandatory when TYPE_SNG is

specified as '1".

NAMED_PIPE_NAME Named pipe name, mandatory when TYPE_SNG is specified

as '2'.

LOCAL_USERS Local users, mandatory when TYPE_SNG is specified as '3'.
SYSLOG_SERVER IP address of the syslog server, mandatory when TYPE_SNG

is specified as '5'.

PORT Port number of the syslog server, mandatory when

TYPE_SNG is specified as '5'".

NETWORK_PROTOCOL Network protocol, supports 'UDP' and 'TCP', mandatory

when TYPE_SNG is specified as '5'.

[syslogng-target]

SOURCE Name of the source.
FILTER Name of the filter.
DESTINATION Name of the destination.

SAMPLE FILE CONTENTS:

[dns-server]

TYPE=BIND AUTH

OPTION_TEMPLATE=BIND AUTH Default Template
SERVER_TEMPLATE=BIND AUTH Default Server Template
IPV6_ADDRESS=2000::3
ORGANIZATION_NAME=TCPWave

ENABLE_MONIT=1

DESCRIPTION=Edit

TIME_ZONE=GMT (GMT)

ENABLE_RECURSION=n0

INTERNAL_CACHE=0

[ntp]

IPV6_NTP_SERVERS=5000::3,5000::4,

[dns_resolver]

IPV6_NAME_APPLIANCES=4000::3
SEARCH_SUFFIIXES=

[snmp]
IPV6_TRAP_SINK_ 1=1000::1

IPV6_TRAP_SINK_2=1000::2
COMMUNITY_STRING=sph1nkx5
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SYSTEM_LOCATION=
SYSTEM_CONTACT=
PROCESS_LIST=ntpd,dns,sshd,monit,syslog-ng,dhcpd,

[snmpv3users]

ENABLE_SNMPv3=false
SNMPv3_USERS=[]

[syslogng-options]

TIME_REOPEN=60
TIME_REAP=60
FLUSH_LINES=60
STATS_FREQ=600
LOG_FIFO_SIZE=1000
LOG_MSG_SIZE=2048
KEEP_TIMESTAMP=Yes

[syslogng-source]
SOURCE_NAME=s_sys
INTERNAL_MSG=YES
SYSTEM_MSG=YES

[syslogng-filter]

FILTER_NAME=f_default
CONDITION=complex

COMPLEX_CONDITION=level(info..emerg) and not (facility(mail) or facility(authpriv) or facility(cron))

[syslogng-filter]

FILTER_NAME=f cron
CONDITION=complex
COMPLEX_CONDITION=facility(cron)

[syslogng-destination]
DESTINATION_NAME=d_mesg
TYPE_SNG=File

LOG_FILE_NAME=messages
ENABLE_SYNC=Yes

[syslogng-destination]

DESTINATION_NAME=d_cron
TYPE_SNG=File
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LOG_FILE_NAME=cron
ENABLE_SYNC=Yes

[syslogng-target]

SOURCE=s_sys
FILTER=f_default
DESTINATION=d_mesg

[syslogng-target]
SOURCE=s_sys

FILTER=f_cron
DESTINATION=d_cron

NAME
exportipvédhcpserver

DESCRIPTION

Exports the IPv6 DHCP servers from the TCPWave IPAM to a name-value pair format file.

ARGUMENTS

--output_file

Full path to the output file to which IPv6 DHCP servers are exported. [mandatory]

--org

Name of the organization from which IPv6 DHCP servers are to be exported. If this
argument is not specified, DHCP servers from all organizations will be exported for FADM user, DHCP

servers from user's organization will be exported for non-FADM user.

EXAMPLE

twc exportipvedhcpserver --output_file=/tmp/dhcpserver.txt

twc exportipvedhcpserver --org=TCPWave --output_file=/tmp/dhcpserver.txt

FILE FORMAT

The output file format is as follows:
Each server starts with a [dhcp-server] section
Each configuration section begins with a [<section name>] field followed

by <name>=<value> pairs one per line.
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SECTIONS & CONFIGURATION PARAMETERS

[dhcp-server]

IP_ADDRESS IPv6 Address of the DHCP server
ORGANIZATION_NAME Organization Name of the DHCP server
POLICY_TEMPLATE Policy template name for the DHCP server

USAGE Name of the Appliance group to be associated
ENABLE_MONIT '0' to enable monitoring and '1' to disable monitoring
TIME_ZONE Time zone

DHCPD_INTERFACES Specify DHCPD Interfaces.

DESCRIPTION Description of the DHCP Server.

DISCOVERY '0' to enable discovery and '1' to disable discovery

[ntp]

NTP_SERVERS comma separated list of IP addresses of NTP servers

[dns_resolver]

NAME_APPLIANCES IP address of Name Appliances

SEARCH_SUFFIIXES Specify search suffixes

[snmpv3users]

ENABLE_SNMPv3  Takes 'true' or 'false' to enable or disable SNMPv3 respectively

SNMPv3_USERS Takes list of JSON objects to define SNMPv3 users. Example

[{"userName":"Smith","password":"abcd1234","authentication_protocol":"SHA","encryption_protoc
ol":"AES"}]
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[syslogng-options]

TIME_REOPEN It is the time to wait in seconds before a dead connection is reestablished,
and the default value is 60.

TIME_REAP It is the time to wait before closing idle connections. The default value is 60.

FLUSH_LINES It specifies the number of lines flushed to a destination at a time. The default
value is 60.

STATS_FREQ It is the time to wait between statistics messages in seconds. The default
value is 60.

LOG_FIFO_SIZE It specifies the number of messages that the output queue can store. The
default value is 1000.

LOG_MSG_SIZE It specifies the maximum length of a message in bytes.

KEEP_TIMESTAMP It specifies whether Syslog-ng should accept the timestamp received from
the sending application or client.

The default value is Yes.

[syslogng-source]

SOURCE_NAME Enter the Source Name of the Syslog-NG sources.

INTERNAL_MSG By default, this field is enabled. All messages generated internally by Syslog-
ng use the source driver internal().

SYSTEM_MSG Syslog-NG automatically collects the system-specific log messages of the
host on several platforms using the system() driver.

[syslogng-filter]
FILTER_NAME Enter the name of the Syslog NG filter.

CONDITION Simple or Complex.

COMPLEX_CONDITION On selecting, complex condition, you must provide a valid filter string to
add to the configuration file.

[syslogng-filter]
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FILTER_NAME Enter the name of the Syslog_NG filter.
CONDITION Simple or Complex.

COMPLEX_CONDITION On selecting, complex condition, you must provide a valid filter string to
add to the configuration file.

[syslogng-destination]

DESTINATION_NAME Enter the Name of the Destination file.
TYPE_SNG Type of SNG.
LOG_FILE_NAME  Name of the log file.

ENABLE_SYNC Specify 'yes' or 'no' to enable sync.

[syslogng-destination]

DESTINATION_NAME Enter the Name of the Destination file.
TYPE_SNG Type of SNG.
LOG_FILE_NAME  Name of the log file.

ENABLE_SYNC Specify 'yes' or 'no' to enable sync.

[syslogng-target]

SOURCE Name of the destination file.
FILTER Select a value from the dropdown.

DESTINATION Enter the log file path.

[syslogng-target]

SOURCE Name of the destination file.
FILTER Select a value from the dropdown.
DESTINATION Enter the log file path.

SAMPLE FILE CONTENTS
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[dhcp-server]

IP_ADDRESS=9000::
ORGANIZATION_NAME=EARTH
POLICY_TEMPLATE=DEF-POLICY
USAGE=Primary
ENABLE_MONIT=1
TIME_ZONE=GMT (GMT)
DHCPD_INTERFACES=
DESCRIPTION=Testing

DISCOVERY=0

[ntp]

NTP_SERVERS=5000::2,

[dns_resolver]

NAME_APPLIANCES=5000::2

SEARCH_SUFFIIXES=

[snmpv3users]

ENABLE_SNMPv3=false

SNMPv3_USERS=[]

[syslogng-options]

TIME_REOPEN=60

TIME_REAP=60
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FLUSH_LINES=60
STATS_FREQ=600
LOG_FIFO_SIZE=1000
LOG_MSG_SIZE=65536

KEEP_TIMESTAMP=Yes

[syslogng-source]

SOURCE_NAME=s_sys
INTERNAL_MSG=YES

SYSTEM_MSG=YES

[syslogng-filter]

FILTER_NAME=f_default
CONDITION=complex

COMPLEX_CONDITION=level(info..emerg) and not (facility(mail) or facility(authpriv) or
facility(cron))

[syslogng-filter]

FILTER_NAME=f_cron
CONDITION=complex

COMPLEX_CONDITION=facility(cron)

[syslogng-destination]

DESTINATION_NAME=d_mesg
TYPE_SNG=File
LOG_FILE_NAME=messages

ENABLE_SYNC=Yes
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[syslogng-destination]

DESTINATION_NAME=d_cron
TYPE_SNG=File
LOG_FILE_NAME=cron

ENABLE_SYNC=Yes

[syslogng-target]

SOURCE=s_sys
FILTER=f default

DESTINATION=d_mesg

[syslogng-target]

SOURCE=s_sys
FILTER=f cron

DESTINATION=d_cron

NAME:
exportlocation
DESCRIPTION:

Exports the locations from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which locations are exported. [mandatory]

--0rg
Name of the organization from which locations are to be exported. If
this argument is not specified, locations from all organizations will be
exported for FADM user, locations from user's organization will be
exported for non-FADM user.
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EXAMPLE USAGE:

twc exportlocation --output_file=/tmp/output.txt

twc exportlocation --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"STREET1","STREET2","CITY","STATE","ZIP","COUNTRY","ORG_NAME"

EXAMPLE DATA:
"600 ALEXANDER ROAD","","PRINCETON","NJ","08540","USA","TCPWave"

NAME:
exportlogchannel
DESCRIPTION:

Exports the DNS Log Channels from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which log channels are exported.
[mandatory]

--org
Name of the organization from which DNS Log Channels are to be exported.
If this argument is not specified, DNS Log Channels from all
organizations will be exported for FADM user, DNS Log Channels from
user's organization will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportlogchannel --output_file=/tmp/output.txt

twc exportlogchannel --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

NAME, TYPE, FILE_PATH, VERSION, SIZE, FACILITY, SEVERITY, DEBUG_LEVEL, PRINT_TIME,
PRINT_SEVERITY, PRINT_CATEGORY

FIELD FORMATS:
NAME is the name of the DNS Log Channel
TYPE takes 'FILE', 'SYSLOG/, 'STDERR' or 'NULL'

FILE_PATH a valid file path when TYPE is 'FILE'
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VERSION is a valid integer indicating the maximum number of log file
versions to be retained on disk during log rotation before purging the
oldest log file.

SIZE is a valid integer in bytes indicating the maximum size of a log file
before a new log file is created during log rotation.

FACILITY is the facility name when TYPE is 'SYSLOG'

SEVERITY takes 'dynamic', 'debug’, 'info’, 'notice’, 'warning', 'error' or
‘critical’.

DEBUG_LEVEL is a valid integer indicating the debug level when SEVERITY is
specified, as 'debug'.

PRINT_TIME, PRINT_SEVERITY, PRINT_CATEGORY takes '0' or '1'

EXAMPLE DATA.:
"NAME","TYPE","FILE_PATH","VERSION","SIZE","FACILITY","SEVERITY","DEBUG_LEVEL","PRIN
T_TIME","PRINT_SEVERITY","PRINT_CATEGORY"
"queries","FILE","/var/named/log/query.log","6","1024000","","dynamic","","0","0","0"
"named","FILE","/var/named/log/named.log","6","1024000","","dynamic","","1","0","1"

NAME:
exportnetwork
DESCRIPTION:

Exports the networks from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which networks are exported. [mandatory]

--org
Name of the organization from which networks are to be exported. If this
argument is not specified, networks from all organizations will be
exported for FADM user, networks from user's organization will be
exported for non-FADM user.
EXAMPLE USAGE:

twc exportnetwork --output_file=/tmp/output.txt

twc exportnetwork --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below
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IP_ADDR,MASK,ORG_NAME,NAME,EMAIL,PERCENTAGE_FULL,EMAIL_CHECK,SNMP_CHECK,L
OG_CHECK,DESCRIPTION

EXAMPLE DATA:
"60.0.0.0","24","TCPWave","TCPWave
Network","admin@tcpwave.com","30","0","1","0","TCPWave Network"

NAME:
exportobject
DESCRIPTION:

Exports the objects from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which objects are to be exported.
[mandatory]

--subnet
IP address of the subnet. If this argument is specified, objects within
specified, subnet will be exported.

--org
Name of the organization from which objects are to be exported. If this
argument is not specified, objects from all organizations will be
exported for FADM user, objects from user's organization will be
exported for non-FADM user.

EXAMPLE USAGE:

twc exportobject --output_file=/tmp/output.txt
twc exportobject --output_file=/tmp/output.txt --subnet=192.168.1.0

twc exportobject --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"ADDRESS","ORGANIZATION","NAME","DOMAIN","OBJECT_TYPE","ALLOCATION_TYPE","MAC",
"OPTION_TEMPLATE","TTL","NS_A","NS_PTR","DDNS_A","DDNS_PTR","DDNS_CNAME","DDNS_
MX","CONTACT_FIRST_NAME","CONTACT_MIDDLE_NAME","CONTACT_LAST_NAME","CONTAC
T_EMAIL","DESCRIPTION","MANAGED_BY","MONITORED_BY","CHANGE_CONTROL_TICKET","T
ERMINAL_SERVER_KVM","END_OF_LIFE","ROOM","FLOOR"

EXAMPLE DATA:
90.0.0.1,TCPWave,"Server-2733663",tcpwave.com,"3G Phone",4,01:23:45:67:89:ab,"Generic-
template”,30,0,0,1,0,1,0,John,Francis,Smith,john.smith@tcpwave.com,"TCPwave Internal

TN TN e v oy nn

Server P D e s |
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NAME:
exportobjecttype
DESCRIPTION:

Exports the object types from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which object types are to be exported.
[mandatory]

EXAMPLE USAGE:

twc exportobjecttype --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"CODE","DESCRIPTION","LOGO_PATH","USER_DEFINED","PREFIX","SUFFIX","INITIAL_SEQUEN
CE_NUMBER","PREFIX_ZEROS"

EXAMPLE DATA:
"CODE","DESCRIPTION","LOGO_PATH","USER_DEFINED","PREFIX","SUFFIX","INITIAL_SEQUEN
CE_NUMBER","PREFIX_ZEROS"

"3G Phone","Smart Phone","","N","3G","Phone","1","Yes"

"Access Router","A Multiservice Router","","N","Access","Router","1","Yes"

"Audio MCU","Audio MCU bridges for IP and ISDN-based
videoconferencing.","","N","Audio","MCU","1","Yes"

"Bridge","A Generic Bridge","","N","Bri","dge","1","Yes"

NAME:
exportobjectrr
DESCRIPTION:

Exports the objects resource records from the TCPWave IPAM as a csv list
into the specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which objects resource records are
exported. [mandatory]

--0rg
Name of the organization from which objects resource records are to be
exported. If this argument is not specified, objects resource records
from all organizations will be exported for FADM user, objects resource
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records from user's organization will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportobjectrr --output_file=/tmp/output.txt

twc exportobjectrr --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"IP_ADDRESS","ORGANIZATION_NAME","OWNER","TTL","CLASS","TYPE","DATA"

EXAMPLE DATA:
"10.1.10.14","TCPWave","www.tcpwave.com.","600","IN","A","10.1.10.14"

"10.1.10.14","TCPWave","dev.tcpwave.com.","300","IN","CNAME","www.tcpwave.com."

NAME:
exportorg
DESCRIPTION:

Exports the organizations and its components from the TCPWave IPAM to a zip
file.

ARGUMENTS:

--0rg
Name of the organization from which organization and its components
are to be exported. If this argument is not specified, components from
all the organizations will be exported.

EXAMPLE USAGE:

twc exportorg

twc exportorg --org=TCPWave
EXPORT FILE:

Exports the organization and its components from the TCPWave IPAM to a zip
file.

NAME:
exportreversezonetmpl
DESCRIPTION:

Exports the network to reverse zone template associations from the
TCPWave IPAM to csv file.
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ARGUMENTS:

--output_file
Full path to the output file to which network to reverse zone template
associations are exported. [mandatory]

--org
Name of the organization from which network to reverse zone template
associations are to be exported. If this argument is not specified,
reverse zone template from all organizations will be exported for FADM
user, reverse zone template from user's organization will be exported
for non-FADM user.

EXAMPLE USAGE:

twc exportreversezonetmpl --output_file=/tmp/output.txt

twc exportreversezonetmpl --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"IP_ADDR","ZONE_TEMPLATE","ORGANIZATION","MASK_LENGTH"

EXAMPLE DATA:
"192.193.219.0","TCPWave Default Zone Template","TCPWave","24"

NAME:

exportrevzonerr

DESCRIPTION:

Exports the reverse zone resource records from the TCPWave IPAM to csv file.
ARGUMENTS:

--output_file
Full path to the output file to which reverse zone resource records are
exported. [mandatory]

--0rg
Name of the organization from which reverse zone resource records are to
be exported. If this argument is not specified, reverse zone resource
records from all organizations will be exported for FADM user, reverse
zone resource records from user's organization will be exported for
non-FADM user.

EXAMPLE USAGE:

twc exportrevzonerr --output_file=/tmp/output.txt

twc exportrevzonerr --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:
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The information in the output file is a comma separated list of fields as
specified, in the order below

"NETWORK_IP","ORGANIZATION_NAME","OWNER","TTL","CLASS","TYPE","DATA"

EXAMPLE DATA:
"80.0.0.0","TCPWave","www.tcpwave.com.","1200","IN","PTR","80.0.1.5"

NAME:
exportreversezone
DESCRIPTION:

Exports the DNS reverse zones from the TCPWave IPAM in CSV format into the specified,
output file.

ARGUMENTS:

--output_file
Full path of the output file to which zones must be exported. [mandatory]

--0rg
Name of the organization from which DNS reverse zones have to be exported.
If
this argument is not specified, DNS reverse zones from all organizations will be
exported for FADM user whereas DNS reverse zones from user's organization
will be
exported for non-FADM user.
EXAMPLE USAGE:

twc exportreversezone --output_file=/tmp/output.txt

twc exportreversezone --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The rows in the output file are comma separated values of fields as
specified, in the order below

"NAME","ORG_NAME","TMPL_NAME","DNSSEC","NSEC_OPT","MONIT","DESCRIPTION","DMZ_V
ISIBLE","CONTACT_F_NAME","CONTACT_M_NAME","CONTACT_L_NAME","CONTACT_EMAIL","A
DDRESS","MASK_LENGTH"

FIELD FORMATS:
DNSSEC '1' indicates that DNSSEC should be enabled for the
zone. '0' indicates that DNSSEC is not enabled

NSEC_OPT 'NSEC' or 'NSEC3'

MONIT '1' indicates monitoring is enabled for this zone. '0' indicates
monitoring is disabled for this zone.
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EXAMPLE DATA:
"1.0.1.in-addr.arpa","tcpwave","TestZoneTemplate","0","NSEC","0","test reverse
zone","1","John","","Smith","ohn.smith@tcpwave.com","1.0.2.16","28"

NAME:
exportrr
DESCRIPTION:

Exports the objects resource records of a network or subnet from the TCPWave
IPAM as a csv list into the specified, output file.

ARGUMENTS:

--export_level
Export level. It takes one of 'network' or 'subnet’. [mandatory]

__ip
IP address of the network or subnet for which you want to export object
resource records. [mandatory]

--default_arr
Default A record flag. It takes '1' or '0". If this argument is
specified, as '1', object's default A record will also be exported. If it
is specified, as '0', object's default A record will not be exported.

--output_file
Full path to the output file to which objects resource records are to be
exported. [mandatory]

EXAMPLE USAGE:

twc exportrr --export_level=subnet --ip=10.1.10.0 --default_arr=1 --output_file=/tmp/output.txt
twc exportrr --export_level=network --ip=10.1.0.0 --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as

specified, in the order below

"IP_ADDRESS","ORGANIZATION_NAME","OWNER","TTL","CLASS","TYPE","DATA"

EXAMPLE DATA:
"10.1.10.14","TCPWave","www.tcpwave.com.","600","IN","A","10.1.10.14"

"10.1.10.14","TCPWave","dev.tcpwave.com.","300","IN","CNAME",www.tcpwave.com.

NAME:
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exportscope
DESCRIPTION:

Exports the scopes from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
full path to the output file to which scopes are exported. [mandatory]

--0rg
Name of the organization from which scopes are to be exported. If this
argument is not specified, scopes from all organizations will be
exported for FADM user, scopes from user's organization will be exported
for non-FADM user.
EXAMPLE USAGE:

twc exportscope --output_file=/tmp/output.txt
twc exportscope --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:
The information for a DHCP scope are exported as a comma separated values
as specified, in the order below

START_IP, END_IP, OBJECT_TYPE, OPTION_TEMPLATE, DHCP_SERVER, NS_A, NS_PTR, DDNS_A,
DDNS_PTR, DDNS_CNAME, DDNS_MX, ALLOW_CLIENT, ALLOW_VENDOR, ALLOW_USER,
DENY_CLIENT, DENY_VENDOR, DENY_USER, TTL, DESCRIPTION, ORGANIZATION

FIELD FORMATS:
START IP, END_IP IPv4 address format

NS_A, NS_PTR, DDNS_A, DDNS_PTR, DDNS_CNAME, DDNS_MX take '0' or '1'

ALLOW_CLIENT, ALLOW_VENDOR, ALLOW_USER, DENY_CLIENT, DENY_VENDOR,
DENY_USER

These flags determine allow or deny DHCP classes for client, vendor and user
classes

EXAMPLE DATA:
"10.0.2.44","10.0.2.48","3G Phone","Generic Template","nusalx-trv10-
810984"’"1"’"1","1"’"1"’"1"’"1"’""’"","",""’""’""’"1200"’"Test Scope48ll’llTCPWaVell

NAME:
exportsharednetwork
DESCRIPTION:

Exports the shared networks from the TCPWave IPAM as a csv list into the
specified, output file.
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ARGUMENTS:

--output_file
Full path to the output file to which shared networks are to be exported.
[mandatory]

--0rg
Name of the organization from which shared networks are to be exported.
If this argument is not specified, shared networks from all organizations
will be exported for FADM user, shared networks from user's organization
will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportsharednetwork --output_file=/tmp/output.txt

twc exportsharednetwork --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"NAME","ORGANIZATION_NAME","DESCRIPTION","APPLIANCE_NAME","APPLIANCE_IP"
EXAMPLE DATA.:
"NAME","ORGANIZATION_NAME","DESCRIPTION","APPLIANCE_NAME","APPLIANCE_IP"
"TCPWave shared Network","TCPWave","","dns-server02-s10984","172.186.214.222"

NAME:
exportsubnet
DESCRIPTION:

Exports the subnets from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which subnets are exported. [mandatory]

--0rg
Name of the organization from which subnets are to be exported. If this
argument is not specified, subnets from all organizations will be
exported for FADM user, subnets from user's organization will be
exported for non-FADM user.

EXAMPLE USAGE:

twc exportsubnet --output_file=/tmp/output.txt
twc exportsubnet --org=TCPWave --output_file=/tmp/output.txt

IMPORT FILE:
The information in the output file is a comma separated list of fields as

TCPWave IPAM Software © 2013-2022 Page 277 0of 584



TCPWave

specified, in the order below

ADDRESS,MASK,NETWORK_ADDRESS,NAME,DOMAIN,SUBNET_GROUP,ROUTER_ADDRESS,DH
CP_TEMPLATE_NAME,PRIMARY_DHCP_SERVER,STREET_1,STREET_2,CITY,STATE,COUNTRY,ZIP,
DESCRIPTION

The DOMAIN field is a quoted comma separated values of domains. The first
value is considered as primary domain and rest are considered as secondary
domains for the subnet. Eg: "tcpwave.com,dev.tcpwave.com"

EXAMPLE DATA:
106.0.0.0,24,106.0.0.0,"import-sn-test-1","tcpwave.com,dev.tcpwave.com",IT-
$G,106.0.0.1,","","600 ALEXANDER ROAD","","PRINCETON","NJ","USA","08540","sn-grp-test"

NAME:

exportsubnetdhcp
DESCRIPTION:

Exports the subnet to DHCP Server associations from the TCPWave IPAM to
csv file.

ARGUMENTS:

--output_file
Full path to the output file to which subnet to DHCP Server associations
are to be exported. [mandatory]

--org
Name of the organization from which subnet to DHCP Server associations
are to be exported. If this argument is not specified, DHCP Server
associations from all organizations will be exported for FADM user,
DHCP Server associations from user's organization will be exported for
non-FADM user.

EXAMPLE USAGE:
twc exportsubnetdhcp --output_file=/tmp/output.txt

twc exportsubnetdhcp --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"ADDRESS","DHCP_TEMPLATE_NAME","PRIMARY_DHCP_SERVER"

EXAMPLE DATA:
"14.0.0.0","Generic","10.1.10.180"

NAME:

exportsubnetgroup
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DESCRIPTION:

Exports the subnet groups from the TCPWave IPAM as a csv list into the
specified, output file

ARGUMENTS:

--output_file
full path to the output file to which subnet groups are exported.
[mandatory]

--org
Name of the organization from which subnet groups are to be exported. If
this argument is not specified, subnet groups from all organizations
will be exported for FADM user, subnet groups from user's organization
will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportsubnetgroup --output_file=/tmp/output.txt
twc exportsubnetgroup --org=TCPWave --output_file=/tmp/output.txt

IMPORT FILE:
The information in the output file is a comma separated list of fields as
specified, in the order below

"NAME","ORGANIZATION","DESCRIPTION"

EXAMPLE DATA:

"Generic Subnet Group","TCPWave","A Subnet Group for Generic Use"

NAME:
exportvrf
DESCRIPTION:

Exports the VRFs from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
Full path to the output file to which VRFs are to be exported.
[mandatory]

--0rg
Name of the organization from which VRFs are to be exported. If this
argument is not specified, VRFs from all organizations will be exported
for FADM user, VRFs from user's organization will be exported for
non-FADM user.
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EXAMPLE USAGE:

twc exportvrf --output_file=/tmp/output.txt

twc exportvrf --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"NAME","ORG_NAME","DESCRIPTION"
EXAMPLE DATA:

"NAME","ORG_NAME","DESCRIPTION"
"VRF1","TCPWave","Virtual routing and forwarding"

DESCRIPTION:
Exports the mirrored zone from the TCPWave IPAM to a CSV file
ARGUMENTS:
--output_file
Full path to the output file to which mirrored zone are exported. [mandatory]
--org
Name of the organization from which mirrored zone are to be exported.
If this argument is not specified, mirrored zone all organizations will
be exported for FADM user, DNS appliance from user's organization wil be
exported for non-FADM user.
EXAMPLE:

twc exportmirroredzone --output_file=/tmp/mirroredzone.txt
twc exportmirroredzone --org=TCPWave --output_file=/tmp/mirroredzone.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
Specified in the order below

"NAME","ORG_NAME","ZONE_NAME","DESCRIPTION"
EXAMPLE DATA:

"Test","TcpWave","first.com”,"Test mirrored zone"

DESCRIPTION:
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Exports the microsoft DNS appliance from the TCPWave IPAM to a CSV file
ARGUMENTS:

--output_file
Full path to the output file to which microsoft DNS appliance are
exported. [mandatory]

--org
Name of the organization from which microsoft DNS appliance are to be
exported. If this argument is not specified, DNS appliance from all
organizations will be exported for FADM user, DNS appliance from user's
organization will be exported for non-FADM user.

EXAMPLE:
twc exportmicrosoftdnsserver --output_file=/tmp/msdnsserver.txt
twc exportmicrosoftdnsserver --org=TCPWave --output_file=/tmp/msdnsserver.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified in the order below

"NAME","ORG_NAME","IP_ADDR","USER_NAME","PASSWORD","DESCRIPTION""IS_HTTPS"
EXAMPLE DATA:

"Microsofto0001Remote","TcpWave","10.0.0.230,"Test","1FC23EBE134B12B","Test
appliance”,"0"

NAME:
exportzone
DESCRIPTION:

Exports the DNS zones from the TCPWave IPAM as a csv list into the specified,
output file.

ARGUMENTS:

--output_file
full path to the output file to which zones are exported. [mandatory]

--0rg
Name of the organization from which DNS zones are to be exported. If
this argument is not specified, DNS zones from all organizations will be
exported for FADM user, DNS zones from user's organization will be
exported for non-FADM user.
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EXAMPLE USAGE:

twc exportzone --output_file=/tmp/output.txt

twc exportzone --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

NAME, ORG_NAME, TMPL_NAME, DNSSEC, NSEC_OPT, AD_UPDATES ,DC_IP, AD_SEC, MONIT,
DESCRIPTION, DMZ_VISIBLE, ACL

FIELD FORMATS:
DNSSEC 1 indicates that DNSSEC should be enabled for the
zone. 0 indicates that DNSSEC is not enabled

NSEC_OPT 'NSEC' or 'NSEC3'

AD_UPDATES '1' indicates Active Directory updates are enabled for this zone.
'0" indicates Active Directory updates are disabled for this zone.

DC_IP is a comma separated values of IPs of domain controllers applicable
for this zone.

AD_SEC '1' indicates Active Directory secure updates are enabled for this
zone. '0' indicates Active Directory secure updates are disabled for this
zone.

MONIT '1' indicates monitoring is enabled for this zone. '0' indicates
monitoring is disabled for this zone.

ACL is a comma separated names of ACL applicable for this zone.

EXAMPLE DATA:
"tcpwave.com","TCPWave","TestZoneTemplate","0","NSEC","0","192.168.1.10","1","1","test zone
for tcpwave.com","0",""

NAME:
exportzonerr
DESCRIPTION:

Exports the DNS zones resource records from the TCPWave IPAM as a csv list
into the specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which zones resource records are
exported. [mandatory]
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--0rg
Name of the organization from which zones resource records are to be
exported. If this argument is not specified, zones resource records from
all organizations will be exported for FADM user, zones resource records
from user's organization will be exported for non-FADM user.
EXAMPLE USAGE:

twc exportzonerr --output_file=/tmp/output.txt

twc exportzonerr --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

"ZONE_NAME","ORGANIZATION_NAME","OWNER","TTL","CLASS","TYPE","DATA","EXTERNAL"

EXAMPLE DATA:
"tcpwave.com","TCPWave","www30.tcpwave.com.","1200","IN","A","25.6.67.7","0"

NAME
exportsubnettemplate

DESCRIPTION

Exports the Subnet templates from the TCPWave IPAM as a name-value pair into
the specified output file.

ARGUMENTS:

--output_file
Full path to the output file to which subnet templates are exported.
[mandatory]

--org
Name of the organization from which subnet templates are to be exported.
If this argument is not specified, subnet templates from all
organizations will be exported for FADM user. For non-FADM users subnet
templates will be exported based on the user's permissions.

EXAMPLE
twc exportsubnettemplate --output_file=/tmp/output.txt

twc exportsubnettemplate --org=TCPWave --output_file=/tmp/output.txt

EXPORT FILE
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The information in the output file is a name-value pair list of fields as specified in the order below

NAME, ORGANIZATION_NAME, PRIMARY_DOMAIN, ROUTER_OPTION, DESCRIPTION,
LOCATION_NAME, CONTACT_NAME, SUBNET_TYPE, SUBNET_GROUP, VLAN_ID, VRF,
ENABLE_DISCOVERY, ENABLE_RECLAIM, DISCOVERY_TEMPLATE, DHCP_OPTION_TEMPLATE,
DHCP_APPLIANCE, DHCP_APPLIANCE_ADDRESS, DHCP_FAILOVER_PEER, SHARED_NETWORK,
DNS_APPLIANCES, CLOUD_PROVIDER, SECONDARY_DOMAINS, START_OFFSET, END_OFFSET,
CLASS_CODE, ALLOCATION_TYPE, DOMAIN, CLIENT_CLASS_ALLOW, CLIENT_CLASS_DENY,
USER_CLASS_ALLOW, USER_CLASS_DENY, VENDOR_CLASS_ALLOW, VENDOR_CLASS_DENY, TTL,
RES_EXPIRY_DATE

SECTIONS & CONFIGURATION PARAMETERS:

[subnet-template]

NAME Name of the subnet template.

ORGANIZATION_NAME  Organization Name of the subnet template.

PRIMARY_DOMAIN Primary domain for the subnet created using this template

ROUTER_OPTION Select the first or last object as a router or give the router object offset.
DESCRIPTION Description of the subnet template.

LOCATION_NAME Location of the subnet template.

CONTACT_NAME Contact for the subnet template.

SUBNET_TYPE Non-DHCP, DHCP-Enabled or Cloud Hosted

(If you select the subnet type as DHCP-Enabled, then the system displays the DHCP
Attributes fields.

If you select the subnet type as Cloud Hosted, then the system displays the Cloud
Attributes fields.)

SUBNET_GROUP Subnet group for the subnet template.
VLAN_ID ID of VLAN.
VRF Select VRF.

ENABLE_DISCOVERY Takes 'true’ or 'false’ to enable or disable discovery respectively.
ENABLE_RECLAIM Takes 'true' or 'false’ to enable or disable reclaim respectively.
DISCOVERY_TEMPLATE Name of discovery template.

DHCP_OPTION_TEMPLATE Name of DHCP Option Template.

DHCP_APPLIANCE Name of DHCP Appliance.
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DHCP_APPLIANCE_ADDRESS IP of the DHCP Appliance.
DHCP_FAILOVER_PEER  Specify the DHCP failover peer.
SHARED_NETWORK Specify the shared networks.
DNS_APPLIANCES IP of DNS Appliances.
CLOUD_PROVIDER Specify cloud provider.

SECONDARY_DOMAINS  Specify the secondary domains.

[address-allocations]

START_OFFSET Enter the start offset.
END_OFFSET Enter the end offset.
CLASS_CODE Select object type.

ALLOCATION_TYPE Specify if static, dynamic or reserved.
DOMAIN Name of the domain.

CLIENT_CLASS _ALLOW  Specify the allowed client classes.
CLIENT_CLASS_DENY  Specify the denied client classes.
USER_CLASS_ALLOW Specify the allowed user classes.
USER_CLASS DENY Specify the user client classes.
VENDOR_CLASS_ALLOW  Specify the allowed vendor classes.
VENDOR_CLASS_DENY  Specify the denied vendor classes.
TTL Specify the time to live.

RES_EXPIRY_DATE Specify the expiry date for reserved objects.

EXAMPLE DATA:

[subnet-template]

NAME=v4-template

ORGANIZATION_NAME=Internal

PRIMARY_DOMAIN=tcpwave.com
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ROUTER_OPTION=first

DESCRIPTION=

LOCATION_NAME=test hyd telangana India
CONTACT_NAME=ramya bali ramya.bali@tcpwave.com
SUBNET_TYPE=Non-DHCP
SUBNET_GROUP=subnet-test-group
VLAN_ID=100

VRF=test-vrf

ENABLE_DISCOVERY=yes

ENABLE_RECLAIM=yes
DISCOVERY_TEMPLATE=Default Discovery Template
DHCP_OPTION_TEMPLATE=

DHCP_APPLIANCE=

DHCP_APPLIANCE_ADDRESS=
DHCP_FAILOVER_PEER=null
SHARED_NETWORK=null

DNS_APPLIANCES=

CLOUD_PROVIDER=

SECONDARY_DOMAINS=null

[address-allocations]

START_OFFSET=10
END_OFFSET=1000
CLASS_CODE=3G Phone
ALLOCATION_TYPE=Static
DOMAIN=tcpwave.com
CLIENT_CLASS_ALLOWS=
CLIENT_CLASS_DENY=
USER_CLASS_ALLOW=

USER_CLASS_DENY=
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VENDOR_CLASS_ALLOW=
VENDOR_CLASS_DENY=
TTL=1200

RES_EXPIRY_DATE=

EXAMPLE DATA:

"TestSubetTemplate","tcpwave","tcpwave.in","first","","","","Non-
DHCPII’“II'IIII'IIII’IIll’llnoll'llII’IIII'IIll’llII’IIII’Illl’IIII’II||’||ll’llll'll10||’||100||’||3G_
PhOne"’"Static","afghanisthan,af","”,"",“","“,"”’”“'”1200",""

NAME:
exportzonetemplate
DESCRIPTION:

Exports the DNS zone templates from the TCPWave IPAM as a csv list into the
specified, output file.

ARGUMENTS:

--output_file
Full path to the output file to which zone templates are exported.
[mandatory]

--0rg
Name of the organization from which zone templates are to be exported.
If this argument is not specified, zone templates from all organizations
will be exported for FADM user, zone templates from user's organization
will be exported for non-FADM user.

EXAMPLE USAGE:

twc exportzonetemplate --output_file=/tmp/output.txt

twc exportzonetemplate --org=TCPWave --output_file=/tmp/output.txt
EXPORT FILE:

The information in the output file is a comma separated list of fields as
specified, in the order below

NAME, ORG_NAME, DEFAULT_TTL, SOA_EMAIL, SOA_REFRESH, SOA_RETRY, SOA_EXPIRY,
SOA_NEGCACHE, SOA_SERIAL, ALLOW_NOTIFY, ALLOW_QUERY, ALLOW_XFR,
ALLOW_UPDATE, FORWARD, FWD_IPV4, FWD_IPV6, MASTERS, SLAVES, DESCRIPTION

FIELD FORMATS:
DEFAULT _TTL, SOA_REFRESH, SOA_RETRY, SOA_EXPIRY, SOA_NEGCACHE are time
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format as follows:

Time formats are specified, as integer/time_unit. time_unit can be one of
the following values: S;MIN,H,D,W,MON,Y representing seconds, minutes,
hours, days, weeks, months, years

Example: 84600/S or 30/D

SOA_SERIAL is 'DATE' or 'NODATE'

ALLOW_NOTIFY, ALLOW_QUERY, ALLOW_XFR, ALLOW_UPDATE accept one of the
following ACL formats

IPAddress/permission (192.168.0.1/Allow)
ACL-name/permission (internal/Deny)

IPAddress/mask/permission (192.168.0.0/24/Allow

MASTERS, SLAVES are comma separated lists of IP addresses of
authoritative servers acting as slaves for the reverse zone

FORWARD takes 'first' or 'only' as values
FWD_IPV4 semicolon separated list of ipv4 addresses

FWD_IPV6 semicolon separated list of ipv6 addresses

EXAMPLE DATA:
"TestZoneTemplate","tcpwave","52000/S","admin@tcpwave.com","","","","","" "any/Allow,192.16
8.1.4/Deny","any/Allow,192.168.1.3/Deny","any/Allow,192.168.1.2/Deny","any/Allow,192.168.1.1/
Deny","","","","192.168.1.102,192.168.1.107","","Test zone template"

NAME

exportdnsforwarderstmpl
DESCRIPTION
Exports the DNS forwarder template with forwarder zones from the TCPWave IPAM to a csv file.
ARGUMENTS

--output_file

Full path to the output file to which DNS forwarder template with forwarder zones are

exported. [mandatory]
EXAMPLE

twc exportdnsforwarderstmpl --output_file=/tmp/forwarders.txt
EXPORT FILE

The information in the output file is specified in the order below.
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EXAMPLE DATA:
[dns-forwarders]

NAME=TestForwarder

DESCRIPTION=Description for the forwarders

[forwarder]

ZONENAME=test1l.com

FORWARD=0nly
FORWARDERSIPV4=10.1.10.12;10.1.10.13
FORWARDERSIPV6=

ISPRESENT=true

[forwarder]

ZONENAME=zone.com

FORWARD=o0nly
FORWARDERSIPV4=10.1.10.15;10.1.10.16
FORWARDERSIPV6=

ISPRESENT=true

[dns-forwarders]

NAME=TestTwo

DESCRIPTION=Description